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Abstract

Replicationand redundancytechniquesrely on the as-
sumptiorthata majority of componentare alwayssafeand
votingis usedto resolveany ambiguities. Thisassumption
may be unreasonablen the contet of attadks and intru-
sions. An intruder could compomiseany numberof the
available copiesof a serviceresultingin a false senseof
security The kernel basedapproadeshaveprovento be
quite effective but they causeperformancempactsif any
codechangesarein thecritical path. In this paper we pro-
vide an alternateuserspacemedhanismconsistingof pro-
cessmonitors by which sud user spacedaemonscan be
unambiguouslymonitoied without causingseriousperfor-
manceimpacts.A frameavork that claimsto provide sud a
featue mustitself be tamperresistantto attadks. We the-
oretically analyzeand compae somerelevantschemesand
showtheir fallibility . We proposeour ownframevorkthatis
basedon somesimpleprinciplesof graphtheoryandwell-
foundedconceptsn topolagical fault tolerance and show
thatit cannot only unambiguouslyletectany sud attadks
on the serviceshut is also very hard to subvert. We also
presentsomepreliminaryresultsasa proof of concept.

1. Intr oduction

With the advent of computernetworks, userspaceser
vices have not only becomeplausiblebut alsovery preva-
lent. Both academicand other organizationervironments
alike useserviceof userspacedaemonsuchasinetd, sshd
Ipd, etc. More complicatedservicesare provided by intru-
siondetectionsystemsnetwork managemengystemsetc.
As theseservicesbecomefeature-rich,the code basebe-
comedargerandhenceheseprogramsarelik ely to contain
software bugs someof which may be exploitable. Empir
ical casestudiesin software engineeringand experiences

Kevin Kwiat
Air ForceResearcl.aboratory
525BrooksRoad
Rome,NY 13441
Email: kwiatk@rl.af.mil

with large projects[14], [9], [12], [11] suggesthis.

Maintaining high availability of theseservicesis criti-
cal for the smoothfunctioningof any organizationrelying
onthoseresourcesTheseservicesanfail dueto software
faultsor attackdy intruders.Occurrencef faultscanresult
in theunpredictabldailure of the system.Intrusionsareof-
tenlikenedto faultsandsuccessfuhttackslik e faults,leave
thesystemin aninconsistenbr unusablestate.

Faultdetectionandtolerancdechnique$ave goalssuch
as dependability reliability, availability, safetyand per
formability which are similar to the goalsof intrusionpre-
ventionanddetection,and other securitymeasures How-
ever, the correspondencis not alwaysoneto one. Given
the gamutof possibilitiesthroughwhich intrusionsor ma-
licious behaior canmanifest,the decision-makings very
diffuse and hard, unlike detectingatomic faultswherethe
problemis lessnon-deterministicAlso, faultsaregenerally
morerandomandoccurindependentf eachother whereas
anintrudercantametspeci c partsof a systemdeliberately
in orderto disableit asawhole.

Faulttolerancaechniquegprofessedundang andrepli-
cationto maintainhigh availability with theassumptiorthat
evenif asmallminority of themfail, the majority will con-
tinue to renderthe servicesrequiredof them. Byzantine
agreemenf23] and voting protocols[36], [19], [4] allow
for consistenbutputsin spiteof failuresin somereplicated
componentsHowever, from the securitypoint of view, it is
safeto assumehatif anintrudercancompromisea partic-
ular copy of aservice hecancompromisenthercopiesof it
aswell with relative ease.This voidsthe assumptiorthata
majority of thesecopieswill be safeandthatthe detection
of ary suchcompromiseswill be unambiguous.From an
intruder’s pointof view, takingover aservicesimply means
disablinga majority of its copies. Although not trivial, it
canstill be donewith carefulreconnaissancand analysis
of weaknesseim the servicecomponents.

Fault toleranceis the attribute that enablesa systemto



continuethecorrectperformancef its speci edtasksin the
presencef hardwareor softwarefaults[31], [21]. It allows
greateravailability andreliability of the particularsystem
component.This is true evenin the context of intrusions.
But in orderto respondo suchevents,onemustprovide a
mechanisnio unambiguouslyletectthesefailures.

In this paperwe rst discusghe prosandconsof build-
ing suchdetectionsystemsat variouslevels of the operat-
ing system,andthe relatedwork. Then,we evolve some
theoreticalmachineryto analyzethe variousrelevanttech-
niques. We proposea framewvork using somesimple con-
ceptsin graphtheoryandshaw thatit hasthe capability of
detectingfailuresof servicesunambiguoushandalsomak-
ing it very hardfor anintruderto subvertit. While known
solutionspopularlyimplementthis functionality inside the
kernel,the crux of this paperis to provide an alternateso-
lution by unambiguouslydetectingthesefailuresin user
space Although, thefocusof this paperis moreon failures
dueto intrusionsand attacks,this solution works equally
well with inherentsoftwarefaultsandfailures.

1.1 Paper Organization

Section2 givesa more elaboratedescriptionof the re-
latedwork doneby peers.Section3 explainsthetheoretical
aspectf the framevork andcomparest with the current
techniques.Section4 analyzeghe variouscon gurations.
Section5 discussesheimplementatiorissues Preliminary
experimentsandresultsarepresentedn Section6. Thepa-
peris concludedin Sections7 and 8 by a discussionand
overview of our futurework.

2. Background and Relevant Work
2.1 Fault ToleranceTechniques

A softwareserviceor componenimay fail dueto differ-
entreasonsin orderto expediteproperresponseit is very
importantto ascertairthe fact that the componentasin-
deedfailed. Detectionof failuresis adecision-makingprob-
lem with varying degreesof hardnessiependingon what
failure modelis considered For our work we take into ac-
countthesemodels:

Inherentsoftwarefailures
Failuresdueto attacks
Software errors and bugs inevitably creepinto large
projectsdueto the humanfactor Eventhoughthesepro-

gramsmay be testedextensiely, someof thesesoftware
bugsmay not be detected.Total eliminationof theseerrors

requiresprogramveri cation thatis oftennot computation-
ally feasible.Consequentlysinceit is not possibleto elimi-
nateall thefaults,aworkarounds to achieve a high degree
of faulttolerance.

Faulttolerantsoftwarearchitecture$5], [16], [22] have
acommonthemeof redundantindreplicatedsoftwareenti-
tiesor componentshatcommunicatavith eachotherusing
someprotocolto arrive ata consistenandcorrectoutcome.
Thesefailure modelsassumefailuresthat occurindepen-
dentof somesystemactiity.

Networks are often susceptibleo outagesecausdail-
ure of componentr nodeshasresultedin somepath or
circuit becomingopenor incomplete. The problemof de-
velopingfault-tolerantnetworks hasbeenwell-studiedus-
ing topologiesand graphtheory[32], [6] [30]. Although,
we useconceptsn graphtheoryto modelthe problem,our
effort attemptdo provide aframework to ensurehigh avail-
ability of processeandservicegin thecontet of intrusions
andattacks)on a singlehhostratherthanacrossnodeson a
network.

2.2.Intrusion DetectionTechniques

Thevariousfacetscentralto providing protectionto ser
vicesareprevention,preemptiondetectiondeterrenceand
mitigation. Being a decision-makingproblem (often non-
binary), intrusion detectionis very hard to solve. Since
the seminalwork by Denning[13], signi cant efforts have
beeninvestedin devising new and effective techniquedo
performintrusionpreventionanddetection.[34] presenta
collectionof abouthundredsuchsystems.

Even though the trusted computingbase (TCB) of a
componenbr processhouldbeasminimal aspossiblg2],
it is rarely the case[25]. A userspaceprocessrelieson
the operatingsystemand if the kernel becomesunstable
thenthe correctbehaior of the procesds highly suspect.
However, kernelsaretypically well testedandsecurerom
tamperingmaking kernel spaceimplementations natural
choicefor achievzing tampefresistancelt thenbecomesan
engineeringradeof betweensafetyof the intrusiondetec-
tionitself andpossibleperformancegenaltiesof kernellevel
implementations.The variousprosandconsare evaluated
asfollows.

Completelyin the kernel space

Marny intrusiondetectionsystemimplementationgall
into this cateyory, e.g.,[35]. Whendesigningan in-
trusiondetectionsystem the safetyof the systembe-
comesa critical question. Since,the processorpriv-
ilege levels prevent user spaceprogramsto tamper
with anything inside the kernel, it becomesan obvi-
ouschoiceto implementthe systeminsidethe kernel.
Also, if someeventimmediatelyforcesa userspace



programto bewokenup, thenthecontet switchescan
be very expensve. On the otherhand,therearesome
pitfallstoo. A badimplementatiorinsidethe kernelis
equallyseriousf notmore. If thecodeis addedto the
critical pathsof the kernel, thenthe performanceam-
pactcould be very high. The Linux SecurityModules
(LSM) [1] framework provides a diffuse mechanism
to perform checksat variousplacesinside the kernel
ascomparedo a morecentralsystemcall interception
basedcheckd35], which couldbe expensve.

Completelyin the userspace

If kernelimplementatiorcanbeavoided,thenit is best
doneoutsidethe kernelin the userspace.Sometools
suchas DWatch[15], [17], etc., are userspacepro-
gramsthatwatchotherdaemomprograms.The adwan-
tageof implementingthe detectionsystemcompletely
in theuserspacg20] is thatthereis very little overall
performancedegradation. But, completelyexposing
sucha critical processo the elementsdoesnot read
well with information assuranceanalysts. Therefore,
the safetyof the intrusion detectionsystembecomes
avery seriousissuebecausehannelof directaccess
to the userspacecomponentsxist and the safety of
the systemdependson how soundlyit hasbeenim-
plementedand good accesgestrictions. The task of
protectingsucha componentrelies on the operating
systemaccesgontrolmechanism§29].

A hybrid approach

The third approachseeksa middle ground[18], [26]
straddlingthe bothextremes.Userspacecon guration
andnoti cation mechanismaretypically built into the
intrusiondetectiorsystemdgor humaninteractionge.g.,
[26] hasa client hypervisorcon guration mechanism
in userspace Eventhoughtheintrusiondetectionsys-
temis securelyimplementedcompromisingthe noti-
cation mechanismcould resultin alarmsnot being
raisedeventhoughanintrusionhasoccurred.

Thereare no rigid guidelineson how a detectionsys-
tem shouldbe implemented. This is dueto the comple-
ity andvariety of the problems. It hasalsobeenrealized
thatno singletechniqueis sufcient anda multitude of se-
curity systemshave to be usedin tandemto increasethe
probability of detection. Sucha con gurationis an appli-
cation of the conceptof heterogeneougeplicationor N-
versionprogramming10], [7] to improve detectioncover-
age.However, replicationhastheundesirablesideeffectsof
increaseaverheadaindadditionalcompleity of decision-
making.

2.3.Summary

It is clearthat protectingservicesusingintrusiondetec-
tion systemss not adequatesincethe IDS itself may come
under attack and fail, leaving the systemvulnerable. It
thereforebecomesa questionof “who watchesthe protec-
tor?”, “is it alwaysnecessaryo deplgy a kernelspaceDS
to protectuserspaceservices?”and“are fault-tolerantar-
chitecturexapableof combatingattacks?”.

We shaw thatgiven a setof procesanonitorsin various
commonlyknown fault-tolerantcon gurations, it is possi-
ble to disablethemwithout being detected. The focus of
our work is to provide a tamperresistanframework to de-
tect the failure of ary suchuserspacecomponentwith a
very high accurag. The following sectionsdeal with the
developmentandimplementatiorof sucha framework.

3. Theoretical Framework

In this section,we statesomeassumptionsand terms,
andpresentatheoreticalnalysisbasecon them.

3.1.BasicAssumptions

A host

A hostconsistsof resourcesandan operatingsystem
thatmediategheir accessTheremaybe somesystem
level accesgontrolssuchas le permissionsn place
but they are static. The framework that we propose
residescompletelyon a host.

A sewice

A serviceis a userspacecomponentwhich could be
ary programor partsof it thatareimplementedn the
userspace.For example,it couldbeadaemonanin-
trusiondetectionsystemcomponentgtc. The goalis
to maintainhigh availability of this componentaindto
achieve this, it is essentiato detectits failure unam-
biguouslyandrespond.

A protective framework

A protective frameavork monitorsand protectsa ser
vice or a userspacecomponent. It consistsof one
or moreactive processmonitorsinteractingwith each
otherin somecon guration and monitor some user
spacecomponent.This framework is completelycon-
structedn theuserspace.

A failur e event dueto intrusions

In ouranalysiswe assumehatno softwarecomponent
is 100%secure. Any suchcomponentanbe success-
fully compromisedvith someprobability viz., P X



but it is not importanthow this probability is consti-
tuted. In generalcalculatingintrusionprobabilitiesis
very hard.

Intruder' sskills

It is only a matterof time beforesomeintruderlearns
how somesystemfunctions,and discoversits weak-
nessandvulnerabilities. We assumehat the intruder
hasfull knowledgeof the systemto begin with.

3.2 Additional Terms

We quantifytamperresistanpropertieswith the follow-
ing metrics.

3.2.1 Probabilities of Subversion

If a protectve framewvork consistsof variouscomponents
eachwith a probability p; of beingcompromisedthenwe
canspeakof thefollowing probabilitiesof subversion:

Total Probability of Subversion

The total probability of subvesion is de ned asthe
probabilitywith whichtheentireframewnork consisting
of variouscomponentganbe disabled.ldeally, given
n suchcomponentgachwith anindividual probability
of subversionequalto p;, the total probability of sub-
versionwouldbe O]  pi. But, thisis theidealcase A

framework designmaybe suchthatdisablinga partof

the systemmay bring down the whole system.

Per-StageProbability of Subversion

The per-stage probability of subvesionis de ned as
the probability with which a subsebf all components
constitutingthe framewvork canbe subvertedatary in-
stantof time without raisingary signalsof suspicion
or intrusion.

In a generalcon guration wheretherecanbe various
componentgachwith someprobability of subversion,
the perstageprobability of subversionis not necessar
ily uniform. Dueto design awsin acon guration, it
may becomepossibleto sequentiallydisablethe com-
ponentsresultingin the subversionof the entire sys-
tem. Somepartsof the framevork may offer greater
resistancehanothers.The smallerthe perstageprob-
ability of subversion,the harderit is to subvert that
particularcomponenbr module.We cande ne amin-
imum perstageprobability of subversionasthe mini-
mum of the perstageprobabilitiesof subversionof all
componentr modulesconstitutingthe framework.
Thisquanti esthemaximumresistanceéheframewvork
canputup atary giventime. For example, let the pro-
tective framework consistof two component# andB,

andlet it be possiblethatthey canbedisabledn a se-
guenceA followedby B. So,the perstageprobability
of subversionof this framewvork would be pa at some
instantof time to followed by pg at sometime t;. If

pPa  Pa, thenpa is the minimum perstageprobabil-
ity of subversion.

Additionally, we canalsode ne a maximunperstage
probability of subversionasthe maximumof all per
stageprobabilitiesof subversionin a groupof subsets
of componentsThis quanti es the factthatthe secu-
rity of asystemis only asstrongasits wealestlink.

If thecon gurationof theprotective framewvorkis such
thatit is possibleto disablethewholeprotectve frame-
work by disablingits componentsn somesequence,
thenthe total probability of subversionbecomedess
relevant. The perstageprobability of subversionover-
shadavs the total probability of subversionbecause
evenif the latter is very low, the effective probabil-
ity of subversionis theformer. Consequentlyit is de-
sirableto maintain both of themaslow as possible.
For thepurpose®f completenessf analysiswe men-
tion boththeprobabilityaspectalthoughtheperstage
probability of subversionmaybe moresigni cant that
thetotal probability of subversion.

Degreeof Incidence

Whensomeentity or procesds monitoredby d other
entities,thenthatentity is saidto have a deggreeof in-
cidenceequalto d (Fig. 1(c)). It is desirableto keep
the degreeof incidenceof a processashigh aspossi-
ble sinceit would becomenecessaryo disableall the
processethataremonitoringthatparticularprocesgo
successfullysubrertthe system.

3.2.2 Framework Overhead

Any processmonitor that is introducedin the framework
performssomespeci ¢ task suchas monitoringandinter-
actswith otherentities. Thereforejts operationsncursome
overhead. This overheadis due to two components:the
overheadwhenthe processs runningin isolationandthe
overheaddueto the interactionwith otherentitiesor pro-
cesses.Scalability of a systemis determinedoy the over-
headsts componentgeneratevhenthey grow in number
Henceit is importantto take thisfactorinto accounfor per
formanceanalysis.

Overheadwhena processuns in isolation

Whenaprocesss initiated,it causesomeoverheadn
termsof memoryandprocessousagelt isrepresented
asafunctiond (Fig. 1(a)). Since the procesgypically
runsin aninformationprocessindoop, this overhead
iS moreor lessa constanperprocess.



Figure 1. (a) Overhead ddue to isolated exe-
cution (b) Overhead g of monitoring another
process (c) Degree of incidence d for a pro-
cess

Overheadwhena processnonitors another process

Whena processnonitorsanothemprocessit incursan
overheaddueto informationprocessingLet thefunc-
tion thatdescribest be q (Fig. 1(b)). This overhead
dependson the numberof processeshat it interacts
with.

3.3 Mutual Trust

Problemgequiringprotocolsof communicatiorarehard
to solve sinceary entity or processanemanatdalsedata
and“lie” aboutthe informationthatit sends. Hence,we
considermodelsthat do not require any communication
amongprocessesr in otherwords,thereis no mutualtrust
betweenthem. Any given processnonitorsa subsebf its
neighborsbut doesnot participatein ary direct communi-
cationwith them. Actual monitoringandinformationgath-
ering occursindirectly via mechanismghat the operating
systemprovides.

3.4. Problem Transformation

With theabore conceptuamachineryonecantransform
the framavork designprobleminto a graphtopologyprob-
lem. Thetransformatiorproceedssfollows:

1. Eachprocesshecomesa node. Associatedwith each
nodeis the overheaddueto isolatedexecution.

2. If aprocesds; monitorsanothemproces<j, thenthere
is a directededgefrom nodei to nodej. This edge
exists aslong asthe procesghatis monitoringis not
disabled.Associatedwith this edgeis the overheacdof
monitoring.

3. The degree of incidenceis the numberof incoming
edgesto a node. Note that thereare a few rules by
whichedgesanbeformed. An edgefrom aprocesgo

itself (seeFig. 2(a))is uselessincedisablingthe pro-

cessdisablesthis edgealso. Having multiple redun-

dantedgesfrom one processto anotherprocess(see
Fig. 2(b)) is alsoundesirablesinceit only increases
overheadvithoutincreasingheoverallmonitoringca-

pability.
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Figure 2. Undesirab le edge formations (a)
self-loop (b) redundant edges between the
pair of processes

The goal is to minimize the total and perstageproba-
bilities of subversionwhile keepingthe overheadaslow as
possible Sinceno procesdruststheotherandthereis nodi-
rectcommunicationinter procescommunicatiordoesnot
existandneednot berepresented.

4. TopologicalCon gurations

In this section,we describeandanalyzethe variousrel-
evanttechniquesand nally presenthe mostoptimumso-
lution to the problem.Eachcon gurationis composedf a
few processen sometopologicalarrangementWe make
someclaims?! andjustify themsubjectvely.

4.1.Simple Replication

Claim 1 The simple replication schemehas the wealest
tamperresistanproperties.

Onecommontechniquein fault tolerancedomainto in-
creaseavailability is by servicereplication.Multiple copies
of aprocessanbeexecutedon a hostto increasevailabil-
ity perhost. Thesen numberof processeslirectly monitor
theuserspacecomponentk (ref. Fig. 3(a)).

This may initially appearasa good solutionbut it has
someseriousdravbacks. It is possiblefor an attacler to
disableeachof the processe# the protectve framevork
with relative ease Thereis hardlyary self-protectve capa-
bility.

4.2.Layered Hierar chy

Claim 2 Thelayered hierarchy schemeis only maminally
betterthanthe simplereplicationscheme

1Completemathematicaproofsto theseclaimsareomitted



(b)

Figure 3. (a) Simple replication of processes
(b) A simple layered hierar chy

Multiple wrapperscan be de ned arounda userspace
componento monitorit. [28] speaksof an “onion peel”
modelto provide strongerdeterrence.

Let eachlayerbe composedf oneprocessandlet there
be n suchlayers. Eachlayer monitorsits lower layer and
thelowestlayerdirectly monitorstheuserspacecomponent
E. Thisformsalayeredhierarcly of processegFig. 3(b)).
Thiscon gurationis alittle betterin termsof self-protectve
capability sincean attacler hasto detectthe sequenceand
disablethe processem thatstrict order

4.3. Cir culant Digraph

In this sectionwe shav thatthe mostoptimumcon gu-
rationis thatof a circulantdigraph.

A circulantgraphis de ned asa graphC;, n of nver
ticesin which theith vertex is adjacentothe i | thand
the i | thverticesfor eachvertex j in thelist |. For ex-
ample,Ci,,, ., n isacompletegraphandCj, n isa
cyclic graph.

Relaxingthe propertiesof symmetryandaddingthere-
quirementof directededgesijt canbe equivalently de ned
asagraphC; n of nverticesin whichtheith vertex hasa
directededgeto the i j th vertex for eachj in |. Then,
Ciio,3 1 is acompletedigraph. In general,a circu-
lant digraphof in-degreeor out-degreed canbe de ned as
agraphCiy23 4,wherel d n 1.

In this schemethe processearearrangedn a circulant
digraphtopologywith somedegreeof incidenced. Figure
4 shawvs aframewnork whereprocessearearrangedn acir-

Figure 4. A circulant digraph con guration
with n 8andd 3

culantdigraphcon gurationwithn 8andd 3. At least
oneprocessn thegrouphasanadditionalresponsibilityof
monitoring the userspacecomponent. This con guration
hasa strongself-protectve capability

Claim 3 A circulant digraph con guration provides the
strongest (in the theoretical context) tamper resistance
properties.

It is notpossibleto subvertany subsebf processewith-
out alerting the processesnonitoring them. If the entire
framavork hasto be subverted,all the processebave to be
subvertedat exactly the sametime.

Considerthe trivial casewhenthe degreeof incidence
d 1. Disablingthe entireframeavork requiressubversion
of every processndalsoits parentbeforeit canrespondo
thatevent. Thereis ade nite sequencén whichthis canbe
doneandit is somecircular permutationof the processes.
Thereforetheintruderhasto detectthecorrectcircularper
mutationanddisablethe processes thatorder Butin or-
der to do so, he mustmalke a correctguessfrom a large
numbef of circularpermutations.

As such, a successfubttackrequiresprecisesynchro-
nization,andwhenthedegreeof incidenced 1, thesitua-
tion is furthercomplicatedsincesubversionof ary process
alertsmultiple processes.

5. Implementation Issues

Thecirculantdigraphframenork requiregheimplemen-
tationof aclosedloop, whereeventsor messagearedeliv-
eredin realtime. OperatingsystemssuchasFreeBSDand

2Numberof circularpermutationss of exponentialorder



Linux supportdirectinteractionbetweerprocessethrough
theptrace(2)family of systemcalls[20] or theproc le sys-
tem(whichtrussuses).n eitherapproactit is possiblefor a
procesgo tracethe executionof anothemprocessHowever,

taking control of thetracedprocesn eacheventmalesit

undesirableo form sucha closedloop (seeFig. 5(a)). This
is dueto thefactthatthereis a possibilityof anexponential
cascadef eventsanddeadlockg3] Thereforedesigndeci-
sionsoccludesuchclosedooprelationshipbetweertraced
processes.

Process
if ptrace()
in this direction?
Process )/\ Process 2 kevent() kevent(

- O
then ptrace() not aIIowed

in this direction | Process 1 Process
(@ ! (b)

Figure 5. Monitoring process events using
ptrace(2)and kevent(2)(a) ptrace(2)doesn't al-
low a loop (b) kevent(2)being async hronous
allows such loops

5.1 Kernel Event Subsystem

Both the approachesliscussedabove result execution
and control ow in a lock-stepmanner Sinceeachpro-
cessmonitor in our framevork executesin a tight sense-
decide-actoop, it callsfor a moreasynchronousventno-
ti cation mechanismCurrently the operatingsystemwith
sucha supportandthe corvenienceof experimentationis
FreeBSD.The event noti cation mechanisnon FreeBSD
is calledkqueue[24] . It is a highly scalableand generic
eventnoti cation mechanisnproposedsareplacementor
poll(2) and select(2) Web seners have beenreportedto
achieve signi cant performancegains[24] whenusingthe
kqueuesubsystenfor soclet events. However, it provides
only a limited setof eventsthat canbe monitoredsuchas
exit(2), fork(2) andthe execfamily.

Whenaprocessvantsto listento theeventsgeneratedby
anothemprocessit rst creates keventhandleandthenreg-
istersa listenerfor thetarmgetprocesslt thenentersa loop,
waiting for eventsto occur The kqueuesubsystenallows
multiple processeso registerlistenersfor the sameevent.
The edgeddiscussedn the earliersectionamanifestasthe
listenergegisteredor somespeci ¢ events.Sincetheevent
delivery is asynchronousinlike ptrace(2) it is possibleto
de ne loopsamongthe processmonitors(seeFig.5(b)).

Processevel behaior canbecapturedy monitoringthe
systemcalls the processmakes[20], [35]. Otherrelevant
waysof runtime veri cation of processbehaior areproof
carryingcode[27] andmodelcarryingcode[33]. Hence,
run time monitoring of processedecomesan instanceof
the problem for which thesetechniquesare proposedas
solutions. It must be notedthat the supportat this level
to monitor a larger set of eventsis not currently present
in FreeBSD.Sincekqueuedoesnt supportevery possible
event at the procesdevel, we have to patchthe operating
systemto provide the additionalfunctionality suchasre-
trieving agumentso theexec(2)family of systenrcalls, etc.

6. Experiments and Results

Since the simple replication and layered hierarcly
schemesre awedfrom the securitypoint of view, we do
not considerthemfor empirical evaluations. On the other
hand the circulantdigraphhasbeentheoreticallyprovento
be very goodin termsof protectve capabilitiesand only
this con gurationis considere@ndveri ed empiricallyfor
feasibility andstrengthof theapproach.

6.1.Experimental Setup

The simulationswereconductecbn a uniprocessoPen-
tium Il 450MHz PCwith 64 MB RAM runningFreeBSD
4.5. This versionof FreeBSDhasadequatesupportfor pre-
liminary implementatiorthroughthe kqueuesubsysteno
demonstrat¢he strengthof the approachHowever, acom-
pleteimplementatiorwould requiremonitoringof a larger
setof eventsthanit currentlysupports.

Thetamgetof themonitoringframenork isinetddaemon.
This is a genericservicethat spavns off otherappropriate
daemondgo handlenetwork connections.Eachactive en-
tity or nodeof this monitoring framework is implemented
asaprocessandthereis anedgein thetopologygraphif a
processmonitorsanotheiprocessMonitoring multiple pro-
cessesat the sametime, i.e., whenthe degreeof incidence
is greaterthan one is made possibleby multi-threading.
The attacler is givenall informationregardingthe process
monitorsandtheir relationshipsin reality, this information
aboutthe edgess actuallyhardto obtain. This setupsatis-

es all thebasicassumptionandthe developedtheoretical
frameawork.

6.2.Attack Scenarios

Currentlimitations of the kqueuesubsystenallow usto
testthe framavork againstcrashattacks. An attacler can
causeary numberof the processmonitorsto crash. This
is madepossibleby implementingthe procesganonitorsin
suchaway thatthey do nothandleary signalsandthey can



eachbekilled viathekill command.Eachprocessnon-
itor registersa handlerfor the exit(2) systemcall. An in-
truderis successfuif hecancauseall themonitorsto crash
beforeoneof themcanraisea signal.
Whenaprocessecevesaneventthatit is listeningfor, it
simply prints a messagéeo the screerandthis is perceved
as an intrusion signal. This con guration is testedunder
light and heavy loads. It is still theoreticallypossibleto
subvert this con guration if the intruder canchanceupon
theright sequencef processesThisis aninstanceof atime
of ched to time of use(TOCTOU) attack[8]. While there-
sponsesnaybequickunderight load,thewindow between
the eventandresponsavidensunderhigh load. However,
mostTOCTOU attacksaresuccessfubnly whenonesuch
window exists. In our case,thereare multiple suchwin-
dows and all of them have to be predictedand exploited.
This malestheentireexercisevery hardfor anintruder
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Figure 6. A plot of number of responses (r)
against the degree of incidence (d) for vari-
ous values of number of processes (n) under
heavy system load

6.3. RecognizingAttacks

The plot of numberof intrusion signalswith respecto
the degreeof incidencefor eachcon gurationunderheavy
systemloadis givenin Fig. 6. Theloadwasincreasedrom
0 to 20 (approximately)processeper minute. The graph
characteristicainderlight systemload are very similar if
notthesame.

We have plotted only the minimum of responseseen
whentrying varioussequencesf attacks. Averagesmay
have beenhigherbut they do not correctlyre ect thenature
of succesr failure of attacks,hencewe did not choose
to plot the averages.n thewealestpossiblecon guration,
i.e., with degreeof incidenceequalto 1, therewasconsis-

tently oneresponseegardlessof the numberof processes.
At leastin our experimentsjt wasnot possibleto success-
fully subvertthis setup.While theoreticalanalysisshaved
thatthis con gurationfailsif all the processearesulverted
at the sametime, implementatiornof the operatingsystem
andthe kernelevent mechanisnpreventssuchparallelism
dueto the strict serial executionin critical sectionsof the
operatingsystemcode, e.g., locking and unlocking of the
run queueskernelevent queuesgtc. Thisis true evenin
multiprocessoervironments.

Empirical resultssuggestthat the numberof intrusion
signalsis morecloselytied to the degreeof incidencethan
the numberof processes the setup.For the samedegree,
whenthe numberof processefcreasesthe numberof re-
sponsegemainsthe same. But the numberof responses
increasevhenthe degreeof incidenceincreases.

6.4.SystemOverhead

Thememoryfootprint of eachprocessnonitorwasonly
1.4 MB. Thekqueuesubsystenwasintroducedto counter
thescalabilityproblemsdueto poll(2) andselect(2) All the
processesgirein sleepstateuntil an eventoccursandthey
arewokenup. Evenwith alargenumberof processeghere
is hardly an increasein processoiusage. This just shavs
thatthe overheadof monitoringis negligible.

6.5.Summary

Initial experimentsshov asa proof of conceptthat not
only is this framavork very strongin termsof tamperresis-
tancebut alsoincursvery smalloverheadsnakingit highly
scalable.

7. Discussion

This papershawvs thatcurrentlyknown techniquesn the
fault tolerancedomainare not sufcient to solve the prob-
lem of ensuringhigh availability of a userspaceservice
becausef the inherentdifferencesbetweenfaults and at-
tacks. By formulatingthe problemdifferently we areable
to devise an alternateschemeto kernel basedprotection.
This framework theoreticallyprovides good tamperresis-
tanceagpinst attaclers. The preliminary implementation
andresultsshav the feasibility of sucha framework.

This monitoring framavork hascertainrestrictionsand
limitations. The processem theframework rely onthe op-
eratingsystemto provide a secureaventnoti cation mech-
anism.Consequentlythis framevork canbedeployedonly
whenit is known that the systemit is beinginstalledon,
hasnot beencompromised. Also, currentoperatingsys-
temsprovide only limited supportfor the framework's im-
plementatiorin termsof asynchronousventmonitoring.



The strengthof this framework lies in the factthatnone
of the processesequireary direct communicationsince
they do nottrusteachotherandthereis no singlehierarcly
(every procesanonitor monitorssomeprocessandit by it-
selfis alwaysbeingmonitored).It is not possibleto subvert
a subsebf themandsucceedn anattack;all of themhave
to be disabledandat exactly the sametime. Hence merely
knowing thevulnerabilitiesin implementatiorof theframe-
work is notadequate.

It mustbe notedthat while it was not possibleto sub-
vertthe framework during our experimentsthis shouldnot
be misreadas a tamperproof (insteadof tampefresistant)
property It is still theoreticallypossibleto subvertit, only
thatit is non-trivially hard.

We arecurrentlyinvestigatingthefeasibility of fully im-
plementingthis framevork and conjecturethatit may be
possibleto provide this genericwrapperaroundmostdae-
monsto make themtamperresistantWhile thefocusof the
protectize framewnork wasto safegguarda userspaceservice,
the conceptis applicableand canbe extendedto thosedo-
mainswhich usesensorandmonitorsandtheir safetybe-
comesanimportantissue. In otherwords, it addressethe
questionof who watcheghe watcher wherever this frame-
work is relevant.

8. Futur e Work

The most outstandingfuture goals of this ongoing
projectareasfollows:

Constructa morecompletekerneleventsubsystenby
supplementinghe existing kqueuesubsystem.

Provide sufcient primitivesto constructcomplex |-
ters.

Propercriteriato decideparametersuchasnumberof
processestc.,onapersystembasis.

Testing and deployment on different user spaceser

vices.
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