
A Tamper-ResistantFramework for UnambiguousDetectionof Attacks in User
SpaceUsingProcessMonitors

RamkumarChinchaniandShambhuUpadhyaya
Dept.of ComputerScienceandEngineering

UniversityatBuffalo,SUNY
Amherst,NY 14260

Email:
�

rc27,shambhu� @cse.buffalo.edu

Kevin Kwiat
Air ForceResearchLaboratory

525BrooksRoad
Rome,NY 13441

Email: kwiatk@rl.af.mil

Abstract

Replicationand redundancytechniquesrely on the as-
sumptionthata majorityof componentsarealwayssafeand
voting is usedto resolveanyambiguities.Thisassumption
may be unreasonablein the context of attacks and intru-
sions. An intruder could compromiseany numberof the
available copiesof a serviceresultingin a false senseof
security. Thekernel basedapproacheshaveproven to be
quite effectivebut they causeperformanceimpactsif any
codechangesare in thecritical path. In this paper, wepro-
vide an alternateuserspacemechanismconsistingof pro-
cessmonitors by which such user spacedaemonscan be
unambiguouslymonitored without causingseriousperfor-
manceimpacts.A framework that claimsto providesuch a
feature mustitself be tamper-resistantto attacks. We the-
oreticallyanalyzeandcompare somerelevantschemesand
showtheir fallibility . Weproposeour ownframeworkthat is
basedon somesimpleprinciplesof graphtheoryandwell-
foundedconceptsin topological fault tolerance, and show
that it cannot only unambiguouslydetectanysuch attacks
on the servicesbut is also very hard to subvert. We also
presentsomepreliminaryresultsasa proofof concept.

1. Intr oduction

With the advent of computernetworks, userspaceser-
viceshave not only becomeplausiblebut alsovery preva-
lent. Both academicandotherorganizationenvironments
alikeuseservicesof userspacedaemonssuchasinetd, sshd,
lpd, etc. More complicatedservicesareprovidedby intru-
siondetectionsystems,network managementsystems,etc.
As theseservicesbecomefeature-rich,the codebasebe-
comeslargerandhencetheseprogramsarelikely to contain
softwarebugssomeof which may be exploitable. Empir-
ical casestudiesin software engineeringand experiences

with largeprojects[14], [9], [12], [11] suggestthis.

Maintaining high availability of theseservicesis criti-
cal for the smoothfunctioningof any organizationrelying
on thoseresources.Theseservicescanfail dueto software
faultsorattacksby intruders.Occurrenceof faultscanresult
in theunpredictablefailureof thesystem.Intrusionsareof-
tenlikenedto faultsandsuccessfulattacks,likefaults,leave
thesystemin aninconsistentor unusablestate.

Faultdetectionandtolerancetechniqueshavegoalssuch
as dependability, reliability, availability, safetyand per-
formability which aresimilar to thegoalsof intrusionpre-
ventionanddetection,andothersecuritymeasures.How-
ever, the correspondenceis not alwaysoneto one. Given
thegamutof possibilitiesthroughwhich intrusionsor ma-
licious behavior canmanifest,thedecision-makingis very
diffuseandhard,unlike detectingatomic faultswherethe
problemis lessnon-deterministic.Also, faultsaregenerally
morerandomandoccurindependentof eachother, whereas
anintrudercantargetspeci�c partsof asystemdeliberately
in orderto disableit asawhole.

Fault tolerancetechniquesprofessredundancy andrepli-
cationto maintainhighavailability with theassumptionthat
evenif a smallminority of themfail, themajority will con-
tinue to renderthe servicesrequiredof them. Byzantine
agreement[23] and voting protocols[36], [19], [4] allow
for consistentoutputsin spiteof failuresin somereplicated
components.However, from thesecuritypointof view, it is
safeto assumethat if an intrudercancompromisea partic-
ularcopy of aservice,hecancompromiseothercopiesof it
aswell with relative ease.This voidstheassumptionthata
majority of thesecopieswill besafeandthat thedetection
of any suchcompromiseswill be unambiguous.From an
intruder'spointof view, takingoveraservicesimplymeans
disablinga majority of its copies. Although not trivial, it
canstill be donewith careful reconnaissanceandanalysis
of weaknessesin theservicecomponents.

Fault toleranceis the attribute that enablesa systemto



continuethecorrectperformanceof its speci�edtasksin the
presenceof hardwareor softwarefaults[31], [21]. It allows
greateravailability andreliability of the particularsystem
component.This is true even in the context of intrusions.
But in orderto respondto suchevents,onemustprovide a
mechanismto unambiguouslydetectthesefailures.

In thispaper, we �rst discusstheprosandconsof build-
ing suchdetectionsystemsat variouslevels of the operat-
ing system,and the relatedwork. Then,we evolve some
theoreticalmachineryto analyzethevariousrelevant tech-
niques. We proposea framework usingsomesimplecon-
ceptsin graphtheoryandshow that it hasthecapabilityof
detectingfailuresof servicesunambiguouslyandalsomak-
ing it very hardfor an intruderto subvert it. While known
solutionspopularlyimplementthis functionality insidethe
kernel,thecrux of this paperis to provide analternateso-
lution by unambiguouslydetectingthesefailures in user
space.Although,thefocusof this paperis moreon failures
due to intrusionsand attacks,this solution works equally
well with inherentsoftwarefaultsandfailures.

1.1. Paper Organization

Section2 givesa moreelaboratedescriptionof the re-
latedwork doneby peers.Section3 explainsthetheoretical
aspectsof the framework andcomparesit with thecurrent
techniques.Section4 analyzesthe variouscon�gurations.
Section5 discussestheimplementationissues.Preliminary
experimentsandresultsarepresentedin Section6. Thepa-
per is concludedin Sections7 and8 by a discussionand
overview of our futurework.

2. Background and Relevant Work

2.1. Fault ToleranceTechniques

A softwareserviceor componentmayfail dueto differ-
entreasons.In orderto expediteproperresponse,it is very
importantto ascertainthe fact that the componenthasin-
deedfailed.Detectionof failuresisadecision-makingprob-
lem with varying degreesof hardnessdependingon what
failuremodelis considered.For our work we take into ac-
countthesemodels:

� Inherentsoftwarefailures

� Failuresdueto attacks

Software errors and bugs inevitably creep into large
projectsdueto the humanfactor. Even thoughthesepro-
gramsmay be testedextensively, someof thesesoftware
bugsmaynot bedetected.Total eliminationof theseerrors

requiresprogramveri�cation thatis oftennot computation-
ally feasible.Consequently, sinceit is notpossibleto elimi-
nateall thefaults,a workaroundis to achieveahighdegree
of fault tolerance.

Fault tolerantsoftwarearchitectures[5], [16], [22] have
acommonthemeof redundantandreplicatedsoftwareenti-
tiesor componentsthatcommunicatewith eachotherusing
someprotocolto arriveataconsistentandcorrectoutcome.
Thesefailure modelsassumefailuresthat occur indepen-
dentof somesystemactivity.

Networks areoften susceptibleto outagesbecausefail-
ure of componentsor nodeshasresultedin somepath or
circuit becomingopenor incomplete.The problemof de-
velopingfault-tolerantnetworks hasbeenwell-studiedus-
ing topologiesandgraphtheory [32], [6] [30]. Although,
we useconceptsin graphtheoryto modeltheproblem,our
effort attemptsto providea framework to ensurehighavail-
ability of processesandservices(in thecontext of intrusions
andattacks)on a singlehostratherthanacrossnodeson a
network.

2.2.Intrusion DetectionTechniques

Thevariousfacetscentralto providing protectionto ser-
vicesareprevention,preemption,detection,deterrenceand
mitigation. Being a decision-makingproblem(often non-
binary), intrusion detectionis very hard to solve. Since
theseminalwork by Denning[13], signi�cant efforts have
beeninvestedin devising new andeffective techniquesto
performintrusionpreventionanddetection.[34] presentsa
collectionof abouthundredsuchsystems.

Even though the trusted computingbase(TCB) of a
componentor processshouldbeasminimalaspossible[2],
it is rarely the case[25]. A userspaceprocessrelies on
the operatingsystemand if the kernel becomesunstable
thenthe correctbehavior of the processis highly suspect.
However, kernelsaretypically well testedandsecurefrom
tamperingmakingkernelspaceimplementationsa natural
choicefor achieving tamper-resistance.It thenbecomesan
engineeringtradeoff betweensafetyof the intrusiondetec-
tion itself andpossibleperformancepenaltiesof kernellevel
implementations.Thevariousprosandconsareevaluated
asfollows.

� Completely in the kernel space

Many intrusiondetectionsystemimplementationsfall
into this category, e.g., [35]. Whendesigningan in-
trusiondetectionsystem,the safetyof the systembe-
comesa critical question. Since,the processorpriv-
ilege levels prevent user spaceprogramsto tamper
with anything inside the kernel, it becomesan obvi-
ouschoiceto implementthesysteminsidethekernel.
Also, if someevent immediatelyforcesa userspace



programto bewokenup,thenthecontext switchescan
bevery expensive. On theotherhand,therearesome
pitfalls too. A badimplementationinsidethekernelis
equallyseriousif not more.If thecodeis addedto the
critical pathsof the kernel, thenthe performanceim-
pactcouldbevery high. TheLinux SecurityModules
(LSM) [1] framework provides a diffuse mechanism
to performchecksat variousplacesinsidethe kernel
ascomparedto amorecentralsystemcall interception
basedchecks[35], whichcouldbeexpensive.

� Completely in the userspace

If kernelimplementationcanbeavoided,thenit is best
doneoutsidethekernelin theuserspace.Sometools
suchas DWatch [15], [17], etc., are userspacepro-
gramsthatwatchotherdaemonprograms.Theadvan-
tageof implementingthedetectionsystemcompletely
in theuserspace[20] is that thereis very little overall
performancedegradation. But, completelyexposing
sucha critical processto the elementsdoesnot read
well with informationassuranceanalysts.Therefore,
the safetyof the intrusiondetectionsystembecomes
a very seriousissuebecausechannelsof directaccess
to the userspacecomponentsexist and the safetyof
the systemdependson how soundlyit hasbeenim-
plementedandgood accessrestrictions. The task of
protectingsucha componentrelies on the operating
systemaccesscontrolmechanisms[29].

� A hybrid approach

The third approachseeksa middle ground[18], [26]
straddlingthebothextremes.Userspacecon�guration
andnoti�cation mechanismsaretypically built into the
intrusiondetectionsystemsfor humaninteraction,e.g.,
[26] hasa client hypervisorcon�guration mechanism
in userspace.Eventhoughtheintrusiondetectionsys-
tem is securelyimplemented,compromisingthenoti-
�cation mechanismcould result in alarmsnot being
raisedeventhoughanintrusionhasoccurred.

Thereare no rigid guidelineson how a detectionsys-
tem shouldbe implemented.This is due to the complex-
ity andvariety of the problems. It hasalsobeenrealized
thatno singletechniqueis suf�cient anda multitudeof se-
curity systemshave to be usedin tandemto increasethe
probability of detection.Sucha con�guration is an appli-
cation of the conceptof heterogeneousreplicationor N-
versionprogramming[10], [7] to improve detectioncover-
age.However, replicationhastheundesirablesideeffectsof
increasedoverheadsandadditionalcomplexity of decision-
making.

2.3.Summary

It is clearthatprotectingservicesusingintrusiondetec-
tion systemsis not adequatesincetheIDS itself maycome
under attack and fail, leaving the systemvulnerable. It
thereforebecomesa questionof “who watchesthe protec-
tor?”, “is it alwaysnecessaryto deploy a kernelspaceIDS
to protectuserspaceservices?”and“are fault-tolerantar-
chitecturescapableof combatingattacks?”.

We show thatgivena setof processmonitorsin various
commonlyknown fault-tolerantcon�gurations,it is possi-
ble to disablethemwithout beingdetected.The focusof
our work is to provide a tamper-resistantframework to de-
tect the failure of any suchuserspacecomponentswith a
very high accuracy. The following sectionsdealwith the
developmentandimplementationof sucha framework.

3. Theoretical Framework

In this section,we statesomeassumptionsand terms,
andpresenta theoreticalanalysisbasedon them.

3.1.BasicAssumptions

� A host

A hostconsistsof resourcesandan operatingsystem
thatmediatestheir access.Theremaybesomesystem
level accesscontrolssuchas�le permissionsin place
but they are static. The framework that we propose
residescompletelyona host.

� A service

A serviceis a userspacecomponent,which could be
any programor partsof it thatareimplementedin the
userspace.For example,it couldbea daemon,an in-
trusiondetectionsystemcomponent,etc. The goal is
to maintainhigh availability of this componentandto
achieve this, it is essentialto detectits failure unam-
biguouslyandrespond.

� A protective framework

A protective framework monitorsand protectsa ser-
vice or a userspacecomponent. It consistsof one
or moreactive processmonitorsinteractingwith each
other in somecon�guration and monitor someuser
spacecomponent.This framework is completelycon-
structedin theuserspace.

� A failur e event due to intrusions

In ouranalysis,weassumethatnosoftwarecomponent
is 100%secure.Any suchcomponentcanbesuccess-
fully compromisedwith someprobability, viz., P� X �



but it is not importanthow this probability is consti-
tuted. In general,calculatingintrusionprobabilitiesis
veryhard.

� Intruder' s skills

It is only a matterof time beforesomeintruderlearns
how somesystemfunctions,anddiscovers its weak-
nessandvulnerabilities. We assumethat the intruder
hasfull knowledgeof thesystemto begin with.

3.2. Additional Terms

We quantifytamperresistantpropertieswith thefollow-
ing metrics.

3.2.1 Probabilities of Subversion

If a protective framework consistsof variouscomponents
eachwith a probability pi of beingcompromised,thenwe
canspeakof thefollowing probabilitiesof subversion:

� Total Probability of Subversion

The total probability of subversion is de�ned as the
probabilitywith whichtheentireframeworkconsisting
of variouscomponentscanbedisabled.Ideally, given
n suchcomponentseachwith anindividualprobability
of subversionequalto pi , the total probabilityof sub-
versionwouldbeÕn

i � 0 pi . But, this is theidealcase.A
framework designmaybesuchthatdisablinga partof
thesystemmaybringdown thewholesystem.

� Per-StageProbability of Subversion

The per-stage probability of subversion is de�ned as
theprobabilitywith which a subsetof all components
constitutingtheframework canbesubvertedatany in-
stantof time without raisingany signalsof suspicion
or intrusion.

In a generalcon�guration wheretherecanbe various
componentseachwith someprobabilityof subversion,
theper-stageprobabilityof subversionis notnecessar-
ily uniform. Dueto design�a ws in a con�guration, it
maybecomepossibleto sequentiallydisablethecom-
ponentsresultingin the subversionof the entiresys-
tem. Somepartsof the framework may offer greater
resistancethanothers.Thesmallertheper-stageprob-
ability of subversion, the harderit is to subvert that
particularcomponentor module.Wecande�ne amin-
imumper-stageprobabilityof subversionasthemini-
mumof theper-stageprobabilitiesof subversionof all
componentsor modulesconstitutingthe framework.
Thisquanti�esthemaximumresistancetheframework
canputupatany giventime. For example,let thepro-
tectiveframework consistof two componentsA andB,

andlet it bepossiblethatthey canbedisabledin a se-
quence,A followedby B. So,theper-stageprobability
of subversionof this framework would be pA at some
instantof time t0 followed by pB at sometime t1. If
pA �

pB, then pA is theminimumper-stageprobabil-
ity of subversion.

Additionally, we canalsode�ne a maximumper-stage
probability of subversionasthe maximumof all per-
stageprobabilitiesof subversionin a groupof subsets
of components.This quanti�es the fact that thesecu-
rity of asystemis only asstrongasits weakestlink.

If thecon�gurationof theprotectiveframework is such
thatit is possibleto disablethewholeprotectiveframe-
work by disablingits componentsin somesequence,
then the total probability of subversionbecomesless
relevant.Theper-stageprobabilityof subversionover-
shadows the total probability of subversion because
even if the latter is very low, the effective probabil-
ity of subversionis theformer. Consequently, it is de-
sirableto maintainboth of them as low as possible.
For thepurposesof completenessof analysis,wemen-
tion boththeprobabilityaspectsalthoughtheper-stage
probabilityof subversionmaybemoresigni�cant that
thetotal probabilityof subversion.

� Degreeof Incidence

Whensomeentity or processis monitoredby d other
entities,thenthatentity is saidto have a degreeof in-
cidenceequalto d (Fig. 1(c)). It is desirableto keep
thedegreeof incidenceof a processashigh aspossi-
ble sinceit would becomenecessaryto disableall the
processesthataremonitoringthatparticularprocessto
successfullysubvert thesystem.

3.2.2 Framework Overhead

Any processmonitor that is introducedin the framework
performssomespeci�c tasksuchasmonitoringandinter-
actswith otherentities.Therefore,its operationsincursome
overhead. This overheadis due to two components:the
overheadwhenthe processis runningin isolationandthe
overheaddueto the interactionwith otherentitiesor pro-
cesses.Scalabilityof a systemis determinedby the over-
headsits componentsgeneratewhenthey grow in number.
Henceit is importantto takethis factorinto accountfor per-
formanceanalysis.

� Overheadwhena processruns in isolation

Whenaprocessis initiated,it causessomeoverheadin
termsof memoryandprocessorusage.It is represented
asa functiond (Fig. 1(a)).Since,theprocesstypically
runsin an informationprocessingloop, this overhead
is moreor lessaconstantperprocess.
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� Overheadwhena processmonitors another process

Whena processmonitorsanotherprocess,it incursan
overheaddueto informationprocessing.Let thefunc-
tion that describesit be q (Fig. 1(b)). This overhead
dependson the numberof processesthat it interacts
with.

3.3. Mutual Trust

Problemsrequiringprotocolsof communicationarehard
to solve sinceany entity or processcanemanatefalsedata
and “lie” aboutthe information that it sends. Hence,we
considermodels that do not require any communication
amongprocessesor in otherwords,thereis nomutualtrust
betweenthem. Any given processmonitorsa subsetof its
neighborsbut doesnot participatein any direct communi-
cationwith them.Actual monitoringandinformationgath-
ering occursindirectly via mechanismsthat the operating
systemprovides.

3.4. ProblemTransformation

With theaboveconceptualmachinery, onecantransform
theframework designprobleminto a graphtopologyprob-
lem. Thetransformationproceedsasfollows:

1. Eachprocessbecomesa node. Associatedwith each
nodeis theoverheaddueto isolatedexecution.

2. If aprocessEi monitorsanotherprocessE j , thenthere
is a directededgefrom nodei to node j. This edge
exists aslong asthe processthat is monitoringis not
disabled.Associatedwith this edgeis theoverheadof
monitoring.

3. The degreeof incidenceis the numberof incoming
edgesto a node. Note that thereare a few rules by
whichedgescanbeformed.An edgefrom aprocessto

itself (seeFig. 2(a)) is uselesssincedisablingthepro-
cessdisablesthis edgealso. Having multiple redun-
dant edgesfrom one processto anotherprocess(see
Fig. 2(b)) is alsoundesirablesinceit only increases
overheadwithout increasingtheoverallmonitoringca-
pability.

Process Process 1 Process 2

(a) (b)

Figure 2. Undesirab le edge formations (a)
self­loop (b) redundant edges between the
pair of processes

The goal is to minimize the total andper-stageproba-
bilities of subversionwhile keepingtheoverheadaslow as
possible.Sincenoprocesstruststheotherandthereis nodi-
rectcommunication,inter processcommunicationdoesnot
exist andneednotberepresented.

4. TopologicalCon�gurations

In this section,we describeandanalyzethevariousrel-
evant techniquesand�nally presentthemostoptimumso-
lution to theproblem.Eachcon�guration is composedof a
few processesin sometopologicalarrangement.We make
someclaims1 andjustify themsubjectively.

4.1.Simple Replication

Claim 1 The simple replication schemehas the weakest
tamperresistantproperties.

Onecommontechniquein fault tolerancedomainto in-
creaseavailability is by servicereplication.Multiple copies
of aprocesscanbeexecutedonahostto increaseavailabil-
ity perhost. Thesen numberof processesdirectly monitor
theuserspacecomponentE (ref. Fig. 3(a)).

This may initially appearasa goodsolutionbut it has
someseriousdrawbacks. It is possiblefor an attacker to
disableeachof the processesin the protective framework
with relative ease.Thereis hardlyany self-protective capa-
bility.

4.2.Layered Hierar chy

Claim 2 Thelayered hierarchy schemeis only marginally
betterthanthesimplereplicationscheme.

1Completemathematicalproofsto theseclaimsareomitted
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Multiple wrapperscan be de�ned arounda userspace
componentto monitor it. [28] speaksof an “onion peel”
modelto providestrongerdeterrence.

Let eachlayerbecomposedof oneprocessandlet there
be n suchlayers. Eachlayer monitorsits lower layer and
thelowestlayerdirectlymonitorstheuserspacecomponent
E. This formsa layeredhierarchy of processes(Fig. 3(b)).
Thiscon�gurationis alittle betterin termsof self-protective
capabilitysincean attacker hasto detectthesequenceand
disabletheprocessesin thatstrict order.

4.3. Cir culant Digraph

In this sectionwe show that themostoptimumcon�gu-
rationis thatof acirculantdigraph.

A circulantgraph is de�ned asa graphCi l � n� of n ver-
ticesin which the ith vertex is adjacentto the � i � j � th and
the � i � j � th verticesfor eachvertex j in the list l . For ex-
ample,Ci1 	 2 	 3 	 
 
 
 	 � n� 2


� n� is a completegraphandCi1 � n� is a
cyclic graph.

Relaxingthepropertiesof symmetryandaddingthere-
quirementof directededges,it canbeequivalentlyde�ned
asa graphCi l � n� of n verticesin which theith vertex hasa
directededgeto the � i � j � th vertex for each j in l . Then,
Ci1 � 2 � 3 � � � ��� � n � 1�

is a completedigraph. In general,a circu-
lant digraphof in-degreeor out-degreed canbede�ned as
agraphCi1 � 2 � 3 � � � ��� d, where1 � d ��� n � 1� .

In this scheme,theprocessesarearrangedin a circulant
digraphtopologywith somedegreeof incidenced. Figure
4 showsaframework whereprocessesarearrangedin acir-
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Figure 4. A cir culant digraph con�guration
with n � 8 and d � 3

culantdigraphcon�gurationwith n � 8 andd � 3. At least
oneprocessin thegrouphasanadditionalresponsibilityof
monitoring the userspacecomponent.This con�guration
hasastrongself-protectivecapability.

Claim 3 A circulant digraph con�guration provides the
strongest (in the theoretical context) tamper resistance
properties.

It is notpossibleto subvertany subsetof processeswith-
out alerting the processesmonitoring them. If the entire
framework hasto besubverted,all theprocesseshave to be
subvertedatexactly thesametime.

Considerthe trivial casewhen the degreeof incidence
d � 1. Disablingtheentireframework requiressubversion
of everyprocessandalsoits parentbeforeit canrespondto
thatevent.Thereis ade�nite sequencein which thiscanbe
doneandit is somecircular permutationof the processes.
Therefore,theintruderhasto detectthecorrectcircularper-
mutationanddisabletheprocessesin thatorder. But in or-
der to do so, he must make a correctguessfrom a large
number2 of circularpermutations.

As such,a successfulattackrequiresprecisesynchro-
nization,andwhenthedegreeof incidenced � 1, thesitua-
tion is furthercomplicated,sincesubversionof any process
alertsmultipleprocesses.

5. Implementation Issues

Thecirculantdigraphframework requirestheimplemen-
tationof aclosedloop, whereeventsor messagesaredeliv-
eredin real time. OperatingsystemssuchasFreeBSDand

2Numberof circularpermutationsis of exponentialorder



Linux supportdirectinteractionbetweenprocessesthrough
theptrace(2)family of systemcalls[20] or theproc�le sys-
tem(whichtrussuses).In eitherapproachit is possiblefor a
processto tracetheexecutionof anotherprocess.However,
takingcontrolof thetracedprocesson eacheventmakesit
undesirableto form suchaclosedloop (seeFig. 5(a)).This
is dueto thefactthatthereis apossibilityof anexponential
cascadeof eventsanddeadlocks[3] Therefore,designdeci-
sionsoccludesuchclosedlooprelationshipsbetweentraced
processes.

Process 1 Process 2 kevent() kevent()

kevent()
Process 1

Process 2

Process 3

if ptrace()
in this direction?

in this direction
then ptrace() not allowed

(a) (b)

Figure 5. Monitoring process events using
ptrace(2)and kevent(2) (a) ptrace(2)doesn't al­
low a loop (b) kevent(2)being async hronous
allo ws suc h loops

5.1. Kernel Event Subsystem

Both the approachesdiscussedabove result execution
and control �o w in a lock-stepmanner. Sinceeachpro-
cessmonitor in our framework executesin a tight sense-
decide-actloop, it calls for a moreasynchronouseventno-
ti�cation mechanism.Currently, theoperatingsystemwith
sucha supportand the convenienceof experimentationis
FreeBSD.The event noti�cation mechanismon FreeBSD
is calledkqueue[24] . It is a highly scalableandgeneric
eventnoti�cation mechanismproposedasareplacementfor
poll(2) and select(2). Web servers have beenreportedto
achieve signi�cant performancegains[24] whenusingthe
kqueuesubsystemfor socket events. However, it provides
only a limited setof eventsthat canbe monitoredsuchas
exit(2), fork(2)andtheexecfamily.

Whenaprocesswantsto listento theeventsgeneratedby
anotherprocess,it �rst createsakeventhandleandthenreg-
istersa listenerfor thetargetprocess.It thenentersa loop,
waiting for eventsto occur. The kqueuesubsystemallows
multiple processesto register listenersfor the sameevent.
The edgesdiscussedin theearliersectionsmanifestasthe
listenersregisteredfor somespeci�c events.Sincetheevent
delivery is asynchronousunlike ptrace(2), it is possibleto
de�ne loopsamongtheprocessmonitors(seeFig.5(b)).

Processlevel behavior canbecapturedby monitoringthe
systemcalls the processmakes [20], [35]. Other relevant
waysof run time veri�cation of processbehavior areproof
carryingcode[27] andmodelcarryingcode[33]. Hence,
run time monitoringof processesbecomesan instanceof
the problem for which thesetechniquesare proposedas
solutions. It must be notedthat the supportat this level
to monitor a larger set of events is not currently present
in FreeBSD.Sincekqueuedoesn't supportevery possible
event at the processlevel, we have to patchthe operating
systemto provide the additionalfunctionality suchas re-
trieving argumentsto theexec(2)family of systemcalls,etc.

6. Experimentsand Results

Since the simple replication and layered hierarchy
schemesare�a wedfrom thesecuritypoint of view, we do
not considerthemfor empiricalevaluations.On the other
hand,thecirculantdigraphhasbeentheoreticallyprovento
be very good in termsof protective capabilitiesand only
thiscon�gurationis consideredandveri�ed empiricallyfor
feasibilityandstrengthof theapproach.

6.1.Experimental Setup

Thesimulationswereconductedon a uniprocessorPen-
tium III 450MHzPCwith 64 MB RAM runningFreeBSD
4.5.Thisversionof FreeBSDhasadequatesupportfor pre-
liminary implementationthroughthe kqueuesubsystemto
demonstratethestrengthof theapproach.However, a com-
pleteimplementationwould requiremonitoringof a larger
setof eventsthanit currentlysupports.

Thetargetof themonitoringframework is inetddaemon.
This is a genericservicethat spawns off otherappropriate
daemonsto handlenetwork connections.Eachactive en-
tity or nodeof this monitoringframework is implemented
asa processandthereis anedgein thetopologygraphif a
processmonitorsanotherprocess.Monitoringmultiplepro-
cessesat thesametime, i.e., whenthedegreeof incidence
is greaterthan one is madepossibleby multi-threading.
Theattacker is givenall informationregardingtheprocess
monitorsandtheir relationships.In reality, this information
abouttheedgesis actuallyhardto obtain.This setupsatis-
�es all thebasicassumptionsandthedevelopedtheoretical
framework.

6.2.Attack Scenarios

Currentlimitationsof thekqueuesubsystemallow usto
test the framework againstcrashattacks. An attacker can
causeany numberof the processmonitorsto crash. This
is madepossibleby implementingtheprocessmonitorsin
suchawaythatthey donothandleany signalsandthey can



eachbekilled via thekill command.Eachprocessmon-
itor registersa handlerfor the exit(2) systemcall. An in-
truderis successfulif hecancauseall themonitorsto crash
beforeoneof themcanraisea signal.

Whenaprocessreceivesaneventthatit is listeningfor, it
simply printsa messageto thescreenandthis is perceived
as an intrusion signal. This con�guration is testedunder
light and heavy loads. It is still theoreticallypossibleto
subvert this con�guration if the intrudercanchanceupon
theright sequenceof processes.Thisis aninstanceof atime
of check to timeof use(TOCTOU) attack[8]. While there-
sponsesmaybequickunderlight load,thewindow between
the event andresponsewidensunderhigh load. However,
mostTOCTOU attacksaresuccessfulonly whenonesuch
window exists. In our case,thereare multiple suchwin-
dows and all of them have to be predictedand exploited.
Thismakestheentireexerciseveryhardfor anintruder.
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Figure 6. A plot of number of responses (r)
against the degree of incidence (d) for vari­
ous values of number of processes (n) under
heavy system load

6.3. RecognizingAttacks

The plot of numberof intrusionsignalswith respectto
thedegreeof incidencefor eachcon�gurationunderheavy
systemloadis givenin Fig. 6. Theloadwasincreasedfrom
0 to 20 (approximately)processesper minute. The graph
characteristicsunderlight systemload are very similar if
not thesame.

We have plotted only the minimum of responsesseen
when trying varioussequencesof attacks. Averagesmay
havebeenhigherbut they donotcorrectlyre�ect thenature
of successor failure of attacks,hencewe did not choose
to plot theaverages.In theweakestpossiblecon�guration,
i.e., with degreeof incidenceequalto 1, therewasconsis-

tently oneresponseregardlessof thenumberof processes.
At leastin our experiments,it wasnot possibleto success-
fully subvert this setup.While theoreticalanalysisshowed
thatthiscon�gurationfails if all theprocessesaresubverted
at the sametime, implementationof the operatingsystem
andthe kernelevent mechanismpreventssuchparallelism
dueto the strict serialexecutionin critical sectionsof the
operatingsystemcode,e.g., locking andunlockingof the
run queues,kernelevent queues,etc. This is true even in
multiprocessorenvironments.

Empirical resultssuggestthat the numberof intrusion
signalsis morecloselytied to thedegreeof incidencethan
thenumberof processesin thesetup.For thesamedegree,
whenthenumberof processesincreases,thenumberof re-
sponsesremainsthe same. But the numberof responses
increasewhenthedegreeof incidenceincreases.

6.4.SystemOverhead

Thememoryfootprintof eachprocessmonitorwasonly
1.4 MB. The kqueuesubsystemwasintroducedto counter
thescalabilityproblemsdueto poll(2) andselect(2). All the
processesarein sleepstateuntil an event occursandthey
arewokenup. Evenwith a largenumberof processes,there
is hardly an increasein processorusage.This just shows
thattheoverheadof monitoringis negligible.

6.5.Summary

Initial experimentsshow asa proof of conceptthat not
only is this framework verystrongin termsof tamperresis-
tancebut alsoincursverysmalloverheadsmakingit highly
scalable.

7. Discussion

Thispapershows thatcurrentlyknown techniquesin the
fault tolerancedomainarenot suf�cient to solve theprob-
lem of ensuringhigh availability of a userspaceservice
becauseof the inherentdifferencesbetweenfaultsandat-
tacks.By formulatingtheproblemdifferently, we areable
to devise an alternateschemeto kernel basedprotection.
This framework theoreticallyprovides good tamperresis-
tanceagainst attackers. The preliminary implementation
andresultsshow thefeasibilityof sucha framework.

This monitoringframework hascertainrestrictionsand
limitations.Theprocessesin theframework rely on theop-
eratingsystemto provide a secureeventnoti�cation mech-
anism.Consequently, this framework canbedeployedonly
when it is known that the systemit is being installedon,
hasnot beencompromised. Also, currentoperatingsys-
temsprovide only limited supportfor the framework's im-
plementationin termsof asynchronouseventmonitoring.



Thestrengthof this framework lies in thefact thatnone
of the processesrequire any direct communicationsince
they donot trusteachotherandthereis no singlehierarchy
(every processmonitormonitorssomeprocessandit by it-
self is alwaysbeingmonitored).It is notpossibleto subvert
a subsetof themandsucceedin anattack;all of themhave
to bedisabledandat exactly thesametime. Hence,merely
knowing thevulnerabilitiesin implementationof theframe-
work is notadequate.

It mustbe notedthat while it wasnot possibleto sub-
vert theframework duringour experiments,this shouldnot
be misreadasa tamper-proof (insteadof tamper-resistant)
property. It is still theoreticallypossibleto subvert it, only
thatit is non-trivially hard.

Wearecurrentlyinvestigatingthefeasibilityof fully im-
plementingthis framework and conjecturethat it may be
possibleto provide this genericwrapperaroundmostdae-
monsto makethemtamper-resistant.While thefocusof the
protectiveframework wasto safeguardauserspaceservice,
theconceptis applicableandcanbeextendedto thosedo-
mainswhich usesensorsandmonitorsandtheir safetybe-
comesan importantissue.In otherwords,it addressesthe
questionof who watchesthewatcher, wherever this frame-
work is relevant.

8. Futur e Work

The most outstandingfuture goals of this ongoing
projectareasfollows:

� Constructa morecompletekerneleventsubsystemby
supplementingtheexistingkqueuesubsystem.

� Provide suf�cient primitivesto constructcomplex �l-
ters.

� Propercriteriato decideparameterssuchasnumberof
processes,etc.,ona persystembasis.

� Testingand deployment on different userspaceser-
vices.
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