
A COMPREHENSIVE SIMULA TION PLA TF ORM F OR

INTR USION DETECTION IN DISTRIBUTED SYSTEMS

K. Man tha, R. Chinc hani & S. Upadh y a y a K. Kwiat

Departmen t of Computer Science & Engineering Air F orce Researc h Lab oratory

State Univ ersit y of New Y ork at Bu�alo 525 Bro oks Road

Bu�alo, New Y ork 14260 Rome, New Y ork 13441

sham bh u@cse.bu�alo.edu kwiatk@rl.af.mil

KEYW ORDS

Computer securit y , distributed systems, in trusion de-

tection, sim ulation

ABSTRA CT

This p ap er

1

describ es the simulation of an attack

r e c o gnition system in a distribute d envir onment. The

underlying te chnique of attack r e c o gnition is b ase d on

assertion che cking. A n auxiliary pr o c ess c al le d watch-

do g queries the users for a sc op e-�le, fr om which an as-

sertable plan c al le d Sprint plan is gener ate d. The sprint

plan c onsists of c ar eful ly derive d assertions, which forms

the b asis for attack monitoring. Two envir onments ar e

simulate d for the purp ose of testing and evaluation of the

intrusion dete ction system. First, a gener al ac ademic en-

vir onment with limite d se curity r estrictions is simulate d.

Se c ond, a virtual b anking envir onment with stringent se-

curity r e quir ements is simulate d. Di�er ent attack sc enar-

ios ar e simulate d for the purp ose of testing the r e c o gnition

system.

1 INTR ODUCTION

As to da y's commercial applications are b ecoming

more and more distributed, they also b ecome vulnera-

ble to attac ks across the net w ork. This di�cult y raises

the need for concurren t in trusion/anomaly detection.

Though a v ariet y of tec hniques exist, the detection la-

tency of these systems remains high, since most of them

rely on audit trail analysis as the base-line approac h. Un-

fortunately in trusion detection sc hemes based on audit

trail analysis do not o�er m uc h in terms of damage con-

tainmen t, as they are passiv e, after-the-fact solutions [1 ].

1

The w ork w as supp orted, in part, b y the 1999 Summer Re-

searc h Extension Program, AF OSR Con tract F49629-93-C-0063

This pap er describ es the sim ulation of an on-line attac k

recognition system in a distributed en vironmen t. The

underlying tec hnique is describ ed in detail in a previous

pap er [2]. In this sc heme, prior to starting a session on

a computer an auxiliary pro cess called a w atc hdog �rst

queries the users for a scop e-�le and then generates a ta-

ble called Sprin t plan. The sprin t plan is comp osed of

carefully deriv ed assertions that can b e used as a basis

for concurren t monitoring of user commands. The plan

is general enough to allo w a normal user to p erform his

task without m uc h in terference from the w atc hdog and

is sp eci�c enough to detect in trusions b oth external and

in ternal. The fo cus of curren t pap er is the sim ulation of

t w o en vironmen ts for the purp ose of testing and ev aluat-

ing this in trusion detection system. First, a general aca-

demic en vironmen t with limited securit y restrictions is

sim ulated. Second, a virtual banking en vironmen t with

stringen t securit y requiremen ts is sim ulated. Di�eren t

attac k scenarios, b oth in ternal abuse and external at-

tac ks are sim ulated and tested.

Some bac kground and related w ork are giv en in Sec-

tion 2. An o v erview of the concurren t in trusion detection

system is giv en in Section 3. Section 4 describ es the im-

plemen tation of the w atc hdog monitor. The sim ulation

of the test en vironmen ts is describ ed in Section 5. Ex-

p erimen ts and results are giv en in Section 6. The pap er

concludes with a brief discussion.

2 BA CK GR OUND

In trusion detection is a critical phase of information

surviv abilit y . A mo del for in trusion detection w as �rst

giv en b y Denning [3], whic h uses audit trail analysis as

a basis of detection. The existing in trusion detections

systems (IDS) are frequen tly classi�ed in to misuse and

anomaly detection mo dels [4 ]. The anomaly detection

approac h is based on the idea that an attac k on a system

will b e di�eren t from the normal activit y and an in truder



will exhibit a pattern of b eha vior di�eren t from the nor-

mal user [5]. In the misuse detection approac h, the IDS

w atc hes for indications of sp eci�c, precisely represen table

activities of system abuse. The IDS includes a collection

of kno wn in trusion signatures, whic h are encapsulations

of iden tifying c haracteristics of sp eci�c in trusion tec h-

niques. If a new attac k comes in, the system is most

lik ely to fail to detect it. UST A T is a Unix based real-

time in trusion detection to ol dev elop ed b y Ilgun et al.

[6 ]. It uses state transition analysis where p enetration is

iden ti�ed as a sequence of state c hanges from a kno wn

initial state to a �nal compromised state. Sev eral real-

time net w ork-monitoring to ols ha v e b een dev elop ed o v er

the past y ears. NADIR [7 ] is a Net w ork Anomaly Detec-

tor and In trusion Rep ort to ol. DIDS [8] is Distributed

In trusion Detection System, whic h lo oks and correlates

m ultiple mac hine connections to the initial login. The

pro ject called EMERALD (Ev en t Monitoring Enabling

Resp onse to Anomalous Liv e Disturbances) [9 ] aims at

dev eloping a distributed monitoring sc heme, whic h uses

a com bination of signature engine and pro�ler engine

within the monitor. The researc h team at Purdue is de-

v eloping an adaptiv e net w ork monitoring tec hnique using

autonomous agen ts [10 ].

3 O VER VIEW of CIDS

Our concurren t in trusion detection system (CIDS)

uses v eri�able assertions similar to the notion of con trol


o w c hec king in fault tolerance [11 ], [12 ]. In this sc heme,

the user starts a session on a computer in a standard w a y

b y logging in. The system's w atc hdog then queries the

user for a session-scop e. This is the summary of the in-

tended system usage in that particular session. Once the

scop e-�le is submitted, the user is allo w ed to con tin ue

with his session. Before the user starts his session the

w atc hdog do es the monitoring of the user. This in v olv es

the translation of the scop e-�le in to a sprin t (Signature

P o w ered Reasonable Instruction T able) plan. This giv es

a mec hanism for monitoring the user b eha vior. When

the user is in session, the w atc hdog monitors the user

commands and c hec ks if the command is the one he origi-

nally in tended to execute. An y signi�can t deviation from

the plan is an indication of p oten tial in trusion. Figure 1

sho ws the basic blo c k diagram of the CIDS.

T o implemen t this sc heme in a distributed computing

en vironmen t, a w atc hdog pro cess is set up for eac h user

on a giv en no de. Ho w ev er, the pro cess remains dorman t

un til a user starts a session on a no de. These w atc h-

dogs are essen tially instances of the same pro cess, mon-

itoring the v arious sessions. They remain restricted to

lo cal no des, but once op erational in teract with a master

w atc hdog whic h is resp onsible for the co ordinated dis-
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Figure 1. Flo w Diagram of CIDS

tributed system monitoring. Figure 2 sho ws the o v erall

arc hitecture for the net w ork of computers consisting N

no des and a �le serv er.
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Figure 2. Arc hitecture of Distributed CIDS

Eac h lo cal area net w ork has a separate w atc hdog

called a �le w atc hdog. The function of the �le w atc h-

dog is to monitor access to secure �les on the �le serv er

as sho wn in the �gure.

4 IMPLEMENT A TION OF CIDS

The session-scop e can b e fed in to the system in a v a-

riet y of w a ys. W e use a graphical user in terface (GUI) to

simplify the pro cess of the user input. With the help of

the GUI a few simple c hec ks are done while logging in to

the system. Figure 3 sho ws the 
o w c hart of the steps

tak en b y the w atc hdog when the user logs in. If the login

is v alid, the w atc hdog queries the user ab out the applica-

tion the user is going to w ork in that particular session.

Based on the application a preselected list of inputs con-

taining the system resources a v ailable for the user is pro-

vided in a GUI, where the user can select the scop e of



the session. The w atc hdog queries the user ab out his

m ultiple login in ten t. If the user wishes to op en m ultiple

sessions, a list of all the hosts a user can connect to in

the net w ork is generated. The scop e �le th us obtained

is giv en to a con v erter, whic h is built in to the w atc h-

dog. The con v erter con v erts the scop e-�le in to a sprin t

plan consisting of v eri�able assertions. A v eri�able asser-

tion is a quadruple of the form: (Subje ct, A ction, Obje ct,

Perio d) where subje ct is a user (along with additional

iden ti�ers suc h as terminal ID, IP address etc.), action is

an op eration p erformed b y the sub ject suc h as login, lo-

gout, read, execute and obje ct is a receptor of actions suc h

as �les, programs, messages, records, terminals, prin ters

etc. A temp oral c haracteristic called p erio d signi�es the

time in terv al for the usage of a giv en user command. A

formatter formats this spring plan in to a format that can

b e used for comparison.

It is p ossible that a user's scop e exceeds the pre-

selected system resources input list and so the w atc hdog

pro vides the user with a text area, where the user can

t yp e his in ten t. This text is sen t to an in telligen t and

learning soft w are agen t to con v ert it in to the sprin t plan.

The arc hitecture of this agen t is sho wn in Figure 4.

The w atc hdog sends the user-de�ned text to the soft-

w are agen t using the w atc hdog/agen t in terface. This is

then passed on to a parser, whic h parses the text lo oking

for kno wn k eyw ords. These are then sen t to the execution

mo dule. The job of the execution mo dule is to sc hedule

the inputs coming from individual w atc hdogs as there

is one soft w are agen t p er master w atc hdog ev en though

there is one w atc hdog p er user, to reduce the o v erhead

on the system. The execution mo dule then lo oks in to the

agen t database to generate the appropriate mapping for

the k eyw ords. If it is not a v ailable in the database then

it tries to do its job b y comm unicating with other agen ts

on the net w ork doing similar w ork. The comm unication

b et w een the agen ts is ac hiev ed using K QML (Kno wledge

Query and Manipulation Language), a proto col that ex-

tends these agen ts to share their kno wledge and w ork

to w ards co op erativ e problem solving. This is ac hiev ed

using the agen t/agen t in terface. Once the mapping is

done, it is formatted in to the sprin t plan.

Once the one-time monitoring e�ort is complete i.e.,

the sprin t plan is generated, the user is allo w ed to pro-

ceed with his normal op eration. Ev ery user activit y on

the system is con v erted to an atomic op eration b y the

w atc hdog's prepro cessor. The output of the prepro cessor

is similar to the sprin t plan, and is used b y the w atc hdog

for comparison with the actual sprin t plan. Site-sp eci�c

details, if an y , are also giv en to the comparator. An y

violation is rep orted to the master w atc hdog. The ar-

c hitecture of the monitor/comparator unit is sho wn in
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Figure 5.

The comparator consists of a comparison unit and a

logic unit. The comparison unit do es all the comparisons

and if there is a mismatc h then it is passed to the logical

unit, whic h determines the violation 
ag lev el, b y whic h

the coun ters are to b e raised. F or instance, if the user

selects a Unix system and t yp es \ I want to work on my

r ese ar ch p ap er ", then the soft w are agen t resolv es the text

in to a set of atomic op erations. In this case, these atomic

op erations can b e treated as commands that are t yp ed at

the Unix prompt. If the agen t kno ws that this particular

user uses LaT eX soft w are, the output from the agen t will

b e latex#bibtex#slitex#isp el l#text-e ditor . This is based

on the fact that the user will use a text-editor to t yp e in

the con ten ts of the pap er, and later will in v ok e the La-

T eX soft w are b y t yping the command latex at the Unix

prompt. If he uses latex then he probably will use bib-

tex and so on. The # here is just a separator b et w een

di�eren t commands.

5 TEST ENVIR ONMENTS

W e c hose t w o distinctiv e test en vironmen ts for sim ula-

tion. The �rst one is a studen t/facult y user en vironmen t

in a univ ersit y setting with limited securit y constrain ts.

The second one is a virtual banking en vironmen t with

stringen t securit y requiremen ts.

5.1 Sim ulating a Univ ersit y En vironmen t

The basic arc hitecture is clien t-serv er based. Suc h a

setup allo ws us to deriv e some test cases from the pub-

lished descriptions of w ell kno wn attac ks and in dev elop-

ing site-sp eci�c test cases based on the securit y p olicy .

It also helps us to consider b oth sequen tial and concur-

ren t in trusions. In a sequen tial in trusion, a single p er-

son issues a single sequence of commands from a single

terminal or a w orkstation windo w. In concurren t in tru-

sion, one or more in truders issue sequences of commands

from sev eral terminals, computers or windo ws. The com-

mand sequences w ork co op erativ ely to carry out an at-

Figure 6. Choice of Sim ulators on a System

tac k. F or example an in truder can op en m ultiple win-

do ws on a w orkstation and connect to a target computer

from eac h windo w and try to distribute the suspicious b e-

ha vior among them. The platform allo ws us to sim ulate

basic sessions suc h as telnet, ftp etc. Sync hronization

can b e ac hiev ed whic h lets us sp ecify a �xed execution

order of ev en ts.

When the studen t/facult y user logs in with a

userid/passw ord submission, passw ord v eri�cation is

done �rst. If the user is authen ticated to login he will

b e pro vided with a series of GUI windo ws to sp ecify the

scop e of the session. The user selects the application he is

going to w ork on. If, sa y , the user selects Researc h as the

application, the user is pro vided with a preselected in-

put list con taining v arious categories suc h as sim ulators,

design to ols, op erating systems, programming languages,

scripts, do cumen tation and miscellaneous items suc h as

ftp, rlogin etc. Figure 6 sho ws the screen image of the

GUI illustrating the sim ulator c hoices.

The user just needs to c hec k the tasks he in tends to

p erform. Once this is done the w atc hdog queries the user

if he in tends to p erform an y other activities that are not

presen t in the predetermined list. The user is also queried

if he in tends to op en m ultiple sessions.

The v arious comp onen ts of the sprin t plan (not sho wn)

are com bined together b y a formatter to obtain the �nal

sprin t plan. Figure 7 sho ws a run-time monitoring setup

for a 1-user, 2-hosts system on a single serv er.

The sprin t plan generated for the user is stored at a

secure lo cation on the serv er. As so on as the user logs in

to a host, the w atc hdog c hec ks to see if there is a sprin t

plan already existing for the user, if there is none, it

generates a new one. If a sprin t plan already exists, the

user is allo w ed to pro ceed with his normal activit y . The

w atc hdog con tin uously monitors the user and compares
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Figure 7. Run-time Monitoring Setup

it with the sprin t plan.

5.2 Virtual Banking T est En vironmen t

The second test platform is a virtual banking en vi-

ronmen t with stringen t securit y requiremen ts. The main

fo cus here is on the emplo y ees in the bank who are the

users of the banking soft w are. Misuse in trusions can b e

tested in detail here. The emplo y ees in a bank migh t

ha v e access to sensitiv e data and there is alw a ys a p ossi-

bilit y of misusing privileges. The en vironmen t supp orts

m ultiple banks with m ultiple accoun ts, with m ultiple ac-

cess to all the accoun ts. The virtual banking system can

b e accessed b y a wide v ariet y of emplo y ees starting from

the presiden t of the bank to the teller in a bank. A

session-scop e is pro vided b y the emplo y ees who login to

the system with an authen ticated userid and passw ord

with the help of a GUI. Once the user submits his scop e

�le, the w atc hdog con v erts it in to a sprin t plan. Once

this con v ersion is complete, the user gets the access to

the bank system.

The emplo y ees can w ork in di�eren t areas of the bank-

ing system suc h as bank op erations, business banking,

credit/lending division, e-commerce, in v estmen t bank-

ing, monitoring etc. If the user is w orking in the bank

op erations division then some of the features pro vided to

the emplo y ee are creating new accoun ts, op ening existing

accoun ts etc. It also supp orts a v ariet y of accoun ts suc h

as c hec king, sa vings, loan, mortgage, etc. The system al-

lo ws the user to do things suc h as pro�tabilit y analysis,

generate rep orts etc. The system con tains t w o databases,

whic h the user can access. A transfer to ol is pro vided for

transferring balances for one accoun t to another and from

one database to another.

The w atc hdog con tin uously monitors the user activit y

in the system. The �le w atc hdog is built in to the systems

database, whic h monitors the database accesses and com-

m unicates with the master w atc hdog to rep ort an y illegal

transactions or access violations. The system is written

in Ja v a [13 ] and uses SQL queries to query the database.

The database is custom made and is also implemen ted in

Ja v a. JDBC has b een used for the connectivit y b et w een

the bank system and the bank database. All the GUI

comp onen ts are ligh t-w eigh t, built using JF C Swing [14 ].

6 EXPERIMENT AL RESUL TS

W e rep ort the results of our sim ulation on the univ er-

sit y en vironmen t only . The metrics used are detection

co v erage and p erformance.

There is usually no simple pro cedure to iden tify appro-

priate test cases for an in trusion detection system. A v a-

riet y of in trusion scenarios are considered based on some

common practices of system usage. These scenarios are

group ed in to four categories, viz., one-user without m ul-

tiple logins, one-user with m ultiple logins, m ultiple users

without m ultiple logins and m ultiple users with m ultiple

logins. Tw o set of exp erimen ts are p erformed in eac h of

these categories, �rst with the w orst case, where a user

selects all the en tities pro vided in the session-scop e GUI

b y the w atc hdog and the second where a user selects only

a few en tities. The tests are p erformed b y treating the

logins as four di�eren t cases, with up to t w o users at a

giv en time. The �rst case is where b oth logins are le-

gitimate. In the second case, the �rst login is from a

legitimate user and the second login is from an in truder.

In the third case, the �rst login is from the in truder and

the second login is from the user and �nally the fourth

case where b oth logins are from in truders.

Some of the selections of the in trusiv e activit y sim u-

lated are transferring the /etc/passwd �le from one host

to another, passw ord-crac king b y comparing the en tries

in the /etc/passwd �le to en tries in another �le, using

a dictionary �le for the same, exploiting the vulnerabil-

ities suc h as rdist. The system is able to detect all the

in trusiv e activities and terminate the connection for the

logins of in trusiv e users except in the w orst case scenarios

of one-user with m ultiple logins and m ultiple users with

m ultiple logins, where a small n um b er of in trusiv e activ-

ities w as not detected. The system has also generated

a few false p ositiv es, 
agging an in trusion when normal

user activit y is taking place. This happ ens when the user

selects only a few en tities from the session-scop e.

Since Ja v a is used for implemen tation, mo derate im-

pact on system p erformance is exp ected. When new con-



nections are made or more users login, the system load in-

creases. Ho w ev er, this increase is only marginal b ecause

there is no need to main tain an y large data structures for

eac h user or connection. The main serv er on whic h CIDS

is running is a Sun Ultra En terprise 450 Mo del 4400 and

the clien ts are Sun Ultra 5's running Solaris 2.7.

A normal user in a univ ersit y en vironmen t is assumed

to ha v e ab out six to eigh t pro cesses running on the sys-

tem at a giv en time. There is one w atc hdog dedicated for

eac h user whic h mak es it one more pro cess p er user on

the system. This w atc hdog pro cess do es not use man y

run-time resources and hence ma y not b ecome an o v er-

head to the system.

In order to quan tify the o v erhead of the CIDS, w e elim-

inated all unrelated activities in the test en vironmen t,

started the CIDS and allo w ed the users to login. W e an-

alyzed the a v erage load p er min ute (no. of jobs in the run

queue on Unix) and the storage o v erhead in kB against

the n um b er of users on the system. A t this particular

stage of implemen tation without m uc h optimization, the

op eration is v ery stable for ab out 15 users. The load on

the system tends to increase as the n um b er of monitored

users increases b ey ond 15. The storage o v erhead (325

kB for a single user) increases at a constan t rate with

the n um b er of users. When the session-scop e is large,

the w atc hdog maps it to a h uge sprin t plan. The storage

used b y the CIDS in our study corresp onds to the w orst

case scenario where a user selects all the en tities from the

session-scop e pro vided b y the w atc hdog in a GUI.

7 CONCLUSION

The concurren t in trusion detection protot yp e de-

scrib ed in this pap er is in its preliminary stage and the

exp erimen ts rep orted are v ery basic. Our sim ulation

sho ws that on-line in trusion detection using assertion

c hec king is feasible, that is, lo w p erformance o v erhead

and go o d detection co v erage. This approac h is an alter-

nativ e to con v en tional audit trail analysis based in trusion

detection sc hemes.

More detailed exp erimen ts with complex in trusion sce-

narios are planned. This requires further enhancemen ts

to the sprin t plan generation and consideration of struc-

tural and temp oral sequence c hec king. Similar exp eri-

men ts will also b e conducted on the virtual banking ap-

plication.
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