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*During the 90’s and

early 00’s the motivation was notoriety and Denial of Service.

Notable Computer Viruses and Worms
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« In 2005 the focus started changing
4 A shift from notoriety motives to financial motives
4 A shift from global attacks to targeted attacks
4 A shift from denial of service to stealth components

- We started hearing new words:
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 For the past 2 years, we have
seen a dramatic increase in the
number of stealth malicious
codes.

» 11074 families of malicious
codes newly identified

Malcode Type
Adware

Bot
Spyware
Backdoor
Clicker
Dialer
Downloader
Dropper
Keylogger
Trojan
Proxy
RootKit
Stealer

Total

Count
268
378
187
828

20
22
1755
501
64
6304
89
41
617
11074
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Malware Statistics

BOther Trojans - 649%
mAd-/Spyware - 13.8%

B Downloader (Trojan) - 10
Odthers - 5.4%

OE=ploits - 1.9%
ODropper {(Trojan) - 0.8%
ODnaler - 0.5%

BRiskware Linuy - 0%
mRiskware, Tool.Dnaler - 0%

TG

@Password Stealer (Trojan) - 2%
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e Introduction of new
technologies are providing
some challenges for the
security professional
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How do you collect & protect all the data necessary to secure your network
and comply with Sarbanes Oxley, GLBA, HIPAA, VISACISP, .....

IDS/IDP
logs
Windows logs Router logs
AN
Client & file Firewall

Wireless I VPN

access logs

logs |>

Windows

domain
logins

VLAN
Access &
Control logs

Oracle
Financial Logs
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Security Risk
Assessment.

Definition of Security
Requirement and

Security

[é Architecture IT Policy
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Security Implementation

Management of Security
Mechanisms
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Enterprise Security Policies & Standards

Statement of a business

<:: principle, governing decisions
and courses of action

Statements of a specific,:D
high-level security need

Statements that

<:: defines a value, set

Details how a control of values, range of
standard is achieved values or procedure

on a specific :> to be used to |
measure compliance

technology
with a requirement
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