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minout
k-median .

set cover
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| e \What are the challenges and

tradeoffs for useful, private,
efficient combinatorial

k-median .

set cover

optimization?

e How does approximation for
efficiency interact with
approximation for privacy?
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DATABASE PRIVACY: THE MODEL

e Database

a set of rows, one per person
e Sanitizing algorithm A probabilistically maps

name DOB |sex |weight|smoker lung
cancer
John Doe 12/1/51 |M  [185 Y N
Jane Smith 3/3/46 |F |140 N N
Ellen Jones 4/24/59 |F 160 Y Y
Jennifer Kim |3/1/70 |F [135 N N
Rachel Waters |9/5/43 |F |140 N N

Katrina Ligett - Carnegie Mellon University
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DIFFERENTIAL PRIVACY [pwMcNiswo6}

g-Differential Privacy for mechanism A: Changing a single element
In the input doesn’t change the probability of obtaining an outcome
iIn any S by much.

For two neighboring data sets
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DIFFERENTIAL PRIVACY [pwMcNiswo6}

g-Differential Privacy for mechanism A: Changing a single element
In the input doesn’t change the probability of obtaining an outcome
iIn any S by much.

For two neighboring data sets

Nobody should be able to learn anything more if you're in the
database than if you're not

Katrina Ligett - Carnegie Mellon University 7



DIFFERENTIAL PRIVACY [pwMcNiswo6}

e Gives provable privacy guarantee to each individual

® |s a statistical property of mechanism behavior
¢ unaffected by auxiliary information
¢ independent of adversary's computational power

Katrina Ligett - Carnegie Mellon University



DIFFERENTIAL PRIVACY - (SOME) PREVIOUS WORK

e Numerical function evaluation - positive and negative results [DNO3,
DMNS06, DMTO07, NRS07]

¢ | earning
e Can privately learn in the SQ-model. [BDMNO05]
e Can privately learn™ in the PAC-model. [KLNRS08]
e Can output™ a private data set useful for learning in the PAC
model. [BLR0S]
¢ |nfo-theoretic vs. efficient separation. [DNRRV09]

Katrina Ligett - Carnegie Mellon University



DIFFERENTIAL PRIVACY - (SOME) PREVIOUS WORK

¢ “Exponential mechanism” [MT07] allows DP selection for set of
discrete options, but
e may give poor utility guarantees (e.g., min cut)
¢ inefficient when set of candidate outcomes is exponential

Katrina Ligett - Carnegie Mellon University
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DIFFERENTIAL PRIVACY - (SOME) PREVIOUS WORK

¢ “Exponential mechanism” [MT07] allows DP selection for set of
discrete options, but
e may give poor utility guarantees (e.g., min cut)
¢ inefficient when set of candidate outcomes is exponential

e Relatively little work on complex outputs like synthetic databases,
coverings, partitions; [FFKN09] an exception

Katrina Ligett - Carnegie Mellon University 10



A TooL: ADDITIVE NOISE [pDwMcNiSmo06}

e Recall, DP requires probability of any output to be multiplicatively
close under any two neighboring databases

Katrina Ligett - Carnegie Mellon University
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A TooL: ADDITIVE NOISE [pDwMcNiSmo06}

e Recall, DP requires probability of any output to be multiplicatively
close under any two neighboring databases

¢ |dea: If output is a number, add noise

® Query’s sensitivity measures difference on neig qboring‘ databases

e Adding scaled symmetric noise with gives DP

N

-4R -3R  -2R -R 0] R 2R 3R 4R 5R

Katrina Ligett PI'[ Q(A(DI)) - t] = eXp(-Af/ R) "

Pr[ (A(D»)) = t]




EXPONENTIAL MECHANSIM [mT07]

¢ Algorithm:
¢ Define a score function on any input D, output
e Output each possible S with probability proportional to

® Preserves o-differential privacy

¢ (Must then show utility)

Katrina Ligett - Carnegie Mellon University
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Vertex Cover 2 x OPT (2 +16/¢) x OPT ®(1/e) x OPT
| Pitt8s]

Weighted 2 x OPT (16 + 16/¢) x OPT O(1/e) x OPT
Vertex Cover [Hochbaum82]

Set Cover In(n) x OPT O(In(n) + In(m)/e) x OPT* O(In (m)/e) x OPT
|Johnson74]
Weighted In(n) x OPT O(In(n)(In m + Inln n)/e) x OPT* O(n (m)/e) x OPT
Set Cover [Chvatal7g)]
Min Cut OPT OPT + O(In(n)/e)* OPT + ©(In(n)/¢€)
|Ford-Fulkersons6]
CPPP (1-1/e) x OPT (1-1/e) x OPT - O(k In(m)/e)* OPT-O(k In(n/k)/¢)
[Nemhauser-
Wolsey-Fisher78]
k-Median (3+¢) x OPT 6 x OPT + O(k? In3(n/¢)) OPT+0O(k In(n/k)/€)

|Arya et al. o4]

13



Vertex Cover

Weighted
Vertex Cover

Set Cover

Weighted
Set Cover

Min Cut

CPPP

k-Median

2 x OPT

2 x OPT
|[Hochbaum38:2]

In(n) x OPT
|Johnson74]

In(n) x OPT
|Chvatal79]

OPT
|Ford-Fulkersons6]

(1-1/e) x OPT

[Nemhauser-
Wolsey-Fisher78]

(3+¢) x OPT
|Arya et al. o4]

(2 +16/¢) x OPT

(16 + 16/¢€) x OPT

O(In(n) + In(m)/e) x OPT*

O(In(n)(In m + Inln n)/e) x OPT*

OPT + O(In(n)/e)*

(1-1/e) x OPT - O(k In(m)/e)*

6 x OPT + O(k? In?(n/¢g))

®(1/e) x OPT

®(1/e) x OPT

O(In (m)/e) x OPT

O(In (m)/e) x OPT

OPT + O(In(n)/¢)

OPT-O(k In(n/k)/€)

OPT+0O(k In(n/k)/¢)
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VERTEX COVER

e Select a small set of the n vertices to cover the existing edges

®* An edge’s presence or absence is private information

Katrina Ligett - Carnegie Mellon University
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VERTEX COVER - VALUE

e Computing even the value of vertex cover to within n'-¢ impossible
under “functional privacy” [HKKNO1]

Katrina Ligett - Carnegie Mellon University
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VERTEX COVER - VALUE

e Computing even the value of vertex cover to within n'-¢ impossible
under “functional privacy” [HKKNO1]

e Can immediately get differentially private 2-approx of VC value (add
Laplace noise to non-private 2-approx) [DMNS06]
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VERTEX COVER - VALUE

e Computing even the value of vertex cover to within n'-¢ impossible
under “functional privacy” [HKKNO1]

e Can immediately get differentially private 2-approx of VC value (add
Laplace noise to non-private 2-approx) [DMNS06]

e Orthogonal definitions.

Katrina Ligett - Carnegie Mellon University
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VERTEX COVER - SEARCH

e Obstacle: (private) data not only influences objective function, but
Imposes hard constraints on feasible solutions.

¢ |[mpossible to output explicit cover while preserving DP: any DP
algorithm must output vertices

I ><)
J \/
e S DA R B\

S
VAN
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OUTPUT REPRESENTATION

e Solution: allow algorithm to output an orientation for each of the
possible edges; implicitly defines a cover for any subset of edges,
without needing to reveal the subset itself.

e Output tells each agent which drop-off location to use. An arbitrary
set of agents can collude and still not be able to infer the presence
of any other agent from the algorithm’s output.

e A permutation of the vertices implies such an orientation.

Katrina Ligett - Carnegie Mellon University 17



VERTEX COVER

We adapt the 2-approximation algorithm of Pitt: Select an uncovered

edge; select one of its endpoints

" Lletn—|V|,V, — V,E, — E.

. for:=1,2,...,ndo
let w; < (4/€) X \/n/(n —i+1).
pick a vertex v € V; with probability proportional to dg, (v) + w;.
output v. let Vii1 — Vi\{v}, By — E; \ ({v} x V).

end for

SN A S > A e

.

Katrina Ligett - Carnegie Mellon University
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1: let n— |V|, V3 <V, Ey «— E.

2: for:=1,2,...,ndo

3 let w; — (4/€) x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).
: end for

\_

.

Theorem: The algorithm preserves Z.z /iw; = ¢ -differential privacy

Katrina Ligett - Carnegie Mellon University
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1: let n— |V|, V3 <V, Ey «— E.

2: for:=1,2,...,ndo

3 let w; — (4/€) x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).

. end for
\_ )

Theorem: The algorithm preserves 2_2 /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge: B = A + {e}
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1: let n— |V|, V3 <V, Ey «— E.

2: fori1=1,2,..., n do

3 let w; — (4/€) x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5.  output v. let Vi1 — V;\ {v}, E;11 «— E; \ ({v} x V).

6

. end for
\_ y,

Theorem: The algorithm preserves Z.Z /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge:

Pr[ALG A = i wZ + d; A N/ (n—i+ 1Dw; +2m;(A))

zzl

Katrina Ligett - Carnegie Mellon University



1: let n— |V|, V3 <V, Ey «— E.

2: fori=1,2,...,ndo

3. let w; «— 4/6 x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).

. end for
\_ Y

Theorem: The algorithm preserves 2'2 /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge: B = A + {e}

Pr[ALG A = - wZ + d; A N/ (n—i+ 1Dw; +2m;(A))

zzl
Suppose 17 is the first vertex output incident to e

Since di(A) = di(B) for all i>j...

Katrina Ligett - Carnegie Mellon University 19



1: let n— |V|, V3 <V, Ey «— E.

2: for:=1,2,...,ndo

3. let w; «— 4/6 x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).

. end for
\_ y,

Theorem: The algorithm preserves 2.2 /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge:

PrlALG(A) =m0 w, . (A) (n — ¢+ Dw; + 2m;(B)
PelAEG(B)i = " w. + d:(B) 5 H (n—i4+ Dw; +2m;(A)

]

Katrina Ligett - Carnegie Mellon University 20



1: let n— |V|, V3 <V, Ey «— E.

2: fori=1,2,...,ndo

3. let w; «— 4/6 x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).

. end for
\_ Y

Theorem: The algorithm preserves 2'2 /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge: B = A + {e}

Pr[ALG(A)
Pr|ALG(B)

o aws e (A) 9 H (n — 44+ 1)w; + 2m;(B)
ml w, + di(B) (n — i+ Dw; + 2m;(A)

]

mi(B) = mi(A) + 1. The ratio is maximized if mi(A) = 0.

Katrina Ligett - Carnegie Mellon University 20



1: let n— |V|, V3 <V, Ey «— E.

2: for:=1,2,...,ndo

3. let w; «— 4/6 x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).

. end for
\_ y,

Theorem: The algorithm preserves Z.z /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge:

Pr[ALG(A)

] LU A n — 7+ 1)11}@ i sz(B)
<111
;(B)

T
m W+ (n—44+ 1)w; + 2m;(A)

Pr|ALG(B)

]

. The ratio is maximized if

- (n—1i4+ Dw; +2m;(A) i<j(n—z'+1)wi+0

H (n — i+ Dw; + 2m;(B) ; H(n—z+1)wi—|—2
<j

Katrina Ligett - Carnegie Mellon University
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1: let n— |V|, V3 <V, Ey «— E.

2: for:=1,2,...,ndo

3. let w; «— 4/6 x \/n/(n—i+1).

4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5

6

output v. let Vi — Vi\{v}, Eirq — E; \ ({v} x Vi).

. end for
\_ y,

Theorem: The algorithm preserves Z.z /iw; = ¢ -differential privacy

Proof:
Let instance A and instance B differ in a single edge:

|

]

Pr[ALG(A)
Pr|ALG(B)

using 1 + z < exp(x)

(n—14+ Dw; + 2 2 %
= <
& H(n—i—l—lw@—l—O H n—z—l—l)wi s Z(n—i+1)w,,;

1<J <J 1<J

The w; are chosen so that Y. 2/(n — i+ Dw; = (¢//n) >, 1/24/i is at most e.

Katrina Ligett - Carnegie Mellon University 21



i letne— |V|,Vi — V,E, — E.
2: for:=1,2,...,ndo
3 let w; — (4/€) x \/n/(n—i+1).
4:  pick a vertex v € V; with probability proportional to dg, (v) + w;.
5.  output v. let Vi1 — V;\ {v}, E;11 «— E; \ ({v} x V).

6: end for
\_

.

Theorem: For all G: E[ALG(G)] < (2 + 2avg;<,,(w;))OPT(G)
< (24 16/€)OPT(G)

Proof: by induction. (Omitted)

Katrina Ligett - Carnegie Mellon University

22



VERTEX COVER - INFORMATION THEORETIC LB

Consider graph with vertices
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VERTEX COVER - INFORMATION THEORETIC LB

Consider graph with vertices

e DP algorithm on empty graph must put

before v with probab

e Star graph rooted at u has at most more edges, SO U is output

before v with proab at most
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VERTEX COVER - INFORMATION THEORETIC LB

Consider graph with vertices

e DP algorithm on empty graph must put u before v with probab

e Star graph rooted at u has at most more edges, so U is output
before v with proab at most

e Expected cost of DP algorithm is

Katrina Ligett - Carnegie Mellon University
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WEIGHTED VERTEX COVER

s(v) = @ s((u.., v)) = s(u) + s(v) Vi={v:W(v) = 27}

Input: ¢ = (V,E),W:V - R Output: 7 = (m,...,7,)

1.while not all vertices have been output do:

2. pick an uncovered edge e with probability proportional to s(e)

3. output endpointu € e with probability proportional to s(u)

4. while there exists some weight class V; such that the number ot
nodes of class j or higher that we've output is at least V; /2 do:

5 pick the smallest such value j

6 output all remaining vertices in V; in random order.

7. end while

8.end while

Katrina Ligett - Carnegie Mellon University 24



Vertex Cover 2 x OPT (2 +16/¢) x OPT ®(1/e) x OPT
| Pitt8s]

Weighted 2 x OPT (16 + 16/¢) x OPT O(1/e) x OPT
Vertex Cover [Hochbaum82]

Set Cover In(n) x OPT O(In(n) + In(m)/e) x OPT* O(In (m)/e) x OPT
|Johnson74]
Weighted In(n) x OPT O(In(n)(In m + Inln n)/e) x OPT* O(n (m)/e) x OPT
Set Cover [Chvatal7g)]
Min Cut OPT OPT + O(In(n)/e)* OPT + ©(In(n)/¢€)
|Ford-Fulkersons6]
CPPP (1-1/e) x OPT (1-1/e) x OPT - O(k In(m)/e)* OPT-O(k In(n/k)/¢)
[Nemhauser-
Wolsey-Fisher78]
k-Median (3+¢) x OPT 6 x OPT + O(k? In3(n/¢)) OPT+0O(k In(n/k)/€)

|Arya et al. o4]
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Vertex Cover 2 x OPT (2 +16/¢) x OPT ®(1/e) x OPT
| Pitt8s]

Weighted 2 x OPT (16 + 16/¢) x OPT O(1/¢) x OPT
Vertex Cover [Hochbaum82]

Set Cover In(n) x OPT O(In(n) + In(m)/e) x OPT* O(ln (m)/e) x OPT
|Johnson74]

Weighted In(n) x OPT O(In(n)(In m + Inln n)/e) x OPT* O(n (m)/e) x OPT

Set Cover [Chvatal7g)]

Min Cut OPT OPT + O(In(n)/e)* OPT + O(In(n)/¢)

(1-1/e) x OPT

[Nemhauser-
\'\/ OlISEV= : -~

k-Median (3+¢) x OPT 6 x OPT + O(k? In?(n/¢g)) OPT+0O(k In(n/k)/¢)
|Arya et al. o4]

(1-1/e) x OPT - O(k In(m)/¢)* OPT-O(k In(n/k)/€)

25



SUBMODULAR MAXIMIZATION
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SUBMODULAR MAXIMIZATION
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SUBMODULAR MAXIMIZATION
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SUBMODULAR MAXIMIZATION

*
* * * RECOVERY.GOV

4 "Qqn.f]i!l
P
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SUBMODULAR MAXIMIZATION

e Combinatorial Public Projects
mechanism design problem with set R of m resources, n agents
with submodular valuation functions

e Mechanism elicits valuation functions; outputs a set of k resources.

Katrina Ligett - Carnegie Mellon University 26



PRIVATE SUBMODULAR MAXIMIZATION

e Combinatorial Public Projects
mechanism design problem with set R of m resources, n agents
with submodular valuation functions output size

¢ \We give a Differentially Private* mechanism that achieves welfare

A constant approximation if IS

Katrina Ligett - Carnegie Mellon University
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APPROXIMATE DIFFERENTIAL PRIVACY [DkM-+06]

O-Approximate &-Differential Privacy for mechanism

For any two neighboring data sets and potential output set
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O-Approximate &-Differential Privacy for mechanism
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Katrina Ligett - Carnegie Mellon University

28



APPROXIMATE DIFFERENTIAL PRIVACY [DkM-+06]

O-Approximate &-Differential Privacy for mechanism

For any two neighboring data sets and potential output set

Almost all events have their probabilities preserved; those that don’t
are very low probability

Katrina Ligett - Carnegie Mellon University 28



SUBMODULAR MAXIMIZATION

¢ Take as input a set of resources R and n submodular functions
over subsets of R scaled such that

e Output a set of k resources

e Use a probabilistic greedy algorithm

Input: m resources R, f1, ,fn k,€,0 Output: S5;, = {Tl, sy Tk}
L W=y £ E

1. Let R, « R, F(x) == fi(x),S; < 0, € «

2. fori=1tokdo =1 1 8eln(2/0)

3.  pickr from R, with probability proportional toexp (¢'(F(S; + {r}) — F(S;)))

4. let Ri+1 « Ri_ — {T'}, Si_+1 = Si + {7"}
5. end for.
6. output S,

Katrina Ligett - Carnegie Mellon University
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Theorem: For any 8 the algorithm preserves(8¢'(e — 1) In (g) ,§) -differential
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PRIVACY => TRUTHFULNESS

Definition: A mechanism M is y-truthful if for all players i, for all
valuation functions

e No efficient, O-truthful mechanism achieves [PSS08]
e Any &-Differentially Private mechanism is -truthful [MT07]

e This work: a constant-approx (for significant OPT), efficient, truthful
mechanism
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Vertex Cover 2 x OPT
| Pitt8s]
Weighted 2x OPT
Vertex Cover [Hochbaum82]
Set Cover In(n) x OPT
|Johnson74]
Weighted In(n) x OPT
Set Cover [Chvatal79)]
Min Cut OPT
|[Ford-Fulkersons6]
CPPP (1-1/e) x OPT
[Nemhauser-
Wolsey-Fisher78]
k-Median (3+¢) x OPT

[Arya et al. o4]

(2 +16/g) x OPT

(16 + 16/¢) x OPT

O(In(n) + In(m)/e) x OPT*

O(In(n)(In m + Inln n)/e) x OPT*

OPT + O(In(n)/e)*

(1-1/e) x OPT - O(k In(m)/¢e)*

6 x OPT + O(k? In2(n/g))

®(1/e) x OPT

®(1/e) x OPT

O(In (m)/e) x OPT

O(In (m)/e) x OPT

OPT + ©(In(n)/¢€)

OPT-O(k In(n/k)/¢)

OPT+0O(k In(n/k)/¢)
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TECHNIQUES AND THEMES

¢ Adding noise to the input

e Hard constraints = challenge for privacy
e Non-explicit outputs

e \/arious applications of exponentially weighted sampling
e [terative, reducing the sample space

Katrina Ligett - Carnegie Mellon University
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FUTURE WORK

e More sophisticated understanding of problem/technique
classification

e Further exploration of interactions between game theory and
privacy

Katrina Ligett - Carnegie Mellon University

37



