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Ever-Increasing Connectivity

ÅThe Internet

ïEmails, instant messaging, web browsing

ïThird-party auto-redirection / fetching

ïSearch engine

ÅWireless Connection

ïAuto-connection in physical proximity

ïAuto-proxy configuration

ÅSocial Networking

ïPersonal connection
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09-17-2009 on WSJ

ÅMicrosoft Takes Aim at 'Mal-!ŘǎΨ όάMalvertisingέύ
ï http://online.wsj.com/article/SB125323621695721795.html

ïThe Redmond, Wash., company filed the lawsuits Thursday in 
Washington state court in Seattle. The suits cite anonymous 
defendants using the business names Direct Ad Solutions, Soft 
Solutions Inc., Qiweroqw.com, ITmeterInc. and ote2008.info, 
alleging that they used Microsoft's system for posting online ads 
to attract users to sites that attempted to install malicious 
software on their PCs.

ïMalvertisingis becoming a more common nuisance on the Web, 
in some cases turning up on mainstream Web sites.
Last weekend, the New York Times said that it unintentionally 
ran an advertisement on its Web site by a company that at first 
posed as a legitimate advertiser and then switched to 
promoting phony antivirus software. The New York Times 
removed the ads from its site.

http://online.wsj.com/article/SB125323621695721795.html


09-23-2009 on ComputerWorld

ÅDrudge, other sites flooded with malicious ads
ï http://www.computerworld.com/s/article/print/9138457/Drudge_other_sites_flooded_with_

malicious_ads?taxonomyName=Web+Site+Management&taxonomyId=62

ïCriminals flooded several online ad networks with malicious 
advertisements over the weekend, causing popular Web sites 
such as the Drudge Report, Horoscope.com and Lyrics.com to 
inadvertently attack their readers, a security company said 
Wednesday.

ïThe trouble started on Saturday, when the criminals somehow 
placed the malicious ads on networks managed by Google's 
DoubleClick, as well as two others: YieldManagerand 
ValueClick'sFastclicknetwork, according to Mary Landesman, a 
senior security researcher with ScanSafe.

ïInstead of trying to trick Web surfers into buying bogus 
software, these ads attacked.

http://www.computerworld.com/s/article/print/9138457/Drudge_other_sites_flooded_with_malicious_ads?taxonomyName=Web+Site+Management&taxonomyId=62
http://www.computerworld.com/s/article/print/9138457/Drudge_other_sites_flooded_with_malicious_ads?taxonomyName=Web+Site+Management&taxonomyId=62


09-23-2009 on ComputerWorld
ÅScammers auto-generate Twitter accounts to spread 

scareware
ï http://www.computerworld.com/s/article/print/9138361/Scammers_auto_generate_Twitter_accou

nts_to_spread_scareware?taxonomyName=Security&taxonomyId=17

ïScammers are increasingly using machine-generated Twitter 
accountsto post messages about trendy topics, and tempt users 
into clicking on a link that leads to servers hosting fake Windows 
antivirus software, security researchers said Monday.

ïSome of the tweets exploit Twitter's current "Trending Topics," 
the constantly-changing top 10 list of popular tweet keywords 
that the micro-blogging service posts on its home page. Others 
are repeats of real tweets.

ïAll the tweets include links to sites that try to dupe users into 
downloading and installing bogus security software, often called 
"scareware" because they fool users with sham infection 
warnings, then provide endless pop-ups until people pay $40 to 
$50 to buy the useless program.

http://www.computerworld.com/s/article/print/9138361/Scammers_auto_generate_Twitter_accounts_to_spread_scareware?taxonomyName=Security&taxonomyId=17
http://www.computerworld.com/s/article/print/9138361/Scammers_auto_generate_Twitter_accounts_to_spread_scareware?taxonomyName=Security&taxonomyId=17


Google {strider wrestling fundraising}
Click on #1: www.striderwrestling.com/fundraising.htm

(at your own risk)

http://www.striderwrestling.com/fundraising.htm
http://www.striderwrestling.com/fundraising.htm
http://www.striderwrestling.com/fundraising.htm
http://www.striderwrestling.com/fundraising.htm
http://www.striderwrestling.com/fundraising.htm
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Phishing with End-to-End Spoofing

ÅStatus bar spoofing (mouse-over URL spoofing)

ÅAddress bar spoofing

ÅPersonalized information

[Demo]



Examples of Status Bar Spoofing

ÅAll because of unexpected combinations of element behaviors 
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ƭŀōŜƭΩǎ ǘŀǊƎŜǘ Ґ ŦƻƻΦŎƻƳ
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ƭŀōŜƭΩǎ ǘŀǊƎŜǘ Ґ  ŦƻƻΦŎƻƳ



Address Bar Spoofing #1
(Exception + Atomicity Issue)

https://evil.com#xxxxx...xxxxxxxhttps://paypal.com



Address Bar Spoofing #2
(Race Condition + Atomicity Issue)

https://evil.com https://paypal.comc:\ windows\ system32\ shdoclc.dl l?http

History back Load a new page



A Scientific Problem Formulation & Solution
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Potential Personalization

ÅPersonal information shared in social networks 

ïE.g., Facebook, MySpace, etc.

ÅPersonal needs shared in social charity websites 

ïE.g., WishUponAHero.com

ïIncluding Paypalaccount addresses

ÅLong-term, cross-network mining and 
association could lead to personalized attacks



Search Spam Example: Query=άŎƻŀŎƘ ƘŀƴŘōŀƎέ
Spam Doorway URL = http://coach-handbag-top.blogspot.com

http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/
http://coach-handbag-top.blogspot.com/


http://coach-handbag-top.blogspot.com/script execution led to 
redirection to topsearch10.com



Static HTML text indexed by a static crawler



Link spam from a spammed forum



Why Redirection

ÅTo fool static crawlers

ïServe static spam pages to crawlers

ïDisplay dynamic ad pages to users

ÅFor scalable operation

ïCreate transient doorway pages on reputable 
websites

ï9ŀǎȅ άǳǇƎǊŀŘŜέ ƻŦ ŀǘǘŀŎƪǎ



Strider Dynamic Crawler: Changing the Battleground

ÅTraditional static 
crawler

ÅStatic page-content 
ƛƴŘŜȄΥ ǎǇŀƳƳŜǊǎΩ 
preferred battleground
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ωStrider dynamic crawler
ωDynamic program-behavior index:
üRedirection traffic analysis -
άCƻƭƭƻǿ ǘƘŜ aƻƴŜȅέ to their 
headquarters - our preferred battleground



Spam Double-Funnel
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¢ƻŘŀȅΩǎ bƻƴ-Redirection Spam


