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Everincreasing Connectivity

A The Internet
I Emalls, instant messaging, web browsing
I Thirdparty autoredirection / fetching
I Search engine
A Wireless Connection
I Auto-connection in physical proximity
I Auto-proxy configuration
A Social Networking
I Personal connection
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09-17-2009 on WSJ
A Microsoft Takes Aim at 'Mal R & Malvértisings 0

T http://online.wsj.com/article/SB125323621695721795.html

I The Redmond, Wash., company filed the lawsuits Thursday in
Washington state court in Seattle. The suits cite anonymous
defendants using the business names Direct Ad Solutions, Soft
Solutions Inc., Qiwerogw.corfifmeterinc. and ote2008.info,
alleging that theyused Microsoft's system for posting online ads
to attract users to sites that attempted to install malicious
software on their PCs

I Malvertisingis becoming a more common nuisance on the Web,
In some cases turning up on mainstream Web sites.

Last weekend, the New York Times said thahihtentionally

ran an advertisement on its Web site by a company that at first
posed as a legitimate advertiser and then switched to
promoting phony antivirus softward he New York Times
removed the ads from its site.



http://online.wsj.com/article/SB125323621695721795.html

09-23-2009 onComputerWorld

A Drudge, other sites flooded with malicious ads

http://www.computerworld.com/s/article/print/9138457/Drudge_other_sites _flooded with
malicious_ads?taxonomyName=Web+Site+Management&taxonomyld=62

Criminals flooded several online ad networks with malicious
advertisements over the weekendausing popular Web sites
such as the Drudge Report, Horoscope.com and Lyrics.com to
Inadvertently attack their readersa security company said
Wednesday.

The trouble started on Saturday, when the criminals somehow
placed the malicious ads on networks managed by Google's
DoubleClickas well as two others{ieldManageand
ValueClick's-astclicknetwork, according to Maryandesmana
senior security researcher withcanSafe

Instead of trying to trick Web surfers into buying bogus
software,these ads attacked
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09-23-2009 onComputerWorld

A Scammers aut@enerate Twitter accounts to spread
scareware

http://www.computerworld.com/s/article/print/9138361/Scammers auto generate Twitter accou

nts to spread scareware?taxonomyName=Security&taxonomyld=17

Scammers are increasingly usmgchinegenerated Twitter
accountgo post messages about trendy topics, and tempt users
Into clicking on a link that leads to servers hosting fake Windows
antivirus software, security researchers said Monday.

Some of the tweetgxploit Twitter's current "Trending Topics,"
the constantlychanging top 10 list of popular tweet keywords
that the micrablogging service posts on its home page. Others
are repeats of real tweets.

All the tweets include links to sites that try daipe users into
downloading and installing bogus security software, often called
"scarewaré because they fool users with sham infection
warnings, then provide endless payps until people pay $40 to
$50 to buy the useless program.
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Google {strider wrestling fundraising}
Click on #1lwww.striderwrestling.com/fundraisinghtm
(at your own risk)

Message from webpage @

I.-f' "‘-.I Waarning!!! Your systern requires immediate scan! Total Security can
W perform fast and free wirus and malicious software scan of your
camputer,
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Message from webpage
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possible.
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Message from webpage

lel We recommend you to download and install antivirus software,

[l

(0] l | Cancel

Message from webpage

Harrniful and rmalicious software detected, Such prograrms may damage
your carmputer and steal wour private information, Online Security
Zcanner requires Total Security components to repair your computer,
Please click OK to download and install Total Security tool,

(]

File Download - Security Wfarning [E5m]

Do you want to run or save this file?

m- Mame: Soft_70.exe
l— Type: Application, 172KE

From: mycomputerwinscanil.com

Run | | Save | [ Cancel ]

o 1 YWhile files from the [ntermet can be uzeful, this file type can
i ' ' potentially harm pour computer. If you do not tragt the zource, do not
©munoor gave thiz zoftware. What's the risk?

Message from webpage

Harmful and malicious software detected. Such programs ray damage
your cormputer and steal your private information, Online Security
Scanner requires Total Security components o repair your computer,
Flease click Ok to download and install Total Security tool,

[l




Horizontal Viewof Security/Privacy Attacks
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Phishing with Endo-End Spoofing

A Status bar spoofing (mous®/er URL spoofing)
A Address bar spoofing

A Personalized information

[Demo]



Examples of Status Bar Spoofing

Element stack Element layouts Element stack Element layouts
input :
field Image
anchor paypal.com button paypal.com
form form
form target = foo.com form target = foo.com
anchor target = paypal.com image target = paypal.com
R < ke
label —— image | | o com ‘
anchor label %,_%
froStQa drNBSG I FT220CR0& Gl NBESG T LI
FyOK2NXRa GFNBSG I LIfelorStadiz il NBSG T

A All because of unexpected combinations of element behaviors



Address Bar Spoofing #1
(Exception + Atomicity Issue)
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History back

Address Bar Spoofing #2
(Race Condition + Atomicity Issue)
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A Scientific Problem Formulation & Solution
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Potential Personalization

A Personal information shared in social networks
I E.g.FacebookMySpace, etc.
A Personal needs shared in social charity websit

I E.g., WishUponAHero.com
I IncludingPaypalaccount addresses

A Longterm, crossnetwork mining and
association could lead to personalized attacks



Search SparBxample: Quen&02 I OK K1 y
Spam Doorway URLhtp://coach-handbagtop.blogspot.com

; coach handbag - Google Search - Microsoft Internet Explorer
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products, prices and stores for free. Find the Web's best prices in nlesale L.oac
seconds, Handbag
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Statc HTML text indexed by a static crawler
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Link spam from a spammed forum

“JDOG LEAF BBS - Microsoft Internet Explorer
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Ewelry-new? blogspot.com © > jareds pwelny <Aar <a href=" http// Bred—galleria—

new? blogspat.com "» jared galleria <3 <a href=" http/ S gordone— pwe lry-new? blogspot com
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Why Redirection

A To fool static crawlers
| Serve static spam pages to crawlers
I Display dynamic ad pages to users
A For scalable operation

I Create transient doorway pages on reputable
websites

i9l aeé adzLJANIRSE 2F |GGl «
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