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Abstract

We studythe hardnes®f approximationfor the MiINIMUM HACKING problem,which roughly
canbedescribedastheproblemof nding thebestwayto compromisesometargetnodesyivenafew
initial compromisedhodesn anetwork. We give threereductiongo shav thatMINIMUM HACKING
is notapproximableo within where , for ary . In particular the
reductionsarefrom a PCR, from the MINIMUM LABEL COVER problem,andfrom the MINIMUM
MONOTONE SATISFYING ASSIGNMENT problem.We alsoanalyzesomeheuristiconthis problem.

1 Intr oduction

TheMINIMUM CoOST HACKING problem(MIN-HAcK for short),recentlyintroducedn [4], canroughly
bedescribedstheproblemof nding anoptimalmethodto hackinto asetof targetnodesyivenaninitial
setof compromisedhodesof a network representetly adirectedgraph . Thegraph isreferredto as
thekey challenge graph For thehaclerto traverseanedge of thegraph thehacler hasto pay
someprice. Theedge to bevisitedhasakey challenge  suchassomeauthenticatiordata,or records
in adatabaself the hacler possessethekey , thenheonly needso payasmallprice , otherwise
hehasto payalargerprice for traversingtheedge.Eachnode possessesomepieceof information

, which might be a key to traversesomeedgein the graph. Hence the more numberof nodesthe
hacleris ableto hackinto, themorekeys (information)he possessegndthusthemorelik ely hewill be
ableto hackinto therestof thenodeswith lower cost.

TheMIN-HACK problemhasbeenshavntobe  -hardin [4]. In this paperwe addresshe ques-
tion of how hardit is to approximateM IN-HACK to within someratio. We will shov thatMIN-HACK is
notapproximabldo within , Where , for ary . Thisnegative
resultwill be shavn via threereductionswhich are of independeninterests at leastfor pedagogical
reason.Thereductionsarefrom MiNIMUM LABEL CovER (MLC), from aPCPcharacterizatioof
(mimickinganideaof Dinur andSafra[7]), andfrom theM INIMUM M ONOTONE SATISFYING ASSIGN-
MENT (MMSA) problem.In fact,thereis anhierarcly of MMSA numberedrom MMSA ,
Ourreductionshavs thatMIN-HACK is ontop of this hierarcly, namelyfor any

PCP MMSA MLC MMSA MM SA MIN-HACK

where denotethe relation “polynomially relatedapproximationratio’ Although quite unlikely, if
MIN-HACK canbeapproximatedo within , thenthehierarcly collapsesWe have notbeenableto
reduceary problemin “class ” to MIN-HACK. (Class consistf problemswith non-approximability
ratio  like MAX-CLIQUE and COLORING [3].) We alsoanalyzethe approximationratios of some
common-senskeuristicsfor this problem.



Therestof the paperis organizedasfollows. Section2 formally presentur problemandrelated
backgroundmaterials. Sections3, 4, and5 presentthreedifferentreductionsto shav the hardnesof
MIN HACK. Section6 givesour analysisof several Dijkstra's lik e heuristicsfor this problem.

2 Preliminaries

2.1 NP optimization problems,approximation algorithms, and approximation ratios

More detailedde nitions andnotationsrelatingto optimizationproblemsandapproximatioralgorithms
canbefoundin severalbookssuchas[8,10,11]. We brie y de ne relatedconceptdere.
Following [5], anNP optimizationproblem isa -tuple sol cost oPT , where

is the setof polynomial-timerecognizablénstanceof

For each , sol is the setof feasiblesolutionsfor . Feasiblesolutionsare polynomially
boundedn sizeandpolynomial-timedecidable.

For each sol , cost — apositive integer— is the objective value of the solution
. The objective functioncostis polynomial-timecomputable.

Lastly, opT refersto the goal of the optimizationproblem: nding a feasible
solutionmaximizingor minimizing the objectve value.

Theclassof NP optimizationproblemss denotedy NPO.TheclassNPOPB consistof NPOproblems
whoseobjectie functionsarepolynomiallybounded.

We use to denotethe optimal objective valueof aninstance of problem . Givenafeasible
solution for aninstance of ,theapproximatiorratioof is

cost
cost
Given a function , an -approximationalgorithm  for is a polynomial-time
algorithmwhich, oninputinstance , returnsa feasiblesolution for suchthat
We will use to denotecost , the costof the solutionreturnecby  on

2.2 The MIN-HACK problem

In arecentpapen4], we have devisedamodelfor computersystemvulnerabilityassessment.hemodel
canroughlybedescribedasfollows.

An instanceof the modelis constructedoy a securityanalystwho is aware of the computational
infrastructure Beforeformally de ning themodel,let us rst motivateits formulation.

Any physical entity on which someinformation or capability can be acquiredis representecsa
vertex of agraph,which shallbe calledthe key challenge graph Let bethesetof vertices.Typically,
verticesare pointsin the network wheresomeinformationmay be gainedsuchasa databaseener or
simply ary computersystemwhoseresourcesanbe usedor misused.

Eachpieceof informationor capabilitypresentat ary vertex is represente@dsa key called
(orkey ). Let denotethe setof keys. For example,recordsin a databasepassverdsstoredon a
computeyor computationatesource®f a computercanberepresentedskeys. Whenanattacler visits
averte, heis empaveredwith this additionalinformationor capability

If thereis achannebf acces®r communicatiorbetweertwo physicalentitieswhichfacilitatesinter-
action,thenadirectededce is createcbetweernthetwo correspondingertices pointingto the direction



of theallowedinteraction.Multiple channel®f communicatiorarepossible hencetherecanbemultiple
edgedetweertwo vertices.Let bethesetof edges.

The presencef a securitymeasureor anenforcedsecuritypolicy protectstheresourcesindallows
only authorizedinteraction. This deterrencds representeds a key challenge on the corresponding
channebf communicationAn exampleof akey challengds the passverd authenticatiomequiredprior
to accessingo asener.

If auserdoesnothave theright key to thekey challengethenheincursasigni cant costin breaking
or circumwenting the securitypolicy; legitimate accessncursonly a smallercostof meetingthe key
challenge For example,whenpassverd authentications used,if auserknows the passverd, heincurs
little or no cost,while anotheruserwho doesnt know the passverd will incur a highercostin breaking
the passveord. The costmetricis a relative quantity signifying the amountof deterrencefferedby one
securitymeasureover another It hasbeenabstractegsa non-n@ative integer for the purposef our
model.Figurel illustratesthe building block of our model.

Figurel: Basicbuilding block of akey challengegraph.Key isthekey challengeof theedge ,
is the costone hasto payto traverse without having Key , and is the corresponding
costif theattacler hasthekey.

The startingpoint of anattackcould be oneor moreverticesin the graph,which areassumedo be
initially compromisedy theattacler. Let  denotethis set.

Thetamgetof anattackcould alsobe oneor moreverticesin the graph. In caseof multiple targets,
thegoalis to compromiseall of them. Let the setof targetverticesbe denotedoy . An exampleof a
tamgetis a sourcecoderepositoryfor acommerciaproduct.

In whatfollows, we formalizethe aforementionedoncepts.

De nition 2.1(KeyChallengeGraph). A Key Challeng Graph isatuple:

where is the setof vertices, is the setof directededges(we allow multi-edgesj.e. is amulti-
graph), is theinitial setof compromisedvertices, is the setof target vertices( )s

is afunctionthatassignskeysto vertices, is afunctionthatassignskey
challengesindcoststo edges.

For instance, meanghatthekey  canbeobtainedat vertex
implies anassignmenbf a key challengeto edge , which requiresan attacler to producethe key
If hecannotdo so,thenheincursacost ; otherwise heincursasmallercost . An adwersarybegins
his attackat somepointin the setof compromisedhodesn thegraphandproceeddy visiting moreand
moreverticesuntil the target(s)is reached.At eachvisited vertex, the attacler addsthe corresponding
key to his collectionof keys picked up at previous vertices.Oncean attacler compromises vertex, he
continuedo have controloverit until theattackis completed.Thereforeary vertex appearsxactly once
in the attackdescription.While atrivial attackcanbe performedby visiting all reachableverticesuntil
thetamgetis reachedgostconstraintoccludesuchfreetraversals.



De nition 2.2 (Attacks and successfuhttacks). An attadkis a nite andorderedsequencef avertices
satisfyingthefollowing conditions:

1. for each , thereis somevertex suchthat ,
2. ,

The rst conditionis meantto say that the attacler mustgetto a new vertex  via a visited (or
compromisedyertex . A successfuattad is anattackthatcontainsall targetnodesin

The next importantaspecbf the modelis the costmetric. Althoughanattackis de ned exclusively
in termsof verticesthecostincurredby the attacler at a vertex is mainly dependentn the edgethathe
choosedo visit the vertex. We rst de ne the costof traversingan edgeandthenthe costof visiting a
new vertex. Thelatteris the basicunit of costmetricin our model.

De nition 2.3(Costof Traversingan Edge). Let  bethesetof visited verticessofar, includingthe

initially compromisedrertices,i.e. . For and , the costof traversingthe edge
, giventhat ,is  if ; otherwise,itis . (In

general, )
If , for technicalconveniencewe assumehat , where is some

uniquekey no nodehas.

De nition 2.4 (Costof Visiting a New Vertex). De ne  asabove. The costof visiting a new vertex
is de nedto be

costof traversing Q)

The costof an entire attackis measuredisa sumof the effort requiredto compromisendividual
verticeshy attemptingo counterthekey challenge®ntheedgeswith or withoutthekeysthatanattacler
hasalreadypickedup.

De nition 2.5(Costof an attack). Thecostof anattack is de ned as:
MINHACK 2)

where

The MIN-HACK problemis the problemof nding a minimum costsuccessfubttack,given a key
challengegraph.

2.3 The MINIMUM LABEL CovER (MLC ) problem

Given , aninstanceo theMLC problemconsistsof:
(i) abipartitegraph ,
(i) twosets and of labels,onefor andonefor ,and

(iii) for eachedge , arelation which de nes admissiblepairsof labelsfor that
edge.



A labelling is a pair of functions: and . Basically

a labelling associatea setof labelsto each , anda non-emptysetof labelsto each A
labelling covers an edge if, for every label assignedo , thereis somelabel
assignedo suchthat . A labellingis a completecover (or completelabel cover) if it
coversall edges.Let . The -costof alabeling isthe -normof thevector
. Speci cally,
-cost

And,  -cost . TheMLC problemisto nd acompletecover
with minimum  -cost.

It is not necessaryo assignmorethanonelabelto ary vertex . If a completelabel cover
assignanultiple labelsto somevertex , thenthe labelingobtainedby removing all but onelabel

from is alsoacompletecovering. Consequentlyhenceforthve canimposethe conditionthatvertices
in  getonly onelabeleach.

Hardnessesultsfor this problemweredevisedin [2,7,9]. Thecurrentbestresultis thatof [7], which
saysthatMLC is NP-hardto approximateo within , Where

2.4 The MINIMUM MONOTONE SATISFYING ASSIGNMENT (MM SA) problem

A monotonebooleanformula is a booleanformula over the basis , i.e. usesonly binary
connectves , and . Equivalently is arootedbinarytreewhereeachinternalnodeis labeledwith
either or andhasexactlytwo children,andeachleafis aboolearvariable.

TheMINIMUM MONOTONE SATISFYING ASSIGNMENT (MM SA) wasconsideredn [1] in relation
to the problemof nding thelengthof a propositionalproof. The MM SA problemis the problemof
nding atruth assignmensgatisfyingamonotonebooleanformulawhich minimizesthenumberof TRUE
variables.Theproblemwasshowvn to be atleastashardasL ABEL-COVER.

For eachpositiveinteger , MM SA s therestrictionof MM SA to formulasof depth . Forinstance,
MM SA 'sinstancesiremonotonebooleanformulasof theform AND of OR's of AND's. Following [7],
let  denotethe relation“polynomially relatedapproximation-ratio”. The authorsshaved that, for all

PCP MMSA MLC MMSA MM SA (3)

3 ReducingMMSA to MIN-HACK

We needto quotethefollowing resultfrom Dinur andSafra[7].

Theorem 3.1. It is NP-had to approximateMM SA to within a ratio of for any ,
whee

(4)

Thus,MMSA in generals notapproximabldo within ,assumind® NP. We now describea
reductionfrom MMSA to MIN-HACK sothattheapproximatiorratiois presered(with alinearblow-up
in inputsize).

Givena monotonebooleanformula . It is usefulto think of asafull binarytree
eachof whoseinternalnodeis eitheran AND or an OR, andeachof whoseleavesis labeledwith oneof
the variables . We give a nameto eachinternalnodeof (besidethelabel AND or OR) to
distinguishall nodesof
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Figure2: Exampleof thereductionfrom MMSA to MIN-HACK

The key challengegraph is constructedrom asfollows. (Referto
Figure2 for anillustrationof thereduction.)
Thekey set isthesetof all labelsof nodesin , alongwith threedummykeys , ,and . The

threedummykeys arenotthekey challengeof ary edgein

Thecompromisechodeset consistof justanode . We alusenotationsalittle bit hereby naming
this nodewith thekey it has.

Thetargetnodeset consistof anode whosekey is thelabelof therootof . Theideais that,
gettingto this nodeis the sameasverifying that is satis ed by sometruth assignment.

Thegraph  consistof two mainstagesthetruth assignmenandtheveri cation stages.

Thetruth assignmenstageconsistsof edgesrom to  nodeswith keys . One
alwayshasto payacostof to getto ary of thesenodes.Theseedgeshave key challenge (a dummy
key). Gettingto node corresponddo assigning to be TRUE. Hence,the numberof keys from

the attacler getsis the sameasthe numberof TRUE variablesin a truth assignmentor
For corvenienceall nodes to  areconnectedo adummynodewhichhaskey , anothemdummy
key notusedanywhereelse.Thecostto getto thedummynodeis always . Thekey challenge®f edges
leadingto thedummynodeis, again,

The veri cation stageis designedo make surethatthe combinationof keys that the attacler gets
from the rst stagecorrespondso atruth assignmensatisfying . Therearetwo typesof components
for this stage:the AND componentsandthe or componentsFor every internalnode with children
and of ,weconstructacomponentorrespondingo .

If isanAND nodethenconnecthedummynodeto anodewith key via anotherauxiliary node.
SeeFigure 3 for anillustration. The ideais that, to getthekey , oneneedsthe keys of both of its
children and , otherwiseonepaysa priceof . Nodethat,onecanusea costof to represent

. Thispointwill becomemoreobviouslater.

If isanoRnodethentogetthekey weonly needeitherkey orkey (seeFigured).

Recallanoteearliersayingthat canberepresentedly . Theproof of thefollowing lemma
assertghis point.

Lemma 3.2. For any positiveinteger . Themonotonebooleanformula hasa truth assignmentvith
atmost TRUE variablesif andonlyif thereis a successfuhittack onthegraph  with costat most .

Proof. Notethata true assignmenwith all ~ variablesassignedo TRUE would satisfy , andthata
successfulttackon  of cost canalwaysbe found (the attacler cangetall keys including corre-
spondingto a postordertraversalof ). Hence,if , thenthe theoremis trivially true. We



dummynode

Figure3: AND component

dummynode

Figure4: or component

assume
For the forward direction,assume hasa truth assignmenbf cost . Let bethe setof TRUE
variablesn thisassignmentTheattackin beginsby gettingall keys correspondingo variablesn

with cost . Theinternalnodes'keys canthenbe obtainedwith zerocostsince is satis ed by
assigningall variablesn  to be TRUE. Thebackwarddirectionis similar. O
Theorem 3.3. For every positiveconstant , It is NP-had to approximatethe MIN-HACK prob-

lemto within a ratio of
Proof. Thisfollowsdirectlyfrom Lemma3.2andTheorem3.1. O

We now have an“upperbound”for the hierarcly of MMSA mentionedn relation(3):
PCP MMSA MLC MMSA MM SA MIN-HACK (5)

Consequentlyif MIN-HACK is approximableo within (someconstantimes) , thenthe hierarcly
collapsesafter MMSA .

4 ReducingLABEL-COVER to MIN-HACK

In this section,we presenta reductionfrom MLC to MIN-HACK which preseresthe approximation

ratio. SinceMLC wasshaown to be not approximableto within for ary (unlessP =
NP) [7], thisreductiongivesanothermproof of thehardnessesultfor MIN-HACK.

Consideraninstanceof MLC consistingof a bipartitegraph , label sets ,
andrelation for eachedge . We shallconstructn polynomialtime aninstanceof
MIN-HACK



suchthatthereis acompletecoveringfor of costatmost if andonly if thereis afeasibleattackon
of costatmost , for ary positiveinteger . Let : : ,

and .

NotethatMLC hasthe -cost,i.e. thecostof alabelingis thetotalnumberof labelsatall vertices
in , countingmultiplicities. Without loss of generality we assumehat is feasible,namelythe
labeling where , for all , and

Thistrivial labelinghascost
The constructionof consistof two maincomponentgseeFigure5):  thelabel acquisition

! Labelacquisition

Labelveri®cation

Figure5: Overview of thereductionfrom MLC to MIN-HACK

componentorresponds$o assigningabelsto the verticesandpayingthe correspondingosts,and
thelabel veri cation componentorrespondso assertinghatthelabelingis valid.

Theinitial compromisedrertex is , i.e. , andthe tamgetvertex is , i.e.
Abusing notation,we shall alsousethe nameof a nodeto denotethe key it possesses(Nodesm our
reductionwill have differentkeys.)

We rst de ne the verticesin the label acquisitioncomponent(seeFigure 6). Thereis a vertex

Figure6: Thelabelacquisitioncomponent

(whosekey is ) for each , , and for each , andfor each
. Theideais that, if vertex is visited in an attack,then is in the setof labelsfor



where , and . Theedgesn thelabelacquisitioncomponengreall of theform

, Where and . For each , theedges have

, hamelywe canassignary label to for “free” Ontheotherhand,for each ,

the edge has where is someelusive key no vertex possesseslhe
ideais thataddingalabel tothesetof labelsof avertex imposesacostof .

With the veri cation componentve aim to verify that, for every , we have picked up some
label for suchthat,for every edge : contains for some for
which we do have key , hamely waschosento bein the labelsetof . Thus,theveri cation
componentonsistof aseriesof smallercomponents , eachof whichis meanto verify theabove fact
for

For ary , thecomponent consistof thefollowing vertices(seeFigure7):

Figure7: Thelabelveri cation component

(i) thestartingvertex to enterthecomponent,
(i) avertex for every label ,and

(iii) avertex for everylabel andevery suchthat

The edgesetfor component is de ned asfollows. Thereis anedge for every label
, where

Theideais that,in orderto visit we musthave pickedup alabel for vertex , otherwisewe
would be payingavery high cost.In thepicture,weuse todenote
Let be the setof neighborsof in . Thereis anedgein  of theform
for everylabel suchthat . Thus,thereareasmary copies
of this edgeastherearesuch . Thecopy of theedgecorrespondingo  haskey challenge ;
otherwiseapriceof isto bepaid. Theideais that,in orderto walk from to ,we
needto have oneof the keys , which meanghe labelinghascoveredthe edge f
it sohappenghatthereis nosuch , we putbetween and anedgewith theelusive
key challenge , andthe “in nity” cost . Thatcompleteghe veri cation thatedge
is covered. We needto also checkthat are covered. This is doneby serially
connectingsimilar componentspnefor each .
Thisconstructiorcanclearlybedonein polynomialtime,andit is easyto verify that hasacomplete
coveringof costatmost if andonly if hasa feasibleattackof costatmost . Speci cally, when
(thein nity cost)we usethetrivial attackcorrespondingo thetrivial coverwhich assigns

to eachvertexin . When , we usethetrivial correspondendeetweera.completdabeling
andasuccessfuattackaslaid outin the constructiorof the MIN-HACK instance.



5 ReducingPCPto MIN-HACK

In this section,we give a direct proof that MIN-HACK is not approximableto within for ary
by usinga PCPcharacterizatiomf NP with almostpolynomially small error probability [6].
This PCPcharacterizatiomanbe summarizedn thefollowing theoremwhich we quotefrom [7].

Theorem5.1(Dinur etal. [6]). Let bearbitrary and . Let be
a systenof booleanconstaintsover variables sud thatead constrint depend®n
variables,andead variabletakesvaluesin a eld  of size . Then,it is NP-had
to decidebetweerthefollowing two cases:
Yes: There is an assignmento the variablessud thatall are satis ed.
No: No assignmentansatisfymore than fractionof the

The generalstratay to prove a hardnesgesultfor MIN-HACK is to show thatif the MIN-HACK
is approximableo within a certainratio, thenit is possibleto distinguishbetweenthe yEs andthe NO
instance®f the booleanconstraintsatishctionproblemmentionedn Theoremb.1. Theideaisto nd a
“gap-preservingteductionfrom  to aninstanceof MIN-HACK. We shallfollow theline of Dinur and
Safra[7]. Thefollowing reductionshaws thatthe threeproblemsMLC , MMSA, andMIN-HACK are
closelyrelated.

Supposewne are given an instance asin Theorem5.1with  variables

. For each , let  denotethesetof all constraints which dependon . For each
constraint |, let denoteall thevariableghat  depend®n.

An attackgraph canbe constructedvith more or lessthe sameformat asthe reductionfrom
MLC. Figures8 and9 arealmostself-explanatory The graph has astheinitially compromised

Satisfiability verification components

Figure8: Overview of thereductionfrom PCPto MIN-HACK

vertex, thetamgetvertex, andtwo typesof componentsthe assignmenacquisitioncomponenanda

seriesof satis ability veri cation componentonefor each . (Theedgesor nodeswith no
labelsaredummyedgesandnodeswith dummykeys andcostszeros.)
The assignmenacquisitioncomponentonsistsof verticesof theform , for all and

. As usual,we usenodes'labelsto alsodenotethe keys the nodeshave. To getthe key
theattacler hasto paythe price of
In thesatis ability veri cation componenfor  (seeFigure9), thereareanumberof parallelpaths,
onefor eachassignment which satis es . In orderto getthroughthis veri cation com-
ponentfor , theattaclerneeddo have atleastonecompletesetof keys
for someassignment thatsatis es

Lemma5.2(Completeness).If s satis able, thenthereis a successfuhttad on with cost

10



Figure9: Thesatis ability veri cation componentor

Proof. Let be someassignmentvhich satises . A successfuhttackcan be constructedoy rst
grabbingall thekeys , . Thetotal costof gettingthesekeysis
sinceeachconstraints dependenbn  variables.

To getto , the attacler canthen get throughthe componentf the by following the path

correspondingo ineach . O
Lemma 5.3 (Soundness).Considerany , andlet . If there is a successfuattadk on

with costat most , thenthereis anassignmensatisfyinga fractionof constaints
in
Proof. Foreach , let

theattacler visitednode
Notethatvisiting incursa costof . Hence the costof the entireattackis
(6)

Considerthe probability distribution on ~ whereevery elementsof ~ arechosenby rst uniformly
choosea constraint at random,and then choosea variable that dependson at random. The
probability of pickinga particular is——  ——. Hencerelation(6) implies

E -

Callavariable badif . By Markov inequality

Prob Prob E —

In otherwords,the probability of hitting a badvariablein this distribution is at most . We thus
have

— Prob isbad

Prob containsabadvariable Prob isbad containsabadvariable

Prob containsabadvariable —

11



Consequentlyat leasthalf of the containsno badvariable.

To thisend,de ne arandomassignment by assigningo some uniformly.
Sincethe attackwas successfulfor each  the attacler musthave gottenthroughone of the parallel
pathsin the veri cation componenfor  correspondingo someassignment thatsatises . The

probability that for all is ——, which is at least for the
which do not containbadvariables. Combinedwith the factthatat leasthalf of the  do not contain
badvariableswe concludethatthereis someassignmenthatsatis esa fractionof as
desired. 0
A PCPproofof Theoem3.3. For ary , we wantto shov thatthereis no approximation
for MIN-HACK, unlessP=NP Pick ary  suchthat . Pick and in Theorem5.1
suchthat and . With theseparametersit is easyto seethat
Considetthe constructiorof describedhbore. We will shaw that,if thereisa -approximation

algorithmfor MIN-HACK, thenthealgorithmcanalsobeusedto decidethe Y ES andNO instance®f the
constraintsatisfictionproblem.

Givenaninstance of theconstrainsatishctionproblem.Thestratgyistorunthe -approximation
algorithmontheinstance constructedrom andreporty Es iff theanswelis atmost . Clearly,
if isayes-instancethentheanswelis at most becauseby the completeneskemmathe optimal
solutionisatmost . Ontheotherhand,by the soundneskemmatheapproximatioralgorithmreturns
ananswerat most only whena fraction of constraintof  aresatis ed,implying
is ayesinstance. O

6 Analysisof someheuristicsfor MIN-HACK

In this section,we analyzetwo variationsof Dijkstra's like heuristicsfor MIN-HACK, which arebeing
implementedand evaluatedas part of our researctproject. To simplify presentationye shallassume
thatthereis only oneinitial compromisedode(i.e. ) andonesingletarget(i.e. ). The
lower boundson theapproximatiorratioshold for the generakcase nevertheless.

The rst obviousideais to mimic Dijkstra's algorithmfor the - shortestpathproblem. We start
with a set , andkeepaddinginto the cheapespossiblevertex we canreach(usingboththe
costfunctionandthe combinationof keys we getsofar). In the processeachnewly addedvertex has
informationaboutwhich sequenc®f verticeswasusedto getto . We usevVER-SEQ  to denotethe
sequencef verticesleadingto . Initially, VER-SEQ NIL (the emptysequencejor all vertices.
Letcost denotethe currentestimateccostof gettingto , all of whichare  exceptfor the costof
being . After all verticesarereachedwe take the sequencéeadingto asthe nal answer Notethat
we cannotstopafter is reachedpecauseéheremightbeacheapesequencéo if we arewilling to go
further The pseudacodefor thisideais asfollows.

DIJKSTRA-BASED HEURISTIC

1 , cost

2: cost for all

3: VER-SEQ NIL for all

4: while do

5. Choose from with smallestcost

6:

7. Let Dbethecollectionof keysin VER-SEQ

8: for each suchthat do
9: Let

12



10: if VER-SEQ and andcost cost then

11: cost cost

12: VER-SEQ VER-SEQ /I adjoining attheendof VER-SEQ
13: endif

14: if VER-SEQ and andcost cost then

15: cost cost

16: VER-SEQ VER-SEQ

17: endif

18: endfor

19: endwhile

20: ReturnvER-SEQ

Proposition 6.1. Thealgorithmabove doesnot approximatethe optimal solutionto within anyratio.

Proof. Considera graph consistingof a directedpath , and anotherdirectededge
. All edgedrom onthepathhas -cost , -costzero,andkey challenge . Theedge
has -costequalto andkey challenge . It is obviousthatthe optimalsolutionhascost ,
while thealgorithmabove returnsthe sequence of cost . O

Theproblemis clear Thesequenc&ER-SEQ  doesnotallow usto take advantageof thefactthat
we might be ableto wanderaway from andcomebackto with zerocost. This ideacaneasilybe
incorporatednto the algorithm,namelyeachtime we adda new vertex into , we alsocheckaround

to seeif ary vertex canbe addedfor free. If thisis the casewe canmodify VER-SEQ  accordingly
Thus, the sequence/ER-SEQ  may include morethanonce. Let us call this strateyy MODIFIED
DIJKSTRA HEURISTIC.

Proposition 6.2. ThealgorithmmoDIFIED DIJKSTRA HEURISTIC hasat leastan exponentialapproxi-
mationratio.

Proof. This modi ed heuristicwill beableto detectacost attackto . However, it will notbeableto
detectthattheremightbeasmallcost“sacri ce” we canmale.
Considerthe examplebuild asin the previous proposition.The only differenceis thatthe -costof

isnow . Thesamesolutionis still returned.Theinputsizeof the problemis . Theratio
betweerthe solutionreturnedby the new heuristicandthe optimal solution( ) is exponential
in termsof theinputsize. O

Onemaybeasking,“what if welook around upto aradius andkeepall possiblecombinations,
includingtheoneswith costsgreateithan ?” Sincethereareupto
combinationsof waysto get from , the radius canonly be a constantfor the algorithmto have
polynomialrunningtime. The sameconclusionholds aboutthe exponentialapproximationratio. We
simply putvertex  in theexampleabove atadistance from .
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