
On theHardnessof ApproximatingtheM IN-HACK Problem

RamkumarChinchani,DucHa,AnushaIyer, HungQ. Ngo,andShambhuUpadhyaya
ComputerScienceandEngineering,

201Bell Hall
StateUniversityof New York atBuffalo,

Amherst,NY 14260,USA.
�

rc27,ducha,aa44,hungn go,s hambhu � @cse. buff al o. edu

Abstract

We studythehardnessof approximationfor the M INIMUM HACKING problem,which roughly
canbedescribedastheproblemof �nding thebestwayto compromisesometargetnodesgivenafew
initial compromisednodesin anetwork. Wegivethreereductionsto show thatM INIMUM HACKING

is notapproximableto within ����� �	��

�����
� where������� �

� ����� ������


, for any �! "�$#%� . In particular, the
reductionsarefrom a PCP, from the M INIMUM LABEL COVER problem,andfrom the M INIMUM

MONOTONE SATISFYING ASSIGNMENT problem.Wealsoanalyzesomeheuristicsonthisproblem.

1 Intr oduction

TheM INIMUM COST HACKING problem(M IN-HACK for short),recentlyintroducedin [4], canroughly
bedescribedastheproblemof �nding anoptimalmethodto hackinto asetof targetnodesgivenaninitial
setof compromisednodesof anetwork representedby adirectedgraph & . Thegraph & is referredto as
thekey challengegraph. For thehacker to traverseanedge')(+*-,/.1032 of thegraph,thehackerhasto pay
someprice.Theedge' to bevisitedhasa key challenge 465 suchassomeauthenticationdata,or records
in a database.If thehacker possessesthekey 475 , thenheonly needsto paya smallprice 8
9 , otherwise
hehasto paya largerprice 8;: for traversingtheedge.Eachnode0 possessessomepieceof information

<

*-032 , which might bea key to traversesomeedgein thegraph. Hence,themorenumberof nodesthe
hacker is ableto hackinto, themorekeys (information)hepossesses,andthusthemorelikely hewill be
ableto hackinto therestof thenodeswith lowercost.

TheM IN-HACK problemhasbeenshown to be =?> -hardin [4]. In this paper, we addresstheques-
tion of how hardit is to approximateM IN-HACK to within someratio. Wewill show thatM IN-HACK is
notapproximableto within @�A%*CBD2FE�(HGJILKNMPOJQ�RCS�T�U , whereVW(+XZY

:

KNMPOJKNMPO\[%Q

, for any 8)]^X%_�G . Thisnegative
resultwill be shown via threereductions,which areof independentinterests,at leastfor pedagogical
reason.Thereductionsarefrom M INIMUM LABEL COVER (MLC), from aPCPcharacterizationof =`>

(mimickinganideaof Dinur andSafra[7]), andfrom theM INIMUM MONOTONE SATISFYING ASSIGN-
MENT (MMSA) problem.In fact,thereis anhierarchy of MMSA numberedfrom MMSA a , b�(+X;.\G6.�c%c%c

Our reductionshows thatM IN-HACK is on topof thishierarchy, namelyfor any b!dfe ,

PCP g MMSA hig MLC g MMSA jiglk�k%k7g MMSA aDg M IN-HACK .

where g denotethe relation “polynomially relatedapproximationratio.” Although quite unlikely, if
M IN-HACK canbeapproximatedto within @�Am*-B/2 , thenthehierarchy collapses.Wehavenotbeenableto
reduceany problemin “class e ” to M IN-HACK. (Classe consistsof problemswith non-approximability
ratio Bon like MAX-CLIQUE and COLORING [3].) We alsoanalyzethe approximationratiosof some
common-senseheuristicsfor thisproblem.
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The restof thepaperis organizedasfollows. Section2 formally presentsour problemandrelated
backgroundmaterials.Sections3, 4, and5 presentthreedifferentreductionsto show the hardnessof
M IN HACK. Section6 givesouranalysisof severalDijkstra's likeheuristicsfor thisproblem.

2 Preliminaries

2.1 NP optimization problems,approximation algorithms, and approximation ratios

Moredetailedde�nitions andnotationsrelatingto optimizationproblemsandapproximationalgorithms
canbefoundin severalbookssuchas[8,10,11]. Webrie�y de�ne relatedconceptshere.

Following [5], anNPoptimizationproblem � is a e -tuple *�� . sol. cost. OPT 2 , where

�

� is thesetof polynomial-timerecognizableinstancesof � .

� For each����� , sol*�� 2 is thesetof feasiblesolutionsfor � . Feasiblesolutionsarepolynomially
boundedin sizeandpolynomial-timedecidable.

� For each�	�	� .�
�� sol*�� 2 , cost*
�/.�
 2 – a positive integer– is theobjective valueof thesolution

 . Theobjective functioncostis polynomial-timecomputable.

� Lastly, OPT ���������o.�������� refersto the goal of the optimizationproblem: �nding a feasible
solutionmaximizingor minimizing theobjectivevalue.

Theclassof NPoptimizationproblemsis denotedby NPO.TheclassNPOPBconsistsof NPOproblems
whoseobjective functionsarepolynomiallybounded.

We use � *
�o2 to denotetheoptimalobjective valueof aninstance� of problem � . Givena feasible
solution 
 for aninstance� of � , theapproximationratioof 
 is

�

*��D.�
32FEL(������

 

cost*
�/.�
 2

� *�� 2

.

� *�� 2

cost*
�/.�
 2�!

c

Given a function " E$#&% '$( , an "3*CBD2 -approximationalgorithm ) for � is a polynomial-time
algorithmwhich,on input instance�*��� , returnsa feasiblesolution 
 for � suchthat

�

*��D.�
32,+�"3*.- �/-N2 .
Wewill use) *�� 2 to denotecost*
�/.�
 2 , thecostof thesolutionreturnedby ) on � .

2.2 The M IN-HACK problem

In arecentpaper[4], wehavedevisedamodelfor computersystemvulnerabilityassessment.Themodel
canroughlybedescribedasfollows.

An instanceof the model is constructedby a securityanalystwho is awareof the computational
infrastructure.Beforeformally de�ning themodel,let us�rst motivateits formulation.

Any physical entity on which someinformationor capabilitycanbe acquiredis representedasa
vertex of a graph,which shallbecalledthekey challenge graph. Let 0 bethesetof vertices.Typically,
verticesarepointsin thenetwork wheresomeinformationmaybegainedsuchasa databaseserver or
simply any computersystemwhoseresourcescanbeusedor misused.

Eachpieceof informationor capabilitypresentat any vertex 0 is representedasa key called <

*-032

(or key *C032 ). Let 1 denotethe setof keys. For example,recordsin a database,passwordsstoredon a
computer, or computationalresourcesof acomputercanberepresentedaskeys. Whenanattackervisits
avertex, heis empoweredwith thisadditionalinformationor capability.

If thereis achannelof accessor communicationbetweentwo physicalentitieswhichfacilitatesinter-
action,thena directededge is createdbetweenthetwo correspondingvertices,pointingto thedirection
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of theallowedinteraction.Multiple channelsof communicationarepossible,hencetherecanbemultiple
edgesbetweentwo vertices.Let � bethesetof edges.

Thepresenceof a securitymeasureor anenforcedsecuritypolicy protectstheresourcesandallows
only authorizedinteraction. This deterrenceis representedas a key challenge on the corresponding
channelof communication.An exampleof akey challengeis thepasswordauthenticationrequiredprior
to accessingto aserver.

If auserdoesnothavetheright key to thekey challenge,thenheincursasigni�cant costin breaking
or circumventing the securitypolicy; legitimateaccessincursonly a smallercostof meetingthe key
challenge.For example,whenpassword authenticationis used,if a userknows thepassword,heincurs
little or no cost,while anotheruserwho doesn't know thepassword will incur a highercostin breaking
thepassword. Thecostmetric is a relative quantitysignifying theamountof deterrenceofferedby one
securitymeasureover another. It hasbeenabstractedasa non-negative integer for thepurposesof our
model.Figure1 illustratesthebuilding blockof ourmodel.

u v

Key �

I

Key ���

A

S

�

A��

R

Key �

Figure1: Basicbuilding blockof akey challengegraph.Key
5

is thekey challengeof theedge')( *-,/.1032 ,
8
: is thecostonehasto pay to traverse *-,/.1032 without having Key

5

, and 8�9 ] 8
: is the corresponding
costif theattackerhasthekey.

Thestartingpoint of anattackcouldbeoneor moreverticesin thegraph,which areassumedto be
initially compromisedby theattacker. Let 0	� denotethisset.

The targetof anattackcouldalsobeoneor moreverticesin thegraph. In caseof multiple targets,
thegoal is to compromiseall of them. Let thesetof targetverticesbedenotedby 0	
 . An exampleof a
targetis asourcecoderepositoryfor acommercialproduct.

In whatfollows,we formalizetheaforementionedconcepts.

De�nition 2.1(Key ChallengeGraph). A Key ChallengeGraph & is a tuple:

& ( * 0Z.��
��1 . 0
�

. 0�
P.

<

.PV�2$.

where 0 is the setof vertices,� is the setof directededges(we allow multi-edges,i.e. & is a multi-
graph), 0�� is the initial set of compromisedvertices, 0


 is the set of target vertices( 0

��

0�� (�� ),
<

E 0 % 1 is a functionthatassignskeys to vertices,V E�� %&1�� #���# is a functionthatassignskey
challengesandcoststo edges.

For instance,<

*-0 :\2 ( 4�� meansthat the key 4�� canbe obtainedat vertex 0 : , V3* '�:\2 ( * 4 :�.�8
:�.�8�9�2

impliesanassignmentof a key challengeto edge'J: , which requiresanattacker to producethekey 4 : .
If hecannotdo so,thenheincursa cost 8�: ; otherwise,heincursa smallercost 8m9 . An adversarybegins
hisattackatsomepoint in thesetof compromisednodesin thegraphandproceedsby visiting moreand
moreverticesuntil the target(s)is reached.At eachvisitedvertex, theattacker addsthecorresponding
key to his collectionof keys pickedup at previousvertices.Onceanattacker compromisesa vertex, he
continuesto havecontrolover it until theattackis completed.Therefore,any vertex appearsexactlyonce
in theattackdescription.While a trivial attackcanbeperformedby visiting all reachableverticesuntil
thetargetis reached,costconstraintsoccludesuchfreetraversals.
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De�nition 2.2(Attacks and successfulattacks). An attack is a�nite andorderedsequenceof avertices
*-06:�.P0�9
.%c�c%c�.P0�� 2 satisfyingthefollowing conditions:

1. for eachb � �6X .%c%c�c�.

�

� , thereis somevertex ,��*0 �

�

�%0 : .%c%c�c�.P0 a��o: � suchthat *C,D.P0 a 2 � � ,

2. 0 �

� �m0 : .%c�c%c�.10 � � ( � ,

The �rst condition is meantto say that the attacker mustget to a new vertex 0 a via a visited (or
compromised)vertex , . A successfulattack is anattackthatcontainsall targetnodesin 0 


Thenext importantaspectof themodelis thecostmetric. Althoughanattackis de�ned exclusively
in termsof vertices,thecostincurredby theattackerat a vertex is mainly dependenton theedgethathe
choosesto visit thevertex. We �rst de�ne thecostof traversinganedgeandthenthecostof visiting a
new vertex. Thelatteris thebasicunit of costmetricin ourmodel.

De�nition 2.3(Cost of Traversing an Edge). Let 0�� bethesetof visitedverticessofar, includingthe
initially compromisedvertices,i.e. 0 �	� 0
� . For , ��0
� and 0 _��0
� , thecostof traversingtheedge

' ( *-,/.1032 � � , given that V3* ' 2W( * 4 .P8 : .�8�9�2 , is 8 : if 4 _� �

<

*�� 2 -
� � 0
�

� ; otherwise,it is 8%9 . (In
general,8 :�� 8%9 .)

If ' ( *C,D.P032 _� � , for technicalconveniencewe assumethat V3* ' 2 ( *�4 .�� .�� 2 , where 4 is some
uniquekey nonodehas.

De�nition 2.4 (Cost of Visiting a New Vertex). De�ne 0�� asabove. Thecostof visiting a new vertex
0 _�*0

� is de�ned to be

�

*C0 . 0

�

2Z( � ��� � costof traversing *C,D.P032 -�,��*0

�

��c (1)

The costof an entireattackis measuredasa sumof the effort requiredto compromiseindividual
verticesby attemptingto counterthekey challengesontheedgeswith or withoutthekeysthatanattacker
hasalreadypickedup.

De�nition 2.5(Costof an attack). Thecostof anattack *C03:�.%c�c%c%.10�� 2 is de�ned as:

M INHACK *C0
:

.�c%c�c�.P0
�

2Z(

�

�

a��/:

�

*C0
a

. 0
a

2\. (2)

where 03aD( 0��

�

�m06:�.%c�c%c�.10 a��o: � .

The M IN-HACK problemis the problemof �nding a minimum costsuccessfulattack,given a key
challengegraph.

2.3 The M INIMUM LABEL COVER� (MLC� ) problem

Given � � # ( , aninstanceto theMLC� problemconsistsof:

(i) abipartitegraph & (+*��

�

0
��� 2 ,

(ii) two sets� : and � 9 of labels,onefor � andonefor 0 , and

(iii) for eachedge'�� � , a relation � 5
�

� : ��� 9 which de�nes admissiblepairsof labelsfor that
edge.
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A labelling *��J:�.�� 9%2 is a pair of functions: �J:`E � % G��

S

and � 9 E$0 % G��

���

� � � . Basically,
a labelling associatesa setof labelsto each , � � , anda non-emptysetof labelsto each0�� 0 . A
labelling covers an edge ' ( *-,/.1032 � � if, for every label � 9 assignedto 0 , thereis somelabel � :

assignedto , suchthat *��
:%.	� 9�2 � �)5 . A labelling is a completecover (or completelabel cover) if it
coversall edges.Let � ( �m,D:%.�c%c%c�.1,

Q

� . The 


� -costof a labeling *��J:%.��;9 2 is the 


� -normof thevector
*.-���:m*C, :\2 -�.�c%c�c�.�-���:m*C,

Q

2�-N2 ��
 Q . Speci�cally,




� -cost*���:%.��;9�2Z(+*.-���:m*C, :\2 -

���

k%k�k

�

-���:m*-,

Q

2 -

�

2

:��

�

c

And, 
�� -cost*��J:�.�� 9�2 ( ����� � - �J:m*C, a 2�- E�X + b + B � . The MLC� problemis to �nd a completecover
with minimum 
 � -cost.

It is not necessaryto assignmorethanone label to any vertex 0�� 0 . If a completelabel cover
assignsmultiple labelsto somevertex 0 ��0 , thenthe labelingobtainedby removing all but onelabel
from 0 is alsoa completecovering. Consequently, henceforthwe canimposetheconditionthatvertices
in 0 getonly onelabeleach.

Hardnessresultsfor thisproblemweredevisedin [2,7,9]. Thecurrentbestresultis thatof [7], which
saysthatMLC� is NP-hardto approximateto within � * G

ILKNMPO�Q�R
S�T�U$2 , whereV ( *������������!B/2

� A

.�� 8 ] X%_�G .

2.4 The M INIMUM MONOTONE SATISFYING ASSIGNMENT (MMSA) problem

A monotonebooleanformula � is a booleanformula over the basis � � .�! � , i.e. � usesonly binary
connectives � , and ! . Equivalently, � is a rootedbinary treewhereeachinternalnodeis labeledwith
either � or ! andhasexactly two children,andeachleaf is abooleanvariable.

TheM INIMUM MONOTONE SATISFYING ASSIGNMENT (MMSA) wasconsideredin [1] in relation
to the problemof �nding the lengthof a propositionalproof. The MMSA problemis the problemof
�nding atruthassignmentsatisfyingamonotonebooleanformulawhichminimizesthenumberof TRUE

variables.Theproblemwasshown to beat leastashardasLABEL-COVER.
For eachpositiveinteger b , MMSA a is therestrictionof MMSA to formulasof depthb . For instance,

MMSA h 's instancesaremonotonebooleanformulasof theform AND of OR'sof AND's. Following [7],
let g denotetherelation“polynomially relatedapproximation-ratio”.Theauthorsshowed that, for all

bZd e ,
PCP g MMSA hig MLC g MMSA j g k�k%k6g MMSA a (3)

3 ReducingMMSA to M IN-HACK

Weneedto quotethefollowing resultfrom Dinur andSafra[7].

Theorem 3.1. It is NP-hard to approximateMMSA h to within a ratio of � *�@�A%*CBD2P2 for any 8 ] Xm_�G ,
where

@;Am*-B/2 EL(HG

ILKNMPOJQ�R
S T�U

.?VW(+X Y

X

���"�������

A

B

c (4)

Thus,MMSA in generalis not approximableto within @
A

*-B/2 , assumingP #( NP. We now describea
reductionfrom MMSA to M IN-HACK sothattheapproximationratio is preserved(with alinearblow-up
in inputsize).

Givena monotonebooleanformula $�*��/: .%c%c�c%.�� � 2 . It is usefulto think of $ asa full binarytree % ,
eachof whoseinternalnodeis eitheran AND or an OR, andeachof whoseleavesis labeledwith oneof
the variables�D:�.%c�c%c�.�� � . We give a nameto eachinternalnodeof % (besidethe label AND or OR) to
distinguishall nodesof % .
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Figure2: Exampleof thereductionfrom MMSA to M IN-HACK

The key challengegraph &�� ( * 0Z. � ��1 . 0���. 0



.

<

.�V�2 is constructedfrom $ asfollows. (Refer to
Figure2 for anillustrationof thereduction.)

Thekey set 1 is thesetof all labelsof nodesin % , alongwith threedummykeys � , 4 , and 4�� . The
threedummykeysarenot thekey challengeof any edgein &�� .

Thecompromisednodeset 0	� consistsof justanode� . Weabusenotationsalittle bit hereby naming
thisnodewith thekey it has.

Thetargetnodeset 0

 consistsof a node � whosekey is the labelof theroot of % . Theideais that,

gettingto this nodeis thesameasverifying that $ is satis�edby sometruthassignment.
Thegraph &�� consistsof two mainstages:thetruth assignmentandtheveri�cation stages.
The truth assignmentstageconsistsof � edgesfrom � to � nodeswith keys �

:
.��

9
.%c�c%c�.��

� . One
alwayshasto paya costof X to get to any of thesenodes.Theseedgeshave key challenge4 (a dummy
key). Getting to node � a correspondsto assigning� a to be TRUE. Hence,the numberof keys from

���D:�.%c�c%c�.���� � theattacker getsis thesameasthenumberof TRUE variablesin a truth assignmentfor $ .
For convenience,all nodes�D: to � � areconnectedto a dummynodewhich haskey 4

� , anotherdummy
key notusedanywhereelse.Thecostto getto thedummynodeis always � . Thekey challengesof edges
leadingto thedummynodeis, again, 4 .

The veri�cation stageis designedto make surethat the combinationof keys that the attacker gets
from the �rst stagecorrespondsto a truth assignmentsatisfying $ . Therearetwo typesof components
for this stage:the AND components,andthe OR components.For every internalnode  with children �

and 8 of % , we constructacomponentcorrespondingto  .
If  is anAND node,thenconnectthedummynodeto a nodewith key  via anotherauxiliary node.

SeeFigure3 for an illustration. The idea is that, to get the key  , oneneedsthe keys of both of its
children � and 8 , otherwiseonepaysa priceof � . Nodethat,onecanusea costof �

�

X to represent
� . Thispoint will becomemoreobviouslater.

If  is anOR node,thento getthekey  weonly needeitherkey � or key 8 (seeFigure4).
Recalla noteearliersayingthat � canberepresentedby �

�

X . Theproof of thefollowing lemma
assertsthispoint.

Lemma 3.2. For anypositiveinteger � . Themonotonebooleanformula $ hasa truth assignmentwith
at most� TRUE variablesif andonly if there is a successfulattack on thegraph &!� with costat most� .

Proof. Note that a true assignmentwith all � variablesassignedto TRUE would satisfy $ , andthat a
successfulattackon &"� of cost � canalwaysbe found (the attacker canget all keys including corre-
spondingto a postordertraversalof % ). Hence,if � d

�

�

X , thenthe theoremis trivially true. We
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Figure4: OR component

assume� +

� .
For the forward direction,assume$ hasa truth assignmentof cost � . Let � be the setof TRUE

variablesin thisassignment.Theattackin &�� beginsby gettingall keyscorrespondingto variablesin �

with cost � ( - � - . Theinternalnodes'keys canthenbeobtainedwith zerocostsince $ is satis�edby
assigningall variablesin � to beTRUE. Thebackwarddirectionis similar.

Theorem 3.3. For everypositiveconstant8 ] Xm_�G , it is NP-hard to approximatetheM IN-HACK prob-
lemto within a ratio of � *�@�A�*CBD2P2 .

Proof. This followsdirectly from Lemma3.2andTheorem3.1.

We now havean“upperbound”for thehierarchy of MMSA mentionedin relation(3):

PCP g MMSA hig MLC g MMSA jiglk%k�k7g MMSA aDg M IN-HACK (5)

Consequently, if M IN-HACK is approximableto within (someconstanttimes) @JAm*-B/2 , thenthehierarchy
collapsesafterMMSA j .

4 ReducingLABEL-COVER to M IN-HACK

In this section,we presenta reductionfrom MLC : to M IN-HACK which preservesthe approximation
ratio. SinceMLC : wasshown to be not approximableto within @�Am*-B/2 for any 8 ] X%_�G (unlessP =
NP) [7], this reductiongivesanotherproofof thehardnessresultfor M IN-HACK.

Consideran instanceof MLC : consistingof a bipartitegraph & ( *��

�

0 . � 2 , label sets � :%. � 9 ,
andrelation �)5

�
� : � � 9 for eachedge' � � . We shallconstructin polynomialtime aninstanceof

M IN-HACK

&

���

(+* 0

���

. �

���

��1 . 0�� . 0



.

<

.�V�2
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suchthatthereis acompletecoveringfor &

���

of costatmost 8 if andonly if thereis afeasibleattackon
&��

5��

of costatmost 8 , for any positiveinteger 8 . Let � ( �m,/:%.�c%c%c�.1,

Q

� , 0^( �%06:�.%c%c�c�.P0�� � , �

:F( - � :�- ,
and �

9 ( - � 9 - .
NotethatMLC : hasthe 
 : -cost,i.e. thecostof a labelingis thetotalnumberof labelsatall vertices

in � , countingmultiplicities. Without lossof generality, we assumethat &

���

is feasible,namelythe
labeling * �J:%.��;9�2 where ��:
*-,o2 ( �W: , for all , � � , and

�;9;*C032 �

�

I��

� �

R��	�

� � 9 -�* �m: .�� 9�2 ��. � 0 �*0 c

This trivial labelinghascost � �

: .
Theconstructionof &

���

consistsof two maincomponents(seeFigure5): *-b 2 the label acquisition




�

�

�

�

�
� ���

Labelveri®cation

Labelacquisition

���

Figure5: Overview of thereductionfrom MLC : to M IN-HACK

componentcorrespondsto assigninglabelsto theverticesandpayingthecorrespondingcosts,and *-b b 2

thelabel veri�cation componentcorrespondsto assertingthatthelabelingis valid.
The initial compromisedvertex is 0�� , i.e. 0�� ( �%0 � � , andthe target vertex is 0


 , i.e. 0



( �%0



� .
Abusingnotation,we shall alsousethe nameof a nodeto denotethe key it possesses.(Nodesin our
reductionwill havedifferentkeys.)

We �rst de�ne the verticesin the label acquisitioncomponent(seeFigure 6). Thereis a vertex

���

�����
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���

�����
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�

�� ��� 

�
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�
���

�

�

�

�

�

�

���

�

�

�

�

Figure6: Thelabelacquisitioncomponent

*-, a�.��

:

!

2 (whosekey is *C, a .	�

:

!

2 ) for each , a � � , �

:

!

� � : , and *-0 a .��

9

!

2 for each0 a � 0 , andfor each
�

9

!

� � 9 . The ideais that, if vertex *�� .���2 is visited in an attack,then � is in the setof labelsfor � ,
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where � � �

�

0 , and � � � :

�

� 9 . Theedgesin the labelacquisitioncomponentareall of theform
*-0 ��.m*�� .�� 2P2 , where � � �

�

0 and ��� � :

�

� 9 . For each0 a � 0 , theedges' ( *-0�� .
*C0
a .��

9

!

212 have
V *�' 2 (+*C0 ��. �6. ��2 , namelywecanassignany label �

9

! to 0 a for “free.” Ontheotherhand,for each, a � � ,
theedge' ( *C0 ��.m*C, a .��

:

!

212 has V3*�' 2 ( * 4 .mX;. �J2$. where 4 is someelusive key no vertex possesses.The
ideais thataddinga label �

:

! to thesetof labelsof avertex , a imposesa costof X .
With the veri�cation componentwe aim to verify that, for every 0�� 0 , we have picked up some

label � 9 � � 9 for 0 suchthat,for every edge *C,D.P032 � � , �

I��

� �

R

contains* �m:�.	� 9�2 for some�
: � � : for
which we do have key *C,D.��m:$2 , namely �m: waschosento be in the labelsetof , . Thus,theveri�cation
componentconsistsof aseriesof smallercomponents� a , eachof which is meantto verify theabovefact
for 0 a .

For any 0

!

��0 , thecomponent� ! consistsof thefollowing vertices(seeFigure7):
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Figure7: Thelabelveri�cation component� !

(i) thestartingvertex 0

! to enterthecomponent,

(ii) avertex *
�

!

.��

9

�

2 for every label �

9

�

� � 9 , and

(iii) avertex *
�

!

.P, a .��

:

�

2 for every label �

:

�

� � : andevery , a/� � suchthat *C, a .P0

!

2 � � .

Theedgesetfor component�

! is de�ned asfollows. Thereis anedge *-0

!

.m*
�

!

.	�

9

�

2P2 for every label
�

9

�

� � 9 , where
V3*P*-0

!

.
*
�

!

.��

9

�

2P212Z(���*C0

!

.��

9

�

2$.

� �

:

�

X . ���!c

Theideais that,in orderto visit *��

!

.��

9

�

2 we musthave pickedup a label �

9

� for vertex 0

! , otherwisewe
wouldbepayingaveryhighcost.In thepicture,we use � to denote� �

:

�

X .
Let �F*-032 (��m, a

S

.%c�c%c�.P, a�� � be the setof neighborsof 0

! in & . Thereis an edgein �

! of the form
*1*
�

!

.	�

9

�

2$.
*��

!

.P, a

S

.��

:

212 for every label �

: suchthat * �

:

.	�

9

�

2 � �

I����

S

� ���

R

. Thus,thereareasmany copies
of this edgeastherearesuch �

: . Thecopy of theedgecorrespondingto �

: haskey challenge*C, a

S

.��

:

2 ;
otherwise,a priceof � is to bepaid. Theideais that,in orderto walk from *��

!

.��

9

�

2 to *
�

!

.P, a

S

.��

9

�

2 , we
needto have oneof thekeys *-, a

S

.��

:

2 , which meansthelabelinghascoveredtheedge *C, a

S

.10

!

2 � � . If
it sohappensthatthereis nosuch�

: , weputbetween*��

!

.��

9

�

2 and *
�

!

.P,
a

S

.��

:

212 anedgewith theelusive
key challenge4 , andthe “in�nity” cost � �

:

�

X . That completesthe veri�cation that edge *-,
a

S

.10

!

2

is covered. We needto also checkthat *C, a �
.P0

!

2$.%c�c%c�.m*C, a��J.P0

!

2 are covered. This is doneby serially
connectingsimilar components,onefor each, a �
.�c%c%c�.1, a�� .

Thisconstructioncanclearlybedonein polynomialtime,andit iseasytoverify that & hasacomplete
coveringof costat most  if andonly if &

���

hasa feasibleattackof costat most  . Speci�cally, when
 d

� �

:

�

X (thein�nity cost)weusethetrivial attackcorrespondingto thetrivial coverwhichassigns
�

: to eachvertex in � . When  +

� �

: , weusethetrivial correspondencebetweenacompletelabeling
andasuccessfulattackaslaid out in theconstructionof theM IN-HACK instance.
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5 ReducingPCP to M IN-HACK

In this section,we give a direct proof that M IN-HACK is not approximableto within @7A%*CBD2 for any
8 ] Xm_�G by usinga PCPcharacterizationof NP with almostpolynomially small error probability [6].
ThisPCPcharacterizationcanbesummarizedin thefollowing theorem,whichwe quotefrom [7].

Theorem5.1(Dinur et al. [6]). Let 8)] Xm_�G bearbitrary and � + ���"�������

A

B . Let �H( ��� : .%c%c�c�.��

Q

� be
a systemof booleanconstraintsovervariables� ( � � : .�c%c%c�.�� � � such thateach constraint dependson

� variables,andeach variabletakesvaluesin a �eld � of size � *�G ILKNMPO�Q�R S TJS��
	���
���2 . Then,it is NP-hard
to decidebetweenthefollowing two cases:

Yes: There is anassignmentto thevariablessuch that all � :�.%c�c%c%.��

Q

aresatis�ed.
No: No assignmentcansatisfymore than � *PXm21_ - � - fractionof the �Za .

The generalstrategy to prove a hardnessresult for M IN-HACK is to show that if the M IN-HACK

is approximableto within a certainratio, thenit is possibleto distinguishbetweenthe YES andthe NO

instancesof thebooleanconstraintsatisfactionproblemmentionedin Theorem5.1. Theideais to �nd a
“gap-preserving”reductionfrom � to aninstanceof M IN-HACK. We shallfollow theline of Dinur and
Safra[7]. The following reductionshows that the threeproblemsMLC � , MMSA, andM IN-HACK are
closelyrelated.

Supposewe aregiven an instance� ( ����:�.�c%c�c�.��

Q

� as in Theorem5.1 with � variables� (

���D:�.%c�c%c�.�� � � . For each� ��� , let ��� denotethesetof all constraints� which dependon � . For each
constraint�

! , let �

!

S

.%c�c%c�.��

!




denoteall thevariablesthat �

! dependson.
An attackgraph &

���

canbe constructedwith moreor lessthe sameformat asthe reductionfrom
MLC. Figures8 and9 arealmostself-explanatory. Thegraph &

���

has 0 � astheinitially compromised

Satisfiability verification components

Assignment acquisition component

�
�

�

�

�

�

���
�

�

���

�

����� ���

����

����� �

�

���

���  �!

�

� �� 

�

� �

���  �!

�

� �� 

�

Figure8: Overview of thereductionfrom PCPto M IN-HACK

vertex, 0

 the targetvertex, andtwo typesof components:theassignmentacquisitioncomponentanda

seriesof satis�ability veri�cation components, onefor each�

! , X +#" +fB . (Theedgesor nodeswith no
labelsaredummyedgesandnodes,with dummykeysandcostszeros.)

Theassignmentacquisitioncomponentconsistsof verticesof the form *
� a�.  

�

2 , for all � a � � and
 

�

�$� . As usual,we usenodes'labelsto alsodenotethekeys thenodeshave. To get thekey *�� a .� 

�

2 ,
theattackerhasto paythepriceof - �%�

�

- .
In thesatis�ability veri�cation componentfor �

! (seeFigure9), thereareanumberof parallelpaths,
onefor eachassignment"`E � %&� which satis�es �

! . In orderto get throughthis veri�cation com-
ponentfor �

! , theattackerneedsto haveat leastonecompletesetof keys *
�

!

S

.�"3*��

!

S

2\.%c�c%c�.
*
�

!




.�"3*��

!




2

for someassignment" thatsatis�es �

! .

Lemma 5.2(Completeness).If � is satis�able, thenthere is a successfulattack on &

���

with cost B'� .
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� � �
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Figure9: Thesatis�ability veri�cation componentfor �

!

Proof. Let " be someassignmentwhich satis�es � . A successfulattackcan be constructedby �rst
grabbingall thekeys *�� a .�" *
� a�212 , b�(+X;.�c%c�c�.

� . Thetotalcostof gettingthesekeys is
�

�

a��/:

- � �

�

-;( B'�?.

sinceeachconstraintis dependenton � variables.
To get to 0


 , the attacker can then get throughthe componentsof the �

! by following the path
correspondingto " in each�

! .

Lemma 5.3 (Soundness).Considerany 8 ] X%_�G , and let @?(^@�Am*-B/2 . If there is a successfulattack on
&

���

with costat most@7B'� , thenthereis anassignmentsatisfyinga Xm_3*�G3*�G � @32���2 fractionof constraints
in � .

Proof. For each��� � , let

) *�� 2Z( �  � � - theattackervisitednode *��D.  2.�Jc

Notethatvisiting *
�/.� 32 incursacostof - �%� - . Hence,thecostof theentireattackis
�

�

���

- � � - - ) *�� 2 - +�@7B � c (6)

Considerthe probability distribution on � whereevery elementsof � arechosenby �rst uniformly
choosea constraint � at random,and then choosea variable � that � dependson at random. The
probabilityof pickingaparticular� is � 	�
��

Q

:

�

(�� 	�

�

Q
�

. Hence,relation(6) implies

E��� - ) *
�o2�- � (

�

�

���

- � � -

B �

- ) *
�o2�- +�@ c

Call avariable� badif - ) *
�o2�- � G � @ . By Markov inequality,

Prob
�

� - ) *
�o2�- � G � @�� + Prob
�

� - ) *�� 2 - � G � E��� - ) *�� 2 - ���o]

X

G �

c

In otherwords,theprobabilityof hitting a badvariablein this distribution is at most Xm_3*�G � 2 . We thus
have

X

G �

� Prob
�

�

	

�

�

�

�

� � is bad�

( Prob
�

�

	

� � containsabadvariable� k Prob
�

�

�

� � is bad - � containsa badvariable�

d Prob
�

�

	

� � containsabadvariable�

X

�

11



Consequently, at leasthalf of the � containsnobadvariable.
To thisend,de�ne arandomassignment�" E � % � by assigningto � some �"3*
�o2 � ) *
�o2 uniformly.

Sincethe attackwassuccessful,for each�

! the attacker musthave gottenthroughoneof the parallel
pathsin the veri�cation componentfor �

! correspondingto someassignment" that satis�es �

! . The
probability that "3*�� 2 (�� " *
�o2 for all � � �

! is
�

�

�

�

�

:

� �

I

�

R

�

, which is at least Xm_3*�G � @ 2 � for the �

!

which do not containbadvariables.Combinedwith the fact thatat leasthalf of the �

! do not contain
badvariables,we concludethat thereis someassignmentthatsatis�esa Xm_ * G3*�G � @ 2 � 2 fractionof � as
desired.

A PCPproofof Theorem3.3. For any 8 ] Xm_�G , we want to show that thereis no @ A *CBD2 approximation
for M IN-HACK, unlessP=NP. Pick any 8 � suchthat 8 ] 8 � ] Xm_�G . Pick � and � in Theorem5.1
suchthat � (&� *������������

A��

BD2 and - � - ( � *�@

A

�

*CBD2P2 . With theseparameters,it is easyto seethat
X%_3*�G3* G � @32 � 2 � � *1Xm21_ - �*- .

Considertheconstructionof &

���

describedabove. We will show that,if thereis a @ -approximation
algorithmfor M IN-HACK, thenthealgorithmcanalsobeusedto decidetheYES andNO instancesof the
constraintsatisfactionproblem.

Givenaninstance� of theconstraintsatisfactionproblem.Thestrategy is to runthe @ -approximation
algorithmontheinstance&

���

constructedfrom @ andreportYES if f theansweris atmost @7B � . Clearly,
if � is a yes-instance,thentheansweris at most @7B � because,by thecompletenesslemmatheoptimal
solutionis atmost B � . Ontheotherhand,by thesoundnesslemmatheapproximationalgorithmreturns
ananswerat most @7B'� only whena fractionof � � *PX%2P_ - �*- constraintsof � aresatis�ed, implying �

is ayesinstance.

6 Analysisof someheuristics for M IN-HACK

In this section,we analyzetwo variationsof Dijkstra's like heuristicsfor M IN-HACK, which arebeing
implementedandevaluatedaspart of our researchproject. To simplify presentation,we shall assume
thatthereis only oneinitial compromisednode(i.e. 0

�
( � � � ) andonesingletarget(i.e. 0 
 ( � � � ). The

lowerboundson theapproximationratioshold for thegeneralcase,nevertheless.
The �rst obvious ideais to mimic Dijkstra's algorithmfor the � - � shortestpathproblem. We start

with a set � ( � � � , andkeepaddinginto � thecheapestpossiblevertex we canreach(usingboth the
costfunctionandthecombinationof keys we getsofar). In theprocess,eachnewly addedvertex 0 has
informationaboutwhich sequenceof verticeswasusedto get to 0 . We useVER-SEQ *-032 to denotethe
sequenceof verticesleadingto 0 . Initially, VER-SEQ *-032 ( NIL (the emptysequence)for all vertices.
Let cost*-032 denotethecurrentestimatedcostof gettingto 0 , all of which are � exceptfor thecostof �

being � . After all verticesarereached,we take thesequenceleadingto � asthe �nal answer. Notethat
we cannotstopafter � is reached,becausetheremight bea cheapersequenceto � if we arewilling to go
further. Thepseudocodefor this ideais asfollows.

DI JKSTRA-BASED HEURISTIC

1: ��� � , cost* �
2	� �

2: cost*C032	� � for all 0 �*0HY�� � �

3: VER-SEQ *-032	� NIL for all 0 ��0

4: while - � - #( - 0 - do
5: Choose0 from 0HY
� with smallestcost*C032

6: �����

�

�%0 �

7: Let 
 bethecollectionof keys in VER-SEQ *-032

�

�%0 �

8: for each, � 0HY��m0 � suchthat *C0 .1,o2 � � do
9: Let * 4 .�8
:�.P8%9 2�� V3*-0 .P, 2

12



10: if ,�_ � VER-SEQ *-032 and 4�� 
 andcost*-032

�

8%9)] cost*-,o2 then
11: cost*C, 2	� cost*C032

�

8%9

12: VER-SEQ *C, 2	� � VER-SEQ *-032$.10 � // adjoining 0 at theendof VER-SEQ *C032

13: end if
14: if ,�_ � VER-SEQ *-032 and 4 _� 
 andcost*-032

�

8 : ] cost*-,o2 then
15: cost*C, 2	� cost*C032

�

8 :

16: VER-SEQ *C, 2	� � VER-SEQ *-032$.10 �

17: end if
18: end for
19: endwhile
20: ReturnVER-SEQ * �12

Proposition6.1. Thealgorithmabovedoesnotapproximatetheoptimalsolutionto within anyratio.

Proof. Considera graph & consistingof a directedpath ��.1079 .�c%c%c�.10

Q

� 9m.�� , andanotherdirectededge
* ��.P06:\2 . All edgesfrom on thepathhas8 : -cost  ��
 ( , 8�9 -costzero,andkey challenge<

*C0 :\2 . Theedge
* ��.P06:\2 has 8%9 -costequalto � andkey challenge<

* �
2 . It is obviousthat theoptimalsolutionhascost � ,
while thealgorithmabove returnsthesequence� ��.P0

9
.�c%c%c�.10

Q

� 9
.�� � of cost *-B Y Xm2  ( *-B Y X%2PG

KNO

�

.

Theproblemis clear. ThesequenceVER-SEQ *-032 doesnotallow usto takeadvantageof thefactthat
we might be ableto wanderaway from 0 andcomebackto 0 with zerocost. This ideacaneasilybe
incorporatedinto thealgorithm,namelyeachtime we adda new vertex 0 into � , we alsocheckaround

0 to seeif any vertex canbeaddedfor free. If this is thecase,we canmodify VER-SEQ *C032 accordingly.
Thus, the sequenceVER-SEQ *-032 may include 0 more thanonce. Let us call this strategy MODIFIED

DI JKSTRA HEURISTIC.

Proposition 6.2. ThealgorithmMODIFIED DI JKSTRA HEURISTIC hasat leastan exponentialapproxi-
mationratio.

Proof. This modi�ed heuristicwill beableto detecta cost � attackto � . However, it will not beableto
detectthattheremightbeasmallcost“sacri�ce” we canmake.

Considertheexamplebuild asin thepreviousproposition.Theonly differenceis thatthe 8 9 -costof
* ��.P06:\2 is now X . Thesamesolutionis still returned.Theinputsizeof theproblemis � *-B ���  32 . Theratio
betweenthesolutionreturnedby thenew heuristicandtheoptimalsolution( *CB Y Xm21GJKNO

�

) is exponential
in termsof theinputsize.

Onemaybeasking,“what if we look around0 up to a radius 4 andkeepall possiblecombinations,
includingtheoneswith costsgreaterthan � ?” Sincethereareupto 4

�

�

Q

�o:

�

�
( *-B Y X%2�*-B Y G�2 c%c�cm*-B Y 432

combinationsof ways to get from 0 , the radius 4 can only be a constantfor the algorithm to have
polynomial runningtime. The sameconclusionholdsaboutthe exponentialapproximationratio. We
simply putvertex 06: in theexampleabove ata distance4

�

X from � .
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