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Introduction

1 IDS not enough for detecting intrusions
BNo global view of the network
BFalse positive, false negative

+ Too many logs to monitor

+ Need for :

1 A global view of the network

BMore data, best correlation results

BEach source gives another view of the network
} Homogeneous security data and reports

BEasier to manage
BBest reaction management




Introduction

1 Security Operation Center

BCentralizes data from the network
BPerforms correlation
BPresents the results

} Having a global view
BCollecting heterogeneous data
BDealing with large amount of data

1 Aim : simplifying detection of problems

1 Defining a simple metric for security level
evaluation




DSOC

} Need for global centralized viewé
1 € b bdsed on a distributed architecture

} Same properties as a centralized SOC but
distributed

a2 Distributed SOC




DSOC: simplified view (1)

+ Typical remote site architecture

R-CBox

m/c alerts

Local Site 1

F.log: Formatted log

m/c alertes: Merged/correlated alerts
M-Cbox: Master Cbhox

R-Cbox: Remote Cbox

B-GA: Backup of Global Analyzer

e Encrypted tunnel



DSOC: simplified view (2)

1 Typical central site architecture

LA (Global Analyzer) Cbox

Local Site 3




DSOC: simplified view (3)




