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Abstract

With the growing popularity of the Internet, there is increasing
interestin usingit for audioandvideotransmissionPeriodic net-
work overloads,leadingto bursty padet losseshavealwaysbeen
a key problemfor networkreseachers. In a long-haul, heteoge-
neousnetworklike the Internet, handling suc an error becomes
especiallydif cult. Perceptualstudiesof audio and videoviewing
haveshownthatburstylossedavethemostannoyingeffectonpeo-
ple, and henceare critical issuego be addressedor applications
sud asInternetphone videoconfeencing distanceearning etc.
Classicalerror handlingtechniqueshavefocusedon applications
like FTP, andare geared towards ensuringthat thetransmissioris
correct,with no attentionto timeliness For isochronoustraf ¢ like
audio and video, timelinessis a key criterion, and giventhe high
degreeof contentredundancysomeossof contentis quiteaccept-
able In this paperwe introducethe conceptof error spreading
which is a transformatiortechniquethat takesthe input sequence
of padets(froman audioor videostream)and scramblests padk-
ets befoe transmission. The padcets are unscambledat the re-
ceivingend. Thetransformationis designedo ensue that bursty
lossedn thetransformeddomainget spreadall over the sequence
in the original domain. Perceptualstudieshaveshownthat uses
are mud more tolerant of a uniformlydistributedlossof low mag-
nitude We next describea continuougmediatransmissiorprotocol
basedonthisidea,andvalidateits performancehroughan exper
imentperformedonthelnternet.

Keywords: multimedia,network bursty error, scrambling
scheme
1 Intr oduction

Dueto thephenomenajrowth of multimediasystemsand
theirapplicationstherehave beenmnumerousesearctefforts
directedat providing a continuousmedia(CM) serviceover
varying typesof networks. With the boomof the Internet,
continuousmedialike audioandvideo are usingthe Inter-
netasthe principal mediumfor transmissionHowever, the
Internetprovidesa singleclassbhesteffort service,anddoes
not provide ary sort of guarantee$l]. A characteristiof
networks of specialconcernto this paperis transmissiorer-
rors, and speci cally the droppingof datapaclets. Pack-
etsare droppedwhenthe network becomesongestedand
given the natureof this phenomenonstringsof successie
pacletsareoftendropped?2, 3], leadingto signi cant bursty
errors[4].This burstylossbehaior hasbeenshavn to arise
from thedrop-tailqueuingdisciplineadoptedn mary Inter
netrouters[5].

Handlingburstyerrorshasalwaysbeenproblematicespe-
cially sinceno goodmodelsexist for its prediction. On the

other hand, most applicationsdo not toleratebursty error,
makingit imperatve that they be handledin a good man-
ner. Perceptuaktudieson continuousmediaviewing have
shavn that userdissatiséctionrisesdramaticallybeyond a
certainthresholdof burstyerror[6, 7, 8]. Thisis especially
sofor audio,wherethe thresholdis quite small, andhence
this issueis quite pressingfor applicationdik e the Internet
phone. Theseobsenationspoint quite solidly to the need
for developmentof ef cient mechanismgo control bursty
errorsin continuousmediastreaminghroughnetworks. Re-
dundang is thekey to handlingpacletloss/damagen stan-
dardcommunicatiorprotocols. Therearetwo main classes
of schemesnamelythereactivescheme&ndthe proactive
schemesReactve schemesespondby taking someaction
oncetransmissiorerror hasbeendetectedwhile pro-actve
schemesake someactionin advanceto avoid errors.A pro-
tocolsuchasTCPis reactive sincetherecever sendsa feed-
backto the senderupon detectingan error, in responseo
which the recever will transmitthe lost paclet. Thereac-
tion canbe initiated by the sourceor the sink. Sourceini-
tiated reactionoccursin schemesdasedon feedbackcom-
binedwith retransmissiofike[1, 9, 10]. Thefeedbackcon-
trol canbe basedon streamrate[11, 12|, bandwidth[13],
loss/delay{1] anda wide variety of network QoS parame-
ters[14, 15, 16]. Clientinitiated reactionoccursin recon-
structionbasedschemedike [17, 18]. Codingdatain an
error correctingmannerbeforetransmissioris a pro-actve
schemavhereany pacletcorruptioncanbehandledbecause
of the codingschemg([19] and Forward Error Correction
Codesg[20, 21]). Eachof theseclasseof schemesequires
extrabandwidth for feedbaclkandretransmissioin the rst,
andfor extra bits in the secondcategory. This needfor ex-
tra bandwidthcan exacerbatehe problem,especiallysince
network congestionis the principal culprit for the bursty
errors. One more approachthat hasbeenproposed,is to
provide the real time needsof CM applicationsover other
serviceslike RSVPand RTP, which offer varying degree
of performanceguaranteesor applications[22, 23]. Ser
viceslike RTP/RSVPrequirethat someresourceallocation
and/orresenation mechanisnbe provided by the network
[1]. Sincethesemechanismarenotyetwidely deplo/edin
thelnternet,our focushasnotbeenonthem.

Recentwork ([24, 25]) hasproposedschemesvherethe
overall characteristic®f the databeing transmittedcan be
usedto controlthetransmissiorerror. For e.g.,[25] haspro-
posedselectvely droppingvideoframeson the sendeiside,



basedn acost-bene tanalysiswhichtakesinto accounthe
desiredQuality of Service(QoS).This is quite effective in

aLAN (sendersareknown andcooperatre) or the Internet
usingRED gatavayswhereduringcongestionthe probabil-
ity thatthegatevay noti es a particularconnectiorto reduce
its window is roughlyproportionato thatconnections share
of the bandwidththroughthe gatevay [26]. Sincedrop-tail
gueuingdisciplineis still adoptedin mary routers[5], this
schemamaynotbedirectly applicableyet.

In this paperwe proposea new type of schemefor han-
dling burstyerrorswhichwe call error spreading A key ad-
vantageof this schemas thatit is notbasedon redundany,
andhencerequiresabsolutelyno extrabandwidth.Themain
ideais thatwe do not try to reduceoverall error, but rather
tradeof bursty error (the bad error) for averageerror (the
good error). Perceptuaktudy of continuousmediaview-
ing [6, 7, 8] hasshavn thata reasonablemountof overall
erroris acceptableaslong asit is spreadout, and not con-
centiatedin spots A similar approachhasbeentaken by
[4]. They have useda randomscramblingtechniquewith
redundantreconstructiorfor audio, and as statedby them
they have notinvestigatedhe buffer requirements\We have
establishealearly the boundsandtherelationshipbetween
buffer requirementinduserperceved quality in a bounded
bursty network errorscenario.

In this paperwe make seseralcontritutions. First, we for-
mulatethe problemof error handlingin continuousmedia
transmissioras a tradeof betweenthe user QoS require-
ments,network characteristicsand senderresourceavail-
ability. Secondwe provide a completeanalyticalsolution
for the specialcasewherethe network errorsare bounded.
While this solution may be of actualusein somespecial-
ized networks, e.g., a tightly controlledreal-timenetwork,
its principaluseis in providing importantmathematicatela-
tionshipsthat canbe usedasthe basisof protocolsfor gen-
eral networks. Next, we usethis analysisto develop sucha
protocolfor networkswherethereis no boundon the error.
Finally, we presentesultsof anexperimentakvaluationthat
illustratesthe bene tsof theproposedscheme.

This paperis organizedasfollows: Section2 formulates
the problemandSection3 presentsa mathematicahnalysis
of the boundednetwork error case. Section4 presentghe
transmissiorprotocol,while Section5 describests evalua-
tion. Section6 concludeghepaper

2 ProblemFormulation

Thissectionbrie y discussethecontentbasedcontinuity
QoSmetricsintroducedn [7]. Then,we de ne our problem
basedn themetricsintroduced.

2.1 QoSmetrics

For thepurposeof describingQoSmetricsfor lossymedia
streamsCM streamis ervisionedasa o w of dataunits(re-
ferredto aslogical dataunits- LDUs in the uniform frame-
work of [27]). In our case,we take a video LDU to be a
frame, and an audio LDU to constitute8000/30,i.e. 266

samplesof audid®. Given a rate for streamsconsistingof
thesd_DUs, we ervisionthatthereis time slotfor eachLDU
to be playedout. In theidealcasea LDU shouldappearat
the beginningof its time slot. In this paperwe useonly the
contentbasedcontinuitymetricsproposedn [7], andissues
arisingout of ratesanddrifts (discussedn [7]) arenotcon-
sidered Notealsothatwe shallusethetermLDU andframe
interchangeably

The above gure is from [7]. ldeal contentsof a CM
streamarespeci edby theideal contentf eachLDU. Due
to loss,delivery or resourceover-loadproblemsappearance
of LDUs maydeviatefrom thisideal,andconsequentljead
to discontinuity The metricsof continuity are designedo
measurethe averageand bursty deviation from the ideal
speci cation. A lossor repetitionof a LDU is considered
a unit lossin a CM stream. (A more precisede nition is
givenin [7].) The aggregatenumberof suchunit lossesis
the aggregateloss (ALF) of a CM streamwhile the largest
consecutie non-zerolossis its consecutivdoss (CLF). In
the example streamsof Fig. 1, streaml hasan aggrejate
lossof 2/4 anda consecutie lossof 2, while stream? hasan
aggrejatelossof 2/4 anda consecutielossof 1. Thereason
for thelowerconsecutielossin strean? is thatits lossesare
morespread-outhanthoseof streanl. Notethatthemetrics
alreadytakescareof lossegbothconsecutieandaggreyate)
thatariseduetiming drifts [7].

In auserstudy[6] it hasbeendeterminedhatthetolerable
valuefor consecutie lossesis two frames. For audio this
limit wasaboutthreeframes.

2.2 Problem Statement

Oneof themostimportantfactorsthataffectthequality of
aCM streamis the Consecutivé ossFactor[7] (CLF). Net-
worksoftenloseframesin bursts,alternatingoetweerossy
burstandsuccessfuburst[4, 2, 3, 5]. This oftencausesin-
acceptablyhigh CLFE. Our objective is to decreasehe CLF
given the samenetwork characteristics.The main ideais
loss spreading or distributing consecutie loss over some
time period. The ideais bestillustratedby the examplein
Table 1. The network channelloses5 consecutie frames
numberedfrom 6 to 10. Thus, sendingl2 framesin se-
guencecause<LF of 5, while sendinghemin a scrambled
sequenceauses CLF of only 1. We now formally statethe
problem.

Bursty Err or Reduction Problem (BERD)

Objective : to reducethe bursty error, i.e. CLF, to a
perceptuallyacceptabldevel (by spreadingt out over
thestream).

Input parameters:

— is the senders buffer size,in termsof LDUs.
is determinedby the senders operatingervi-
ronmentandits currentstatus.

1SunAudichass-bit samplesat 8kHz, andanaudioframeconstitutef
266 suchsamplesequivalentto a play time of onevideo frame,i.e. 1/30
second.
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Figure 1: Two ExampleStreamsisedto ExplainMetrics

| | Framesequencsent | Consecutie Loss/ Window Size |
In Sequence| 0102030405/0607080910(1112
Scrambled | 0106110409|0207120510|0308

Table 1: An exampleof how the orderof sendingframesaffectsCLF

— istheupperboundonthesizeof aburstylossin
the communicatiorchannel within a window of
LDUs (werelaxthis assumptiorin sectiord).

— istheusers maximumacceptabl€LF.

Output a permutation function on
which decidegheorderin which aset
of  consecutie LDUs mustbe sent. Moreover, the

systemis expectedto give the lower bound  which
is the minimum CLF thatcanbe supportedn this con-
strainedervironment.

Assumption : two consecutie bursty lossareat least
LDUs apart.

Fora x ed

Buffer,

/ ’ ///

UserSpeci edCLF,

Infeasible Region -
FeasibilityCurvefora x ed ,

Feasible Region

Figure 2: Partof DeterministicSolutionSpace

Figure2 visualizeshow the solutionspacedor a particular
valueof wouldappearTheboundaryof thecurweis essen-
tially whatwe found. Above it is the feasibleregion, where
intuitively if we increase , then shouldstill bethe same

or less. Thereis a typical tradeoff betweenbuffer size
andCLF . Thegreater is,theless we cansupportbut
alsothe greatermemoryrequirementndinitial delaytime.
Given |, line cutsthe boundarycurve at |, at
or above which we cansupport. Corversely given , line
intersectghe curve at  , at or above which the

buffer sizeshouldbeto support

Thereare several pointsworth noticing. Firstly, we deal
only with datastreamshathave no inter-framedependeng
suchas Motion-JPEGor uncompressedata streams(au-
dio, video, sensordata,...). The reasonfor this is thatit
allows usto considerevery frameto be equallyimportant;
thus,we canpermutethe framesin arny way we would like
to. Secondlythe framesin thesetypesof streamsaverela-
tively comparableizes.For example,asequencef MIJPEG
framesonly hasachangen sizesigni cantly whenthescene
switches. So, no matterif it is us who sendthe framesby
breakingthem up into equalsize UDP pacletsor it is the
transportayerinterface(TLI) which doesso,a consecutie
paclet lossimplies a proportionalconsecutie frame loss.
Finally, to satisfyour assumptiorthattwo consecutie lost
windows are at least  framesapart, closerlost windows
canbecombinedandconsidetto be alargerlost window.

3 BoundedNetwork Error Case

In thissectionwewill discusgshecasesvherecontinuous
network loss is bounded.Thefollowing theoremsumma-
rize our work onthe deterministiacases.

is boundecand

when

Theorem1 If is xed, then

when

when



when

Proof: The rst two casesaretrivially satis ed. The
othertwo casesareimmediatefrom the lemmasand theo-
rems(which we arenot providing becausef lack of space)
givenin [28]. Notethatif thedesired is given,thesefor-

mulasallow usto also nd the minimum buffer size to
achieve
Algorithm speci es the

appropriatepermutatiorfunction for the four casesconsid-
eredin theoreml. (Note: denotes )

calculateRermutation(m, p)

if or then
do nothing(theboundsareassumed

for do

endfor

to beknown). for to
endif do
if — then
if  isoddthen endfor
for to do for to do
0,
endfor Aj endfor
else
elngr to do for to do
Zr-]fd for endfor
endi
else is extractedn increasingorder
for to do
endfor
T for to do
if then endfor

for to do for to do

endfor
endif
endif

end for

is extractedin increasingrder

Noticethatthe algorithmtake only lineartime. As canbe
seerfrom thealgorithm theproposegermutatiorfunctions
aredividedinto variouscaseslependingntherelationships
between and . Herewelistsseveralexamplegoillustrate
thesecases.

Examplel: —and isodd.Let and
. Applying our permutatioron
givesusthefollowing sequence
Example 2: — and is even. Let
and . Applying our permutationon

givesusthefollowing sequence.

As canbe seenthereare no two consecutie integers

in ary slidingwindow of size8 or less( in both
cases).
Example 3: — , and
e e . Let ,
Thus, —_— —_— . The

resultingpermutationis

Thus, no sliding window of size containsmorethan
consecutieintegers.

Example 4:

, and
. Let , )

. Ap-

then
plying our schemagivesus permutation

and no sliding window of size  containsmorethan

consecutieintegers.

Bene ts of solvingthe boundederror case

Theassumptiorthat is known canbe ervisionedin fu-
ture networks wheresomesort of QoS guaranteesare pro-
vided, suchas ATM, Internet2,etc. . More importantly it
givesus a rigid backgroundto solve the unboundederror
case.

4 UnboundedNetwork Error Case

4.1 Permutation adjustment protocol

Our protocolis a simplefeedbackbasedprotocol. Some
CM systemsuse TCP/IP for communication[29]. But it
hasbeenshavn in [30] that CM applicationsbasedon TCP
areunstablevhentherealtime bandwidthrequirementgall
belon available bandwidth. Thusin this protocol, we use
the UDP communicatiormodel(like [31, 32]). We dynami-
cally usethe solutionprovidedin the deterministiccasesas
a mechanisnfor the non-deterministicscenariopresented
here. We assumehat , the buffer size,is known in ad-
vanceby bothclientandsener. This canalsobe partof an
initial negotiation.

At the sener side,a buffer of size is kept. Sener per
mutesframes(actually frameindices)basedon currentset
of parameterstheninitiates transmissiorof the framesin
thebuffer. Senerchangeshe permutatiorschemebasecbn
client's feedback.The permutatiorschemechange®only at
the startof the next buffer of frames.

At the client side, the client waits for a period of

(time neededor theclient's
buffer to be lled up) and calculatesconsecutie network
lossfor this buffer window. The client keepstrack of the
previous window's estimatedhetwork consecutie lossand
sendsits next estimationbackto the sener. It sendsfeed-
back(ACK) in aUDP paclet. Notethat ACK pacletis also
given a sequencenumberso that out of order ACK pack-
etswill beignored.The sener makesdecisionbasecdn the
maximumsequencaumberedACK.

Givenabuffer of size , initially the senerassumeshe

averagecasewhere — . Denote astheactualcon-
secutve network loss,and  asthe estimatechetwork loss
inthe  window. We useexponentialaveragingto estimate

next loss. Supposave arecurrentlyatthe is

determinedy

window,



In this experiment,we have picked -. This value
turnsout to work just ne, asshowvn in section5. Whether
or notthereexistsanoptimalvaluefor is subjecto further
investigation. Basically measuresiowv muchweightwe
wouldliketo giveto thecurrentnetwork status.Thelarger
is, thelessweightwe give to thehistoryof network behavior.

is roundedup becauseve wantto assumeheworseerror.

4.2 lllustration of the protocol
Figure 3 illustrate an example of how client and sener

interact. is the time wheresener sendsthe
frameof the  buffer window. containingthe es-
timated sentbackby the client. By thetime sener gets

, it couldbein the bufferwindow. So,it uses

for the buffer window. Lastly, is lost,
sowe have not usedit for transmissiorof ary of the buffer
window subsequently

Server Client

Cycle
time

uses

for scrambling

Figure 3: A samplesession

5 Experimental Evaluation

Thefollowing two sectiongresentshe evaluationof our
schemen two scenariosin onecasethe protocoldescribed
in section4.1 hasbeenimplementedandtestedover a long
haulnetwork. In thesecondcasewe usea datasetextracted
from areal-timeapplicationsuchasinternetPhoneandsim-
ulateourprotocol.We shav thereductionin CLF in boththe
cases.Our protocolhassmoothedut CLF to be within the
rangeof perceptuallyacceptabldolerance.Also, it adapts
quite well with abnormalityin network losspattern. More-
over, almostall of CLF valuesarewithin the rangeof per
ceptualtolerance(seesection2.1. Thusthis approachof of
usingEndUserQoSasa directmeango controlMediaDe-
livery shaws a lot of promise.Therearea numberof exten-
sionsto the protocolwhich we have beenandare currently
lookinginto. Thesearebrie y discussedh section6;

5.1 VideoExperiment over a Long Haul Network

We have conductedexperimentsof sendingtwo MJPEG
videoclips over LAN andWAN. Dueto limited spacepnly

theresultof WAN is showvn here. However, the behaior of
our protocolis the samein both cases.We transfereddata
from a UltraSparcl (rawana.cs.umn.edu ComputerSci-
encedepartmentUniversity of Minnesotato anotherSun-
Sparc (lombok.cs.uwm.edujn ComputerSciencedepart-
ment, University of Wisconsin,Milwaukee ?>. The experi-
mentwas conductedat 9:45amwhennetwork traf ¢ is ex-
pectedo be average.Both clips have resolution
Clip 1 framesizesvariesfrom to byteswith
bytesasthe median, bytesasthe meanand is
thestandardsariation. Thesenumberdor clip 2 respectirely
are , , , and . Clip 1 contains
framesandclip 2 contains frames. Our buffer
window is of size . Threetimes“traceroutetold usthat
thepacletstypically gothroughl4 hopsin between A sam-
pletraceroutesessioris asfollows.

eecscix.router.umn.edu
te8x.router.umn.edu
tcOx.router.umn.edu (128.101.120.254)
t3-gw.mixnet.net (198.174.96.5) 1ms 1ms 1ms
border5-hssi1-0.Chicago.cw.net (204.70.186.5) 11 ms 11 ms 29 ms
core2-fddi-0.Chicago.cw.net (204.70.185.49) 11 ms 11 ms 11 ms
core2-hssi-3.WillowSprings.cw.net (204.70.1.225) 13 ms 13 ms 15 ms
core3.WillowSprings.cw.net (204.70.4.25) 310 ms 52 ms 123 ms
* ameritech-nap.WillowSprings.cw.net (204.70.1.198) 245 ms 35 ms
aads.nap.net (198.32.130.39) 18 ms 18 ms 21 ms
r-milwaukee-hub-a9-0-21.wiscnet.net (207.112.247.5)
(205.213.126.39) 19 ms 20 ms 23 ms
(129.89.139.22) 24 ms 25 ms 21 ms
(129.89.142.52) 24 ms* 25 ms

(160.94.148.254)
(128.101.192.254)

2ms 1ms 1ms
23 ms 4 ms 3 ms
6ms 1ms 1ms

P
POOO~NOUAWNR

25 ms 22 ms 27 ms

-
N}

205.213.126.39
miller.cs.uwm.edu
lombok.cs.uwm.edu

B
rw

Figure4 shavstheresult.As canbeseerfrom the gure,
our schemehasdonequite well smoothingnetwork consec-
utive losses.In afew casesour CLF is 1 higher(clip 2) but
thatwasdueto rapid changesn network lossbehaior and
it is expected.Most of thetime CLF is well belov andalso
within tolerableperceptualimits (seesection2.1).

s Pate for WIPEG cp 1 Consecuive LossPattr for MIPEG cip 2

o A
% Scrambled Version

) o s b 3 S E3

15 2
BuferWindow Number

Figure 4: Videotransmittecbveralong haulnetwork

5.2 Simulation: Using Inter net Phonedata

The data ® was collected for an Internet \oice or
\Woice on Networks (VON) application. The sener
is vermouth.eeimanitoba.ca(Canada) and the Client
is rawana.cs.umn.edMinnesota, USA) vermouth and
rawanaare both SUN UltraSparcl workstations,running
SolarisV2.6 and V2.5 respectrely. Eachhostis ona 10
MbpsEthernefLAN). Thetransmissioris overthe Internet
andthe datasetwascollectedon a Saturdayfrom 10 amto

2Thanksto Mr. ThanhC. Nguyenat the Departmenbf ComputerSci-
ence University of Wisconsin Milwauleefor helpingusin conductinghis
experiment

3Thanksto Mr. Difu Su, ComputerScienceDepartmentUniversity of
Minnesotafor providing uswith thedataset



2 pm. Thetwo les presentedereare of voice pacletsof

sizes160and480bytes. As canbe seenfrom gure 5, the
actualCLF's of network lossesare varying while the CLF

basedon our protocol always haslower CLF (in this case
CLF=1,implying no consecutielosses).

(Consecutive Loss Pattr for Packe Sze of 160 bytes

Consecutive Loss atle or Packet Sze of 80 bytes

0 Actual NW Losses o Actual NW Losses
+  Scrambled Version k| * Scrambled Version

Figure 5: Real-timeapplicationsuchasinternetPhone

6 Concluding Remarks

In this paperwe have addressethe problemof handling
burstylossedsn continuousmediatransmissionWe formu-
lated the problemin termsof a numberof parametersn-
cludinguserQoSrequirementssenderesourcevailability,
andnetwork lossbehaior. We introducedthe ideaof error
spreading which takes spotsof concentratedbursty losses
andspreadst evenly overthe entirestream.This makesthe
streammoreacceptablé&om aperceptuatiewpoint[6]. Our
experimentsover the Internetshav thatthe schemaes quite
effective.

Our ongoing work is addressinga number of issues.
First, we want to develop an analyticalformulationfor the
unboundednetwork error case. Second,we want to de-
velop more sophisticatedscramblingtechniquesand eval-
uate them through analysisand experimentation. Thirdly,
modeling of streamswhich have inter-frame dependeng
suchas MPEG needsto be done. Finally, we wantto ex-
tendthisideato groupsof synchronizedgtreams.
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