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Abstract
With the growingpopularityof the Internet,there is increasing

interestin usingit for audioandvideotransmission.Periodic net-
work overloads,leadingto burstypacket losses,havealwaysbeen
a key problemfor networkresearchers. In a long-haul,heteroge-
neousnetworklike the Internet,handlingsuch an error becomes
especiallydif�cult. Perceptualstudiesof audioandvideoviewing
haveshownthatburstylosseshavethemostannoyingeffectonpeo-
ple, andhenceare critical issuesto be addressedfor applications
such asInternetphone, videoconferencing, distancelearning, etc.
Classicalerror handlingtechniqueshavefocusedon applications
like FTP, andare gearedtowardsensuringthat thetransmissionis
correct,with no attentionto timeliness.For isochronoustraf�c like
audio and video,timelinessis a key criterion, and giventhe high
degreeof contentredundancy, somelossof contentis quiteaccept-
able. In this paperwe introducethe conceptof error spreading,
which is a transformationtechniquethat takesthe input sequence
of packets(froman audioor videostream)andscramblesits pack-
ets before transmission.The packets are unscrambledat the re-
ceivingend. Thetransformationis designedto ensure that bursty
lossesin thetransformeddomainget spreadall over thesequence
in the original domain. Perceptualstudieshaveshownthat users
are much more tolerant of a uniformlydistributedlossof low mag-
nitude. Wenext describea continuousmediatransmissionprotocol
basedon this idea,andvalidateits performancethroughan exper-
imentperformedon theInternet.
Keywords: multimedia,network bursty error, scrambling
scheme

1 Intr oduction
Dueto thephenomenalgrowthof multimediasystemsand

theirapplications,therehavebeennumerousresearchefforts
directedat providing a continuousmedia(CM) serviceover
varying typesof networks. With the boomof the Internet,
continuousmedialike audioandvideo areusingthe Inter-
netastheprincipalmediumfor transmission.However, the
Internetprovidesa singleclassbesteffort service,anddoes
not provide any sort of guarantees[1]. A characteristicof
networksof specialconcernto this paperis transmissioner-
rors, and speci�cally the droppingof datapackets. Pack-
etsaredroppedwhenthe network becomescongested,and
given the natureof this phenomenon,stringsof successive
packetsareoftendropped[2, 3], leadingto signi�cant bursty
errors[4].This burstylossbehavior hasbeenshown to arise
from thedrop-tailqueuingdisciplineadoptedin many Inter-
netrouters[5].

Handlingburstyerrorshasalwaysbeenproblematic,espe-
cially sinceno goodmodelsexist for its prediction.On the

other hand,most applicationsdo not toleratebursty error,
making it imperative that they be handledin a goodman-
ner. Perceptualstudieson continuousmediaviewing have
shown that userdissatisfactionrisesdramaticallybeyond a
certainthresholdof burstyerror [6, 7, 8]. This is especially
so for audio,wherethe thresholdis quite small, andhence
this issueis quitepressingfor applicationslike the Internet
phone. Theseobservationspoint quite solidly to the need
for developmentof ef�cient mechanismsto control bursty
errorsin continuousmediastreamingthroughnetworks.Re-
dundancy is thekey to handlingpacket loss/damagein stan-
dardcommunicationprotocols.Therearetwo mainclasses
of schemes,namelythereactiveschemesandtheproactive
schemes.Reactive schemesrespondby takingsomeaction
oncetransmissionerrorhasbeendetected,while pro-active
schemestakesomeactionin advanceto avoid errors.A pro-
tocolsuchasTCPis reactivesincethereceiversendsafeed-
back to the senderupondetectingan error, in responseto
which the receiver will transmitthe lost packet. The reac-
tion canbe initiated by the sourceor the sink. Sourceini-
tiatedreactionoccursin schemesbasedon feedbackcom-
binedwith retransmissionlike [1, 9, 10]. Thefeedbackcon-
trol canbe basedon streamrate [11, 12], bandwidth[13],
loss/delay[1] anda wide variety of network QoSparame-
ters[14, 15, 16]. Client initiated reactionoccursin recon-
structionbasedschemeslike [17, 18]. Coding datain an
error correctingmannerbeforetransmissionis a pro-active
schemewhereany packetcorruptioncanbehandledbecause
of the codingscheme([19] andForward Error Correction
Codes[20, 21]). Eachof theseclassesof schemesrequires
extrabandwidth,for feedbackandretransmissionin the�rst,
andfor extra bits in thesecondcategory. This needfor ex-
tra bandwidthcanexacerbatethe problem,especiallysince
network congestionis the principal culprit for the bursty
errors. One more approachthat hasbeenproposed,is to
provide the real time needsof CM applicationsover other
serviceslike RSVPand RTP, which offer varying degree
of performanceguaranteesfor applications[22, 23]. Ser-
viceslike RTP/RSVPrequirethat someresourceallocation
and/orreservation mechanismbe provided by the network
[1]. Sincethesemechanismsarenot yet widely deployedin
theInternet,our focushasnotbeenon them.

Recentwork ([24, 25]) hasproposedschemeswherethe
overall characteristicsof the databeingtransmittedcanbe
usedto controlthetransmissionerror. For e.g.,[25] haspro-
posedselectively droppingvideoframeson thesenderside,



basedonacost-bene�tanalysiswhichtakesinto accountthe
desiredQuality of Service(QoS).This is quite effective in
a LAN (sendersareknown andcooperative) or the Internet
usingREDgatewayswhereduringcongestion,theprobabil-
ity thatthegatewaynoti�es aparticularconnectionto reduce
its window is roughlyproportionalto thatconnection'sshare
of thebandwidththroughthegateway [26]. Sincedrop-tail
queuingdisciplineis still adoptedin many routers[5], this
schememaynotbedirectlyapplicableyet.

In this paperwe proposea new type of schemefor han-
dlingburstyerrors,whichwecall error spreading. A key ad-
vantageof this schemeis that it is not basedon redundancy,
andhencerequiresabsolutelynoextrabandwidth.Themain
ideais that we do not try to reduceoverall error, but rather
tradeoff bursty error (the bad error) for averageerror (the
good error). Perceptualstudy of continuousmediaview-
ing [6, 7, 8] hasshown thata reasonableamountof overall
error is acceptable,as long as it is spreadout, andnot con-
centrated in spots. A similar approachhasbeentaken by
[4]. They have useda randomscramblingtechniquewith
redundantreconstructionfor audio, and as statedby them
they have not investigatedthebuffer requirements.We have
establishedclearly theboundsandtherelationshipbetween
buffer requirementanduserperceivedquality in a bounded
burstynetwork errorscenario.

In thispaperwemakeseveralcontributions.First,we for-
mulatethe problemof error handlingin continuousmedia
transmissionas a tradeoff betweenthe user QoS require-
ments,network characteristics,and senderresourceavail-
ability. Second,we provide a completeanalyticalsolution
for the specialcasewherethe network errorsarebounded.
While this solutionmay be of actualusein somespecial-
ized networks, e.g.,a tightly controlledreal-timenetwork,
its principaluseis in providing importantmathematicalrela-
tionshipsthatcanbeusedasthebasisof protocolsfor gen-
eralnetworks. Next, we usethis analysisto developsucha
protocolfor networkswherethereis no boundon theerror.
Finally, wepresentresultsof anexperimentalevaluationthat
illustratesthebene�tsof theproposedscheme.

This paperis organizedasfollows: Section2 formulates
theproblemandSection3 presentsa mathematicalanalysis
of the boundednetwork error case. Section4 presentsthe
transmissionprotocol,while Section5 describesits evalua-
tion. Section6 concludesthepaper.

2 ProblemFormulation

Thissectionbrie�y discussesthecontentbasedcontinuity
QoSmetricsintroducedin [7]. Then,wede�ne ourproblem
basedon themetricsintroduced.
2.1 QoSmetrics

For thepurposeof describingQoSmetricsfor lossymedia
streams,CM streamis envisionedasa �o w of dataunits(re-
ferredto aslogical dataunits- LDUs in theuniform frame-
work of [27]). In our case,we take a video LDU to be a
frame, and an audio LDU to constitute8000/30,i.e. 266

samplesof audio1. Given a rate for streamsconsistingof
theseLDUs,weenvisionthatthereis timeslotfor eachLDU
to beplayedout. In the idealcasea LDU shouldappearat
thebeginningof its time slot. In this paper, we useonly the
contentbasedcontinuitymetricsproposedin [7], andissues
arisingout of ratesanddrifts (discussedin [7]) arenot con-
sidered.NotealsothatweshallusethetermLDU andframe
interchangeably.

The above �gure is from [7]. Ideal contentsof a CM
streamarespeci�edby theidealcontentsof eachLDU. Due
to loss,deliveryor resourceover-loadproblems,appearance
of LDUs maydeviatefrom this ideal,andconsequentlylead
to discontinuity. The metricsof continuity aredesignedto
measurethe averageand bursty deviation from the ideal
speci�cation. A lossor repetitionof a LDU is considered
a unit loss in a CM stream. (A more precisede�nition is
given in [7].) The aggregatenumberof suchunit lossesis
theaggregateloss(ALF) of a CM stream,while the largest
consecutive non-zeroloss is its consecutiveloss (CLF). In
the examplestreamsof Fig. 1, stream1 hasan aggregate
lossof 2/4andaconsecutivelossof 2, while stream2 hasan
aggregatelossof 2/4andaconsecutivelossof 1. Thereason
for thelowerconsecutivelossin stream2 is thatits lossesare
morespread-outthanthoseof stream1. Notethatthemetrics
alreadytakescareof losses(bothconsecutiveandaggregate)
thatariseduetiming drifts [7].

In auserstudy[6] it hasbeendeterminedthatthetolerable
valuefor consecutive lossesis two frames. For audio this
limit wasaboutthreeframes.
2.2 ProblemStatement

Oneof themostimportantfactorsthataffectthequalityof
aCM streamis theConsecutiveLossFactor [7] (CLF).Net-
worksoftenloseframesin bursts,alternatingbetweenlossy
burstandsuccessfulburst[4, 2, 3, 5]. This oftencausesun-
acceptablyhigh CLF. Our objective is to decreasethe CLF
given the samenetwork characteristics.The main idea is
loss spreading, or distributing consecutive loss over some
time period. The ideais bestillustratedby the examplein
Table1. The network channelloses5 consecutive frames
numberedfrom 6 to 10. Thus, sending12 framesin se-
quencecausesCLF of 5, while sendingthemin a scrambled
sequencecausesaCLF of only 1. Wenow formally statethe
problem.

Bursty Err or ReductionProblem(BERD)

� Objective : to reducethe bursty error, i.e. CLF, to a
perceptuallyacceptablelevel (by spreadingit out over
thestream).

� Input parameters:

– � is the sender's buffer size, in termsof LDUs.
� is determinedby the sender's operatingenvi-
ronmentandits currentstatus.

1SunAudiohas8-bit samplesat8kHz,andanaudioframeconstitutesof
266 suchsamplesequivalent to a play time of onevideo frame,i.e. 1/30
second.
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Figure 1: Two ExampleStreamsusedto ExplainMetrics

Framesequencesent ConsecutiveLoss/ Window Size

In Sequence 0102030405 0607080910 1112 �! 
"$#

Scrambled 0106110409 0207120510 0308 "$ 
"$#

Table 1: An exampleof how theorderof sendingframesaffectsCLF

– % is theupperboundonthesizeof aburstylossin
the communicationchannel,within a window of

� LDUs (werelaxthisassumptionin section4).

– & is theuser'smaximumacceptableCLF.

� Output : a permutation function ' on ( )

�

"+*�#,*�-.*�/�/�/�* � � whichdecidestheorderin whicha set
of � consecutive LDUs mustbe sent. Moreover, the
systemis expectedto give the lower bound &

� which
is theminimumCLF thatcanbesupportedin this con-
strainedenvironment.

� Assumption : two consecutive bursty lossareat least
� LDUs apart.
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Figure 2: Partof DeterministicSolutionSpace

Figure2 visualizeshow thesolutionspacefor aparticular
valueof % wouldappear. Theboundaryof thecurveis essen-
tially whatwe found. Above it is thefeasibleregion,where
intuitively if we increase� , then & shouldstill bethesame

or less. Thereis a typical tradeoff betweenbuffer size �

andCLF & . Thegreater� is, the less & we cansupportbut
alsothegreatermemoryrequirementandinitial delaytime.
Given �

� , line �8) �

� cutsthe boundarycurve at &

� , at
or above which we cansupport.Conversely, given &

� , line
&9):&

� intersectsthe curve at �

� , at or above which the
buffer sizeshouldbeto support&

� .
Thereareseveral pointsworth noticing. Firstly, we deal

only with datastreamsthathave no inter-framedependency
suchas Motion-JPEGor uncompresseddata streams(au-
dio, video, sensordata,. . . ). The reasonfor this is that it
allows us to considerevery frameto be equally important;
thus,we canpermutethe framesin any way we would like
to. Secondly, theframesin thesetypesof streamshaverela-
tively comparablesizes.For example,asequenceof MJPEG
framesonly hasachangein sizesigni�cantly whenthescene
switches.So, no matterif it is us who sendthe framesby
breakingthemup into equalsize UDP packetsor it is the
transportlayer interface(TLI) which doesso,a consecutive
packet loss implies a proportionalconsecutive frame loss.
Finally, to satisfyour assumptionthat two consecutive lost
windows are at least � framesapart,closerlost windows
canbecombinedandconsiderto bea largerlostwindow.

3 BoundedNetwork Err or Case
In thissection,wewill discussthecaseswherecontinuous

network loss % is bounded.Thefollowing theoremsumma-
rizeourwork onthedeterministiccases.

Theorem1 If % is boundedand � is �xed, then
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Proof: The �rst two casesare trivially satis�ed. The
other two casesare immediatefrom the lemmasand theo-
rems(which we arenot providing becauseof lack of space)
givenin [28]. Notethat if thedesired&

� is given,thesefor-
mulasallow us to also�nd theminimumbuffer size �

� to
achieve &

� .
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Noticethatthealgorithmtakeonly lineartime. As canbe
seenfrom thealgorithm,theproposedpermutationfunctions
aredividedinto variouscasesdependingontherelationships
between� and% . Herewelistsseveralexamplesto illustrate
thesecases.

� Example1: ;�B %@D
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Bene�ts of solvingthe boundederror case
Theassumptionthat % is known canbeenvisionedin fu-

ture networks wheresomesort of QoSguaranteesarepro-
vided,suchasATM, Internet2,etc. . More importantly, it
gives us a rigid backgroundto solve the unboundederror
case.

4 UnboundedNetwork Err or Case
4.1 Permutation adjustment protocol

Our protocolis a simplefeedbackbasedprotocol. Some
CM systemsuseTCP/IP for communication[29]. But it
hasbeenshown in [30] thatCM applicationsbasedon TCP
areunstablewhentherealtimebandwidthrequirementsfall
below availablebandwidth. Thus in this protocol,we use
theUDPcommunicationmodel(like [31, 32]). We dynami-
cally usethesolutionprovidedin thedeterministiccasesas
a mechanismfor the non-deterministicscenariopresented
here. We assumethat � , the buffer size, is known in ad-
vanceby bothclient andserver. This canalsobepartof an
initial negotiation.

At theserver side,a buffer of size � is kept. Server per-
mutesframes(actuallyframeindices)basedon currentset
of parameters,then initiates transmissionof the framesin
thebuffer. Serverchangesthepermutationschemebasedon
client's feedback.Thepermutationschemechangesonly at
thestartof thenext buffer of frames.

At the client side, the client waits for a period of
peq

	��r����� �s� ) �  '���
 �s��tg
���� ( timeneededfor theclient's
buffer to be �lled up ) andcalculatesconsecutive network
loss for this buffer window. The client keepstrack of the
previouswindow's estimatednetwork consecutive lossand
sendsits next estimationbackto the server. It sendsfeed-
back(ACK) in a UDP packet. NotethatACK packet is also
given a sequencenumberso that out of order ACK pack-
etswill beignored.Theserver makesdecisionbasedon the
maximumsequencenumberedACK.

Givena buffer of size � , initially theserver assumesthe
averagecasewhere% )

.

0
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3

astheactualcon-
secutive network loss,and %vu
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window. Weuseexponentialaveragingto estimate
next loss.Supposewearecurrentlyat the  
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In this experiment,we have picked y

)

�

� . This value
turnsout to work just �ne, asshown in section5. Whether
or not thereexistsanoptimalvaluefor y is subjectto further
investigation.Basically, y measureshow muchweight we
wouldliketo giveto thecurrentnetwork status.Thelarger y

is, thelessweightwegiveto thehistoryof networkbehavior.
%�u

x is roundedupbecausewewantto assumetheworseerror.

4.2 Illustration of the protocol
Figure 3 illustrate an exampleof how client and server

interact. B
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Figure 3: A samplesession

5 Experimental Evaluation
Thefollowing two sectionspresentstheevaluationof our

schemein two scenarios.In onecasetheprotocoldescribed
in section4.1 hasbeenimplementedandtestedover a long
haulnetwork. In thesecondcase,weuseadatasetextracted
from areal-timeapplicationsuchasInternetPhoneandsim-
ulateourprotocol.Weshow thereductionin CLF in boththe
cases.Our protocolhassmoothedout CLF to bewithin the
rangeof perceptuallyacceptabletolerance.Also, it adapts
quitewell with abnormalityin network losspattern.More-
over, almostall of CLF valuesarewithin the rangeof per-
ceptualtolerance(seesection2.1. Thusthis approachof of
usingEndUserQoSasa directmeansto controlMediaDe-
livery shows a lot of promise.Therearea numberof exten-
sionsto theprotocolwhich we have beenandarecurrently
looking into. Thesearebrie�y discussedin section6;

5.1 VideoExperiment over a Long Haul Network
We have conductedexperimentsof sendingtwo MJPEG

videoclips overLAN andWAN. Dueto limited space,only

theresultof WAN is shown here.However, thebehavior of
our protocolis the samein both cases.We transfereddata
from a UltraSparc1 (rawana.cs.umn.edu)in ComputerSci-
encedepartment,University of Minnesotato anotherSun-
Sparc(lombok.cs.uwm.edu)in ComputerSciencedepart-
ment,University of Wisconsin,Mil waukee 2. The experi-
mentwasconductedat 9:45amwhennetwork traf�c is ex-
pectedto beaverage.Bothclips have resolution�," #%$@-i\ic .
Clip 1 framesizesvariesfrom �+#�[�a to -ia!-iaic byteswith d!�mcic

bytesasthemedian," ;i\ic � bytesasthemeanand cic
� ;,/ [ is
thestandardvariation.Thesenumbersfor clip 2 respectively
are � ;
[ # , -mcIc!;i\ , "�; #m\ # , " ;id,"�a and -iamc
#�/ \ . Clip 1 contains

#ia+;
[ framesand clip 2 contains "�[6-Ia frames. Our buffer
window is of size �+; . Threetimes“traceroute”told us that
thepacketstypically gothrough14hopsin between.A sam-
ple traceroutesessionis asfollows.

1 eecscix.router.umn.edu (160.94.148.254) 2 ms 1 ms 1 ms
2 tc8x.router.umn.edu (128.101.192.254) 23 ms 4 ms 3 ms
3 tc0x.router.umn.edu (128.101.120.254) 6 ms 1 ms 1 ms
4 t3-gw.mixnet.net (198.174.96.5) 1 ms 1 ms 1 ms
5 border5-hssi1-0.Chicago.cw.net (204.70.186.5) 11 ms 11 ms 29 ms
6 core2-fddi-0.Chicago.cw.net (204.70.185.49) 11 ms 11 ms 11 ms
7 core2-hssi-3.WillowSprings.cw.net (204.70.1.225) 13 ms 13 ms 15 ms
8 core3.WillowSprings.cw.net (204.70.4.25) 310 ms 52 ms 123 ms
9 * ameritech-nap.WillowSprings.cw.net (204.70.1.198) 245 ms 35 ms

10 aads.nap.net (198.32.130.39) 18 ms 18 ms 21 ms
11 r-milwaukee-hub-a9-0-21.wiscnet.net (207.112.247.5) 25 ms 22 ms 27 ms
12 205.213.126.39 (205.213.126.39) 19 ms 20 ms 23 ms
13 miller.cs.uwm.edu (129.89.139.22) 24 ms 25 ms 21 ms
14 lombok.cs.uwm.edu (129.89.142.52) 24 ms * 25 ms

Figure4 shows theresult.As canbeseenfrom the�gure,
our schemehasdonequitewell smoothingnetwork consec-
utive losses.In a few casesour CLF is 1 higher(clip 2) but
thatwasdueto rapidchangesin network lossbehavior and
it is expected.Most of thetime CLF is well below andalso
within tolerableperceptuallimits (seesection2.1).
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Figure 4: Videotransmittedovera longhaulnetwork

5.2 Simulation: Using Internet Phonedata
The data 3 was collected for an Internet Voice or

Voice on Networks (VON) application. The server
is vermouth.ee.umanitoba.ca (Canada) and the Client
is rawana.cs.umn.edu(Minnesota, USA). vermouth and
rawanaare both SUN UltraSparc1 workstations,running
SolarisV2.6 and V2.5 respectively. Eachhost is on a 10
MbpsEthernet(LAN). Thetransmissionis over theInternet
andthedatasetwascollectedon a Saturday, from 10 amto

2Thanksto Mr. ThanhC. Nguyenat theDepartmentof ComputerSci-
ence,Universityof Wisconsin,Milwaukeefor helpingusin conductingthis
experiment

3Thanksto Mr. Difu Su,ComputerScienceDepartment,University of
Minnesota,for providing uswith thedataset



2 pm. The two �les presentedhereareof voice packetsof
sizes160and480bytes. As canbeseenfrom �gure 5, the
actualCLF's of network lossesarevarying while the CLF
basedon our protocolalwayshaslower CLF (in this case
CLF=1,implying noconsecutivelosses).
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Figure 5: Real-timeapplicationsuchasInternetPhone

6 Concluding Remarks
In this paperwe have addressedtheproblemof handling

bursty lossesin continuousmediatransmission.We formu-
lated the problemin termsof a numberof parametersin-
cludinguserQoSrequirements,senderresourceavailability,
andnetwork lossbehavior. We introducedtheideaof error
spreading, which takesspotsof concentratedbursty losses
andspreadsit evenlyover theentirestream.This makesthe
streammoreacceptablefromaperceptualviewpoint[6]. Our
experimentsover the Internetshow that theschemeis quite
effective.

Our ongoing work is addressinga number of issues.
First, we want to develop an analyticalformulationfor the
unboundednetwork error case. Second,we want to de-
velop moresophisticatedscramblingtechniques,and eval-
uatethem throughanalysisand experimentation. Thirdly,
modeling of streamswhich have inter-frame dependency,
suchasMPEG needsto be done. Finally, we want to ex-
tendthis ideato groupsof synchronizedstreams.
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