The Software Maintenance Process Plan

Background -PRIVATE 

The process presented here deals with software maintenance, or modifying a program that has been delivered and is in use.  

Maintenance is an iteration of the development process and comparable standards and procedures should be applied:  requirements definition, design, cost impact, scheduling, and testing.  In this sense it will help define the software development process for new projects.

A maintenance process is needed as soon as the first version of a product is released. 

It will help us understand why some older versions resist changes.

The Laws of Software Maintenance -

Software maintenance is an inevitable need.  It follows that an essential attribute of a well engineered system is maintainability.

As a system is changed, its structure is degraded.  Additional costs, over and above those of implementing the change, must be accepted if the structural degradation is to be reversed.

Large systems have a dynamic of their own that is established at an early stage of the development process.  This determines the gross trends of the maintenance process and limits the number of possible system changes.  (i.e., As changes are made to a system, these changes introduce new system faults, self limiting the long term ability of a system to accept maintenance).  This is called the structural limit.

Organizations have a bureaucratic equivalent to this self limiting dynamic:  major system changes require increasingly complex decisions based on customer expectations, marketing, scheduling, budget, and allocation of personnel, all of which have practical limits.  This is called the justification limit.

The maintainability of a program is related to its complexity.  Complexity is not dependent on size but is based on the decision structure of the program.  One of the reasons that maintenance costs are high (and that the structural and justification limits are reached early) is that the structure of the system which has to be modified is non-existent, either through lack of design, serpentine implementation, or the effects of continuing change.

The above laws combine to provide three lessons for the current state of an engineering group, as attempts are made to set processes in order...

1. Every requested change to existing products should account for its position relative to structural and justification limits.

2. All future products should be designed so that the structural and justification limits are soft for many years into the future.

3. The structural and justification limits drive every decision gate in the software maintenance process.

The software maintenance process is procedurally similar thru ISO-9003, MIL-STD-2167A, and the Carnegie Mellon Software Engineering Institute.  They all say that the following five steps will be present.  Each step can be tailor-made to the business environment, as in this first flow:




Most businesses favor the second flow, where decision gates can alter the maintenance effort in terms of schedule, budget, allocation, and the decision to continue (it is not as confusing as it looks... it follows the same five major steps as above).

The various steps and decisions are explained on the following pages. They center around the central steps of Change Request, Impact Analysis, System Release Planning, Change Implementation, and System Release. 

Change Request:  A typical software trouble report is attached (note that the sample STR has both a description and an analysis section).  The Problem Categories include:

· Network-wide problems

· Protocol related problems

· Configurability

· Incompatibilities with User Equipment

The request change can at this point be characterized as:

· A perfective change to enhance already functioning code

· An adaptive change to accommodate changes in the system’s operating environment

· A corrective change to fix previously undetected system errors

Decision Gate 1:  The first decision gate asks that the problem be one of system design or implementation requiring a corrective change, although we have been known to change software for problems that were native to nonstandard equipment (an adaptive change).  That decision is acceptable and the process then flows to impact determination.  Perfective changes are rarely done outside of a periodic software upgrade.

Impact Analysis:  The Problem Impact is a simple determination technically, but a difficult one from a business sense.

Technically, the stated fault:

·
Disables an entire system.

·
Disables a single device.

·
Disables a subset of connected equipment.

The resultant problem is:

·
Recoverable and does not repeat

·
Recoverable and repeating

·
Unrecoverable or requires manual intervention

·
Continuous and disabling to a finite level (e.g., slows the network to 50% throughput)

The net problem impact as a business decision involves the effect on sales and delivery to a user community that could be prejudiced or conciliatory.  Have we reached the justification limit?

The Change Impact is a determination of software intrusion (we call it surgery):

·
A simple change to correct a coding error

·
An extensive change to correct a design error

·
A drastic rewrite to correct specification errors or accommodate new requirements.

Is the software approaching the structural limit?

From a business sense:  Will the change affect marketing and delivery?  Should equipment be retrofit, halted, or recalled?

Decision Gate 2:  The second decision gate determines if the change request is of sufficient import to justify the stated software and business hit required to resolve the problem.  Is the problem worth fixing given the extent of the damage to networks and deliveries, and the extent of necessary changes?  The output of the gate is a decision by marketing and engineering management to go ahead.

System Release Planning:  The release planning process determines whether the change is implemented through the course of a normal 6 month upgrade, or if extraordinary effort must be applied to speed up resolution. The decision affects mostly the allocation of personnel.  The release planning process schedules effects of the change on manufacturing and delivery (retrofit/halt/recall).  Engineering, marketing, and manufacturing are involved in the scheduling and budgeting process.

Change Implementation:  The change implementation process applies the maintenance effort to a Single case (as in a protocol specific change), or Multiple cases across protocols (for a network change), based on the release planning schedule, followed by Testing.  Testing involves the determination of satisfactory problem resolution, and determination of unintended and ancillary effects. The decision that follows involves permission to release, by engineering.

Scheduled Upgrades and the Release Planning Phase 


Functional upgrades to fielded software will occur every 6 mos. The upgrade schedule will be time-based, that is, function may be cut back, but a fully tested release will go out on time. As a rule, there is slight penalty for a reduced-function on-time release, but severe penalties for both fully functional but late, and on-time but error-prone releases.


Released software version numbers will proceed by tenths: 2.0, 2.1, 2.2 etc. Internally, intermediate versions will proceed by hundredths: 2.01, 2.02 etc. on to the release of 2.1. In house, we can think of this sequence of intermediate steps up to a formal release as the product’s “incremental” development, and the upgrades, its “evolution”  over time. 


Marketing is responsible for a product’s evolution (2.1, 2.2, etc.), and release schedule. Engineering is responsible for the incremental planning (2.01, 2.02,...2.1), up to a formal release. A well-executed plan will result in all increments being accomplished and fully tested in time for Marketing’s next-scheduled release. This requires reasonableness on Marketing’s part, and an incremental design on Engineering’s part. 


A discrepancy arises when a field problem necessitates a software version outside of both the incremental versions and the formal release process. In this case,  the change is considered a patch to the last formal release, and is eventually to be worked into an engineering increment. A patch will be designated by a letter attached to the last formal release on which it was built (2.0a). Internally, the “a” patch must be scheduled into an increment (perhaps 2.06), to be included in the next formal release (2.1). 


Controlling the propagation of patches and combinations of patches to disparate customers is made reasonable by the eventual working-in to incremental versions. All fielded patches must be included into the next formal release; and at that formal release, all fielded patches can be replaced at customer sites, and the need for tracking them internally can be abandoned.


Alpha and Beta releases are hundredth-level incremental (2.06). Field fixes and field tests are patches (2.0f).

A Rudimentary Software Maintenance Process
a.
A Service Engineer speaks directly to the customer that initiates the Change Request.  On the Software Trouble Report (STR), the engineer categorizes the problem and characterizes the change.


Documentation: Description portion of Software Trouble Report


Responsibility:
Field Support or Engineering

b.
Based on input from Field Support personnel, Marketing or Engineering Management decides to pass the change request to impact and change analysis. A “no” vote here would send the issue back to Field Service to close the original call.


Documentation: Signature on Software Trouble Report


Responsibility:
Marketing or Engineering Management

c.
The engineer closest in expertise to the problem does the problem and change impact analysis, on the same STR.  Marketing can make an assessment of customer impact and reaction.  A regularly  scheduled meeting of marketing and engineering can pass the change through the second decision gate (i.e., the problem is worth the impact). A ”no” vote here is an issue that Marketing will take to the customer to close the request.


Documentation: Analysis portion of Software Trouble Report


Responsibility:
Marketing and Engineering 

d.
The engineer schedules the technical effort to fix and test the problem, and makes a recommendation as to the extent across protocols and software versions - that is, the engineer recommends the version increment, in hundredths, or the patch letter designation. The version or patch increments are controlled by the Change Control Board (CCB). Marketing, and manufacturing schedule other-than-engineering activity around the issue, and decide if a contingency or normal upgrade schedule should be followed  in delivery to customers..  All of this should be doable on a single page of documentation attached to the STR.


Documentation: Software Change Program Plan


Responsibility:
Engineer, Marketing, Manufacturing, CCB

e.
Engineering alone tracks the change, tests the fix, and releases the software to Field Service and the Change Control Board (which involves both Manufacturing and Engineering). In most organizations, testing is given over to a testing/Quality Assurance group. The testing involves a standard suite of regression tests, and the results are submitted to the CCB.


Documentation: Pre-Release Package


Responsibility:
Engineering, Q.A., CCB

The paperwork and meetings surrounding the Software Maintenance Process are not over-burdensome:
A Software Trouble report with a problem assessment by Field Service, followed by a Marketing or Engineering Management signature on the STR to go forward. The STR is completed with an impact analysis. After analysis, a single page Software Change Program Plan  is drawn up based on Engineering, Marketing, and Manufacturing input (many changes can be grouped into the same plan). The collective changes are then an Engineering concern until release.
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