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10.1 Introduction

10.1.1 Background

Computational analysis of the performance, reliability, and safety of engineered systems is spreading
rapidly in industry and government. To many managers, decision makers, and politicians not trained in
computational simulation, computer simulations can appear most convincing. Terminology such as
“virtual prototyping,” “virtual testing,” “full physics simulation,” and “modeling and simulation-based
acquisition” are extremely appealing when budgets are highly constrained; competitors are taking market
share; or when political constraints do not allow testing of certain systems. To assess the accuracy and
usefulness of computational simulations, three key aspects are needed in the analysis and experimental
process: computer code and solution verification; experimental validation of most, if not all, of the
mathematical models of the engineered system being simulated; and estimation of the uncertainty
associated with analysis inputs, physics models, possible scenarios experienced by the system, and the
outputs of interest in the simulation. The topics of verification and validation are not addressed here,
but these are covered at length in the literature (see, for example, [1-6]). A number of fields have
contributed to the development of uncertainty estimation techniques and procedures, such as nuclear
reactor safety, underground storage of radioactive and toxic wastes, and structural dynamics (see, for
example, [7-18]).
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Uncertainty estimation for engineered systems is sometimes referred to as the simulation of nonde-
terministic systems. The mathematical model of the system, which includes the influence of the envi-
ronment on the system, is considered nondeterministic in the sense that: (i) the model can produce
nonunique system responses because of the existence of uncertainty in the input data for the model, or
(ii) there are multiple alternative mathematical models for the system. The mathematical models, how-
ever, are assumed to be deterministic in the sense that when all necessary input data for a designated
model is specified, the model produces only one value for every output quantity. To predict the nonde-
terministic response of the system, it is necessary to evaluate the mathematical model, or alternative
mathematical models, of the system multiple times using different input data. This presentation does
not consider chaotic systems or systems with hysteresis, that is, mathematical models that map a unique
input state to multiple output states.

Many investigators in the risk assessment community segregate uncertainty into aleatory uncertainty
and epistemic uncertainty. Aleatory uncertainty is also referred to as variability, irreducible uncertainty,
inherent uncertainty, stochastic uncertainty, and uncertainty due to chance. Epistemic uncertainty is also
referred to as reducible uncertainty, subjective uncertainty, and uncertainty due to lack of knowledge.
Some of the investigators who have argued for the importance of distinguishing between aleatory uncer-
tainty and epistemic uncertainty are noted in [19—-32]. We believe the benefits of distinguishing between
aleatory and epistemic uncertainty include improved interpretation of simulation results by decision
makers and improved ability to allocate resources to decrease system response uncertainty or risk. Note
that in the present work we use the term “risk” to mean a measure of the likelihood and severity of an
adverse event occurring [13, 33].

Sources of aleatory uncertainty can commonly be singled out from other contributors to uncertainty
by their representation as randomly distributed quantities that take values in an established or known
range, but for which the exact value will vary by chance from unit to unit or from time to time. The
mathematical representation most commonly used for aleatory uncertainty is a probability distribution.
When substantial experimental data is available for estimating a distribution, there is no debate that the
correct mathematical model for aleatory uncertainty is a probability distribution. Propagation of these
distributions through a modeling and simulation process is well developed and is described in many
texts (see, for example, [31, 34—38]).

Epistemic uncertainty derives from some level of ignorance about the system or the environment. For
this presentation, epistemic uncertainty is defined as any lack of knowledge or information in any phase
or activity of the modeling process [39]. The key feature stressed in this definition is that the fundamental
source of epistemic uncertainty is incomplete information or incomplete knowledge of some character-
istic of the system or the environment. As a result, an increase in knowledge or information can lead to
a reduction in the predicted uncertainty of the response of the system, all things being equal. Examples
of sources of epistemic uncertainty are: little or no experimental data for a fixed (but unknown) physical
parameter, a range of possible values of a physical quantity provided by expert opinion, limited under-
standing of complex physical processes, and the existence of fault sequences or environmental conditions
not identified for inclusion in the analysis of a system. For further discussion of the sources of epistemic
uncertainty in engineering systems see, for example, [40, 41].

Epistemic uncertainty has traditionally been represented with a random variable using subjective
probability distributions. However, a major concern is that when there is little or no closely related
experimental data, a common practice is to simply pick some familiar probability distribution and its
associated parameters to represent one’s belief in the likelihood of possible values that could occur. Two
important weaknesses with this common approach are of critical interest when the assessment of
epistemic uncertainty is the focus. First, even small epistemic uncertainty in parameters for continuous
probability distributions, such as a normal or Weibull, can cause very large changes in the tails of the
distributions. For example, there can be orders-of-magnitude change in the likelihood of rare events
when certain distribution parameters are changed by small amounts. Second, when epistemic uncertainty
is represented as a probability distribution and when there are multiple parameters treated in this fashion,
one can obtain misleading results. For example, suppose there are ten parameters in an analysis that are
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only thought to be within specified intervals; for example, the parameters are estimated from expert
opinion, not measurements. Assume each of these parameters is treated as a random variable and assigned
the least informative distribution (i.e., a uniform distribution). If extreme system responses correspond
to extreme values of these parameters (i.e., values near the ends of the uniform distribution), then their
probabilistic combination could predict a very low probability for such extreme system responses. Given
that the parameters are only known to occur within intervals, however, this conclusion is grossly inap-
propriate.

10.1.2 Improved Models for Epistemic Uncertainty

During the past two decades, the information theory and expert systems communities have made
significant progress in developing a number of new theories that can be pursued for modeling epistemic
uncertainty. Examples of the newer theories include fuzzy set theory [17, 42—46], interval analysis [47,
48], evidence (Dempster-Shafer) theory [49-55], possibility theory [56, 57], and theory of upper and
lower previsions [58]. Some of these theories only deal with epistemic uncertainty; most deal with both
epistemic and aleatory uncertainty; and some deal with other varieties of uncertainty (e.g., nonclassical
logics appropriate for artificial intelligence and data fusion systems [59]).

A recent article summarizes how these theories of uncertainty are related to one another from a
hierarchical viewpoint [60]. The article shows that evidence theory is a generalization of classical prob-
ability theory. From the perspective of bodies of evidence and their measures, evidence theory can also
be considered a generalization of possibility theory. However, in evidence theory and in possibility theory,
the mechanics of operations applied to bodies of evidence are completely different [54, 57]. The math-
ematical foundations of evidence theory are well established and explained in several texts and key journal
articles [49-55, 61—64]. However, essentially all of the published applications of the theory are for simple
model problems—not actual engineering problems [41, 65-74]. Note that in some of the literature,
evidence theory is referred to as the theory of random sets.

In evidence theory there are two complementary measures of uncertainty: belief and plausibility.
Together, belief and plausibility can be thought of as defining lower and upper limits of probabilities,
respectively, or interval-valued probabilities. That is, given the information or evidence available, a precise
(i.e., single) probability distribution cannot be specified. Rather, a range of possible probabilities exists,
all of which are consistent with the evidence. Belief and plausibility measures can be based on many
types of information or evidence (e.g., experimental data for long-run frequencies of occurrence, scarce
experimental data, theoretical evidence, or individual expert opinion or consensus among experts con-
cerning the range of possible values of a parameter or possibility of the occurrence of an event). We
believe that evidence theory could be an effective path forward in engineering applications because it
can deal with both thoroughly characterized situations (e.g., precisely known probability distributions)
and situations of near-total ignorance (e.g., only an interval containing the true value is known).

There are two fundamental differences between the approach of evidence theory and the traditional
application of probability theory. First, evidence theory uses two measures—belief and plausibility—to
characterize uncertainty; in contrast, probability theory uses only one measure—the probability of an
event or value. Belief and plausibility measures are statements about the likelihood related to sets of
possible values. There is no need to distribute the evidence to individual values in the set. For example,
evidence from experimental data or from expert opinion can be given for a parameter value to be within
an interval. Such evidence makes no claim concerning any specific value within the interval or the
likelihood of any one value compared with any other value in the interval. In other words, less information
can be specified than the least information that is typically specified in applications of probability theory
(e.g., the uniform likelihood of all values in the interval).

The second fundamental difference between evidence theory and the traditional application of prob-
ability theory is that in evidence theory, the evidential measure for an event and the evidential measure
for the negation of an event do not have to sum to unity (i.e., certainty). In probability theory, the
measure for an event plus the measure against an event (i.e., its negation) must be unity. This sum to
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unity implies that the absence in the evidence for an event must be equivalent to the evidence for the
negation of the event. In evidence theory, this equivalence is rejected as excessively restrictive; that is, a
weak statement of evidence can result in support for an event, but the evidence makes no inference for
the support of the negation of the event.

As a final background comment concerning historical perspective of evidence theory, the theory is
philosophically related to the approach of Bayesian estimation. Indeed, many of the originators of
evidence theory viewed it as an offshoot of Bayesian estimation for the purpose of more properly dealing
with subjective probabilities. There are, however, two key differences. First, evidence theory does not
assign any prior distributions to a given state of knowledge (i.e., body of evidence) if none are given.
The requirement for such a prior distribution is obviated because all possible probability distributions
are allowed to describe the body of evidence. Second, evidence theory does not embody the theme of
updating probabilities as new evidence becomes available. In Bayesian estimation, a dominant theme is
toward continually improving statistical inference as new evidence becomes available; whereas in evidence
theory, the emphasis is on precisely stating the present state of knowledge—not updating the statistical
evidence.

10.1.3 Chapter Outline

In the following section (Section 10.2), the mathematical framework of evidence theory is explained and
contrasted to the traditional application of probability theory. The definitions of belief and plausibility
are given, along with the relationships between them. Also discussed is an important quantity called the
basic probability assignment (BPA). A few simple examples are given illustrating the interpretation of
the belief and plausibility functions and the BPA. Section 10.3 discusses the application of evidence theory
to a simple example problem. The simple system is given by an algebraic equation with two uncertain
input parameters and one system response variable. The example is analyzed using the traditional
application of probability theory and evidence theory. The discussion of each solution approach stresses
the mathematical and procedural steps needed to compute uncertainty bounds in the system response,
as well as the similarities and differences between each approach. The analyses using traditional proba-
bilistic and evidence theory approaches are compared with regard to their assessment for the system
yielding an unsafe response. The presentation concludes in Section 10.4 with a brief discussion of
important research and practical issues hindering the widespread application of evidence theory to large-
scale engineering systems. For example, the critical issue of propagating BPAs through a “black box”
computer code using input/output sampling techniques is discussed.

10.2 Fundamentals of Evidence Theory

10.2.1 Belief, Plausibility, and BPA Functions

Evidence theory provides an alternative to the traditional manner in which probability theory is used to
represent uncertainty by allowing less restrictive statements about “likelihood” than is the case with a
full probabilistic specification of uncertainty. Evidence theory can be viewed as a generalization of the
traditional application of probability theory. By “generalization” we mean that when probability distri-
butions are specified, evidence theory yields the same measures of likelihood as the traditional application
of probability theory. Evidence theory involves two specifications of likelihood—a belief and a
plausibility—for each subset of the universal set under consideration. Formally, an application of evi-
dence theory involves the specification of a triple (S, S, m), where (i) S is a set that contains everything
that could occur in the particular universe under consideration, typically referred to as the sample space
or universal set; (ii) S is a countable collection of subsets of S, typically referred to as the set of focal
elements of S; and (iii) m is a function defined on subsets of S such that

m& >0 if £€eSmE=0 if £€C Sand £¢ S, (10.1)
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and

Zm(g) -1 (10.2)

£eS

The quantity m(E) is referred to as the basic probability assignment (BPA), or the mass function,
associated with the subset £ of S.

The sets S and S are similar to probability theory where one has the specification of a triple (S, S,
p) called a probability space, where (i) S is a set that contains everything that could occur in the particular
universe under consideration, (ii) S is a suitably restricted set of subsets of S, and (iii) p is the function
that defines probability for elements of S (see [75], Section IV.4). In probability theory, the set S is
required to have the properties that (i) if £€S, then £°€S, where £° is the complement of &, and
(i) if £, &,, ... is a sequence of elements of S, then U.E, €S and N,& €S. Further, p is required to
have the properties that (i) if £€S, then 0< p(€) <1, (ii) p(S) = 1, and (iii) if £,, &,, ... is a sequence
of disjoint sets from S, then p(U,&) =X, p(&) (see [75], Section IV.3). In the terminology of probability
theory, S is called the sample space or universal set; elements of S are called elementary events; subsets
of S contained in S are called events; the set S itself has the properties of what is called a G-algebra (see
[75], Section IV.3); and p is called a probability measure.

The sample space S plays the same role in both probability theory and evidence theory. However, the
S set has a different character in the two theories. In probability theory, S has special algebraic properties
fundamental to the development of probability and contains all subsets of S for which probability is
defined (see [75], Section IV.3). In evidence theory, S has no special algebraic properties (i.e., S is not
required to be a G-algebra, as is the case in probability theory) and contains the subsets of S with nonzero
BPAs. In probability theory, the function p actually defines the probabilities for elements of S, with these
probabilities being the fundamental measure of likelihood. In evidence theory, the function m is not the
fundamental measure of likelihood. Rather, there are two measures of likelihood, called belief and
plausibility, that are obtained from m as described in the next paragraph. The designation BPA for m(&)
is almost universally used, but, unfortunately, 7 does not define probabilities except under very special
circumstances. Given the requirement in Equation 10.2, the set S of focal elements associated with an
evidence space (S, S, m) can contain at most a countable number of elements; in contrast, the set S of
events associated with a probability space (S, S, p) can, and essentially always does, contain an uncount-
able number of elements.

The belief, Bel(£), and plausibility, PI(E), for a subset £ of S are defined by

Bel(&) = Zm(l/l) (10.3)
Ucté
and
PI(E) = 2 mU). (10.4)
UNE£D

Conceptually, m(U/) is the amount of likelihood that is associated with a set I/ that cannot be further
assigned to specific subsets of Y. Specifically, no specification is implied concerning how this likelihood
is apportioned over U. Given the preceding conceptualization of m(U), the belief Bel(£) can be viewed
as the minimum amount of likelihood that must be associated with £. Stated differently, Bel(€) is the
amount of likelihood that must be associated with £ because the summation in Equation 10.3 involves
all U that satisfy U C &. Similarly, the plausibility PI(£) can be viewed as the maximum amount of
likelihood that could be associated with &. Stated differently, PI(€) is the maximum amount of likelihood
that could possibly be associated with £ because the summation in Equation 10.4 involves all I that
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intersect £ From the perspective of making informed decisions, the information provided by beliefs and
plausibilities is more useful than the information provided by BPAs. This statement is made because a
BPA only provides likelihood information that can be attributed to a set, but to none of its subsets. In
contrast, a belief provides likelihood information about a set and all its subsets, and a plausibility provides
likelihood information about a set and all sets that intersect it.

Belief and plausibility satisfy the equality

Bel(€)+ PI(E) =1 (10.5a)

for every subset £ of S. In words, the belief in the occurrence of an event (i.e., Bel(£)) and the plausibility
of the nonoccurrence of an event (i.e., PI(£)) must sum to one. In contrast, probability theory relies on
the analogous equation

pE)+p(&)=1. (10.5b)

As is well known, Equation 10.5b states that the likelihood in the occurrence of an event and the likelihood
of the nonoccurrence of an event must sum to one. Stated differently, in probability theory, the likelihood
for an event is the complement of the likelihood against an event, whereas in evidence theory, there is
no such assumption of symmetry.

In evidence theory, it can be shown that

Bel(€)+ Bel(E°) <1. (10.6)

The specification of belief is capable of incorporating a lack of assurance that is manifested in the sum
of the beliefs in the occurrence (i.e., Bel(£)) and nonoccurrence (i.e., Bel(£¢)) of an event & being less
than one. Stated differently, the belief function is a likelihood measure that allows evidence for and against
an event to be inconclusive. For the plausibility function, it can be shown that

PI(E)+PI(E) 2 1. (10.7)

The specification of plausibility is capable of incorporating a recognition of alternatives that is manifested
in the sum of the plausibilities in the occurrence (i.e., PI(£)) and nonoccurrence (i.e., PI(E°)) of an event
€ being greater than one. Stated differently, the plausibility function is a likelihood measure that allows
evidence for and against an event to be redundant.

10.2.2 Cumulative and Complementary Cumulative Functions

In probability theory, the cumulative distribution function (CDF) and the complementary cumulative
distribution function (CCDF) are commonly used to provide summaries of the information contained
in a probability space (S, S, p). The CCDF is also referred to as the exceedance risk curve in risk assessment
analyses. Similarly in evidence theory, cumulative belief functions (CBFs), complementary cumulative
belief functions (CCBFs), cumulative plausibility functions (CPFs), and complementary cumulative
plausibility functions (CCPFs) can be used to summarize beliefs and plausibilities. Specifically, CBFs,
CCBFs, CPFs, and CCPFs are defined by the sets of points

CBF = {[v Bel(S:)],ve 5} (10.8)
CCBF ={[v, Bel(S,)],ve S} (10.9)
CPF= {[v PI(;)],ve 3} (10.10)
CCPF ={lv, PI(S,)],ve S}, (10.11)
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(b) CCBF and CCPF

FIGURE 10.1 Example of (a) cumulative belief and plausibility functions and (b) complementary cumulative belief
and plausibility functions.

where S, is defined as
S,={x:xeSand x>v}. (10.12)

Plots of the points in the preceding sets produce CBFs, CCBFs, CPFs, and CCPFs (Figure 10.1).

As grouped in Figure 10.1, a CBF and the corresponding CPF occur together naturally as a pair because,
for a given value v on the abscissa, (i) the value of the CBF (i.e., Bel(S)) is the smallest probability for S;
that is consistent with the information characterized by (S, S, m) and (ii) the value of the CPF (ie., PI(S)))
is the largest probability for S that is consistent with the information characterized by (S, S, m). A similar
interpretation holds for the CCBF and CCPE. Indeed, this bounding relationship occurs for any subset £ of
S, and thus PI(£) and Bel(£) can be thought of as defining upper and lower probabilities for £ [61].
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10.2.3 Input/Output Uncertainty Mapping

The primary focus in many, if not most, engineering problems involving uncertainty estimation is on
functions

y=f(x), (10.13)

where
X =[x Xy X, ]

and the uncertainty in each x; is characterized by a probability space (X;, X, p;) or an evidence space
(X, X, m;). The elements x; of x are used to construct the input sample space

X={x:x=[x),%,..,x,]€ X; X X, X...X X }. (10.14)

When the uncertainty in each x; is characterized by a probability space (X, X, p;), this leads to a probability
space (X, X, py) that characterizes the uncertainty in x, where X is developed from the sets contained in

C={&E=ExEx..xE eX; x X, x..xX} (10.15)

(see [75], Section IV.6, and [76], Section 2.6) and py is developed from the probability functions (i.e.,
measures) p;. Specifically, if the x; are independent and d; is the density function associated with p;, then

px<5>=j d(x)dv (10.16)
£
for £€ X and

d) =] Jdex (10.17)

for x =[x, x,,...,x,]€ X.

In engineering practice, f is often a set of nonlinear partial differential equations that are numerically
solved on a computer. The dimensionality of the vector x of inputs can be high in practical problems
(e.g., on the order of 50). The analysis outcome y is also often a vector of high dimensionality, but is
indicated in Equation 10.13 as being a single system response for notational convenience.

The sample space X constitutes the domain for the function f in Equation 10.13. In turn, the range of
fis given by the set

Y={y:y=fx),xex} (10.18)

The uncertainty in the values of y contained in ) derives from the probability space (X, X, p,) that
characterizes the uncertainty in x and from the properties of the function f. In concept, (X, X, p,) and
f induce a probability space (), Y, py). The probability p, is defined for a subset £ of ) by

Py(E)=py(fH(E), (10.19)
where
'€ ={x:xeXand y= f(x) &} (10.20)
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The uncertainty in y characterized by the probability space (), Y, py) is typically presented as a CDF or
CCDE

Equation 10.19 describes the mapping of probabilities from the input space to probabilities in the space
of the system outcome y when the uncertainty associated with the domain of the function is characterized
by a probability space (X, X, py). When the uncertainty in each x; is characterized by an evidence space
(X X;, m;), the uncertainty in x is characterized by an evidence space (X, X, my), where (i) X is defined
by Equation 10.14, (ii) X is the same as the set C defined in Equation 10.15, and (iii) under the assumption
that the x; are independent, m, is defined by

m (10.21)

€)= Hm,(g,) if SZSIX(C/'ZX...XE"EX
i=1
0 otherwise

X

for subsets £ of X.

The development is more complex when the x; are not independent. For a vector x of the form defined
in conjunction with Equation 10.13, the structure of X for the evidence space (X, X, m1,) is much simpler
than the structure of X for an analogous probability space (X, X, py). In particular, the set X for the
evidence space (X, X, my) is the same as the set C in Equation 10.15. In contrast, the set X for an
analogous probability space (X, X, py) is constructed from C and in general contains an uncountable
number of elements rather than the finite number of elements usually contained in C.

For evidence theory, relations analogous to Equation 10.19 define belief and plausibility for system
outcomes when the uncertainty associated with the domain of the function is characterized by an evidence
space (X, X, my). In concept, (X, X, my) and f induce an evidence space (), Y, my). In practice, m, is
not determined. Rather, the belief Bel,(£) and plausibility PI,(£) for a subset £ of ) are determined
from the BPA m1, associated with (X, X, my). In particular,

Bel, (€)= Bel, [f(£)]= 2 m, (U) (10.22)
U
and
PL(E)=PL[f(&)]= 2 m. (U), (10.23)
Unf1 ()2

where Bel, and PI, represent belief and plausibility defined for the evidence space (X, X, my).

Similarly to the use of CDFs and CCDFs in probability theory, the uncertainty in y characterized by
the evidence space (), Y, my) can be summarized with CBFs, CCBFs, CPFs, and CCPFs. In particular,
the CBE, CCBE, CPFE, and CCPF for y are defined by the sets of points

CBF = {[V,Bely(y;)], ve y} - {[v Bel, (£(37))] v e y} (10.24)
CCBF ={[v, Bel,())],v € Y} ={[v, Bel ,(f " (I)))],v € Y} (10.25)
cpF ={[v P1, ()] vey}= {[v PL(F (7)) ve y} (10.26)
CCPF ={[v, PL ), ve Yk ={v, PL(F Q)] v eV (10.27)
where
Y ={y:yeYand y>v} (10.28)
Y ={y:yeYand y <. (10.29)
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Plots of the points contained in CBF, CCBF, CPF, and CCPF produce a figure similar to Figure 10.1 and
provide a visual representation of the uncertainty in y in terms of belief and plausibility.

The beliefs and plausibilities appearing in Equation 10.24 through Equation 10.27 are defined by sums
of BPAs for elements of X. For notational convenience, let £; denote the jth element of X for the evidence
space (X, X, my). Such a numbering is possible because X is countable due to the constraint imposed
by Equation 10.2. For v € ), let

187, ={j:& < ()} (10.30)
ICCBF, = {j:& < [ ()} (1031)
ICPF,=1{j:&Nf ( )¢®} (10.32)
ICCPF,={j:£,n f(9,) = D). (10.33)

In turn, the beliefs and plausibilities in Equation 10.24 through Equation 10.27 are defined by

Bel, ()= Bel, [ £(07))= D, my(&) (10.34)
JE€ICBF,

Bel, ()= Bel ({3 )= Y, my(&) (10.35)
j€ICCBF,

PL(E)=PL(F(07))= D, me(&) (10.36)
JjEICPF,

PLOD=PLFON= D my(E). (10.37)
jeICCPF,

The summations in Equation 10.34 through Equation 10.37 provide formulas by which the CBE, CCBE,
CPE, and CCPF defined in Equation 10.24 through Equation 10.27 can be calculated. In practice, deter-
mination of the sets in Equation 10.24 through Equation 10.27 can be computationally demanding due
to the computational complexity of determining f~!. For example, if f corresponds to the numerical solution
of a system of nonlinear PDEs, there will be no closed form representation for f~! and the computation
of approximate representations for f~! will require many computationally demanding evaluations of f.
Section 10.3.3.4 gives a detailed example of how Equation 10.24 through Equation 10.27 are calculated in
a simple example. The issue of convergence of sampling was recently addressed in [77], where it was
established that, as the number of samples increases, even with minimal assumptions concerning the
nature of f, convergence to the correct belief and plausibility of the system response is ensured.

10.2.4 Simple Conceptual Examples

The theoretical fundamentals given above can be rather impenetrable, even to those well grounded in
the theoretical aspects of probability theory. We believe two of the reasons evidence theory is difficult to
grasp are the following. First, evidence theory has three likelihood measures — belief, plausibility, and
BPA functions—any one of which can determine the other two. In probability theory there is only one,
the probability measure p. Second, the conversion of data or information into a BPA in evidence theory
seems rather nebulous and confusing compared to the construction of probability measures in probability
theory. In practice, this conversion and its representation in probability theory is simplified by using
probability density functions (PDFs) as surrogates for the corresponding probability measures. For
example, in probability theory if one assumes a “noninformative prior” then a uniform PDF is chosen.
Or, if one has a histogram of experimental data, it is rather straightforward to construct a PDE. To aid
in understanding evidence theory and how it compares with probability theory, the following two simple
conceptual examples (similar to those given in [53], p. 75-76) are given.

Copyright 2005 by CRC PressLLC



Example 1

Children are playing with black and white hollow plastic Easter eggs. The children place a chocolate
candy in each black Easter egg and put nothing into each white Easter egg. A parent appears and says,
“T will secretly put one or more of your various Easter eggs in a paper bag. Tell me what is the probability
(these are very precocious children) of you drawing out a black Easter egg from the paper bag (which
you cannot see into)?”

The universal set X contains the two possible outcomes: {B, W}, where B indicates a black egg with
chocolate, and W indicates a white egg without chocolate.

A probabilistic solution would traditionally assume that, according to the Principle of Insufficient
Reason, there is an equal likelihood of drawing out a black egg and a white egg. Therefore, the answer
to the question would be: “There is a 0.5 probability of getting a black egg.”

An evidence theory solution would assign the BPA of the universal set a value of 1, which can be written
as m(X ) = 1. Because nothing is known about what this parent might do concerning putting white vs.
black eggs in the bag, a BPA of zero is assigned to each possible event: m(B) = 0 and m(W) = 0. Using
Equations 10.3 and 10.4, one computes that Bel(B) = 0 and PI(B) = 1 for drawing out a black egg.
Therefore, an evidence theory approach would answer the question: “The probability is between 0 and 1
for getting a black egg.”

Example 2

The same children are playing with plastic Easter eggs and the same parent shows up. However, this time,
the parent paints some of the plastic Easter eggs gray and places chocolates into some of the gray eggs,
out of sight of the children. The parent now says, “I have put ten Easter eggs into a paper bag, which
you cannot see into. In the bag there are two black eggs (with chocolates), three white eggs (without
chocolates), and five gray eggs that may or may not contain a chocolate. Tell me what is the probability
of drawing out an egg with a chocolate?”

The universal set X can be written as {B, W, G}; B and W are as before, and G is a gray egg which may
or may not have a chocolate. A probabilistic solution could be based on the probabilities

p(B)=0.2, p(W)=0.3, p(G)=0.5.

In addition, according to the Principle of Insufficient Reason, each gray egg containing a chocolate, G,,,
has a probability of 0.5, and each gray egg without a chocolate, G,,,, has a probability of 0.5. Therefore,
they would assign a probability of 0.25 to the likelihood that a gray egg with chocolate would be drawn.
The probabilistic answer to the question would then be: “The probability of getting a chocolate from the
bag is p(B) + 0.25 = 0.45”

The evidence theory solution would assign the following BPAs

m(B) =0.2, m(W)=0.3,m(G,,G,, )=0.5.

With the use of Equations 10.3 and 10.4, the belief for getting a chocolate, Bel(C), and plausibility for
getting a chocolate, PI(C), can be computed:

Bel(C) = Bel(B,G,)) = 0.2, PI(C) = PI(B,G,) = 0.2+0.5=0.7.

Therefore, an evidence theory answer to the question would be: “There is a probability between 0.2 and
0.7 of getting a chocolate from the bag.”
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10.2.4.1 Observations

First, on these simple examples, it can be seen, hopefully, that evidence theory accurately represents the
range in probabilities that are consistent with the given data; no additional assumptions concerning the
given data are imposed. Stated differently, traditional application of probability theory leads one to assign
probabilities to all events of the universal set, thereby forcing one to make assumptions that are not
supported by the evidence. Evidence theory allows one to assign basic probabilities to sets of elements
in the universal set, thus avoiding unjustified assumptions. Concern might be expressed that the range
of probabilities with evidence theory is so large that little useful information is gained with the approach
to aid in the decision-making process. The response to this is that when large epistemic uncertainty is
present, the decision maker should be clearly aware of the range of probabilities, rather than having
assumptions buried in the analysis disguise the probabilities. If high-consequence decisions are involved
instead of chocolates, it is imperative that the decision maker understand the probabilities and resulting
risks. If the highest possible risks are unacceptable to the decision maker, then resources must be made
available to reduce the epistemic uncertainty.

Second, in these examples the inappropriate use of the Principle of Insufficient Reason, particularly
in Example 1, is obvious. However, the assumption, without justification, of a uniform PDF in engineering
analyses is very common. Sometimes the assumption is made with the caveat that, “For the first pass
through the analysis, a uniform PDF is assumed.” If the decision maker acts on the “first pass analysis”
and a refined analysis is never conducted, inappropriate risks could be the result. Or, the more common
situation might occur: “The risks appear acceptable based on the first pass analysis, and if the funds and
schedule permit, we will conduct a more refined analysis in the future” Commonly, the funds and
schedule are consumed with “more pressing issues.”

10.3 Example Problem

The topics covered in this section are the following. First, an algebraic equation will be given (Section
10.3.1), which is a model for describing the response of a simple nondeterministic system. The nonde-
terministic character of the system is due to uncertainty in the parameters embodied in the algebraic
model of the system. Second, the uncertainty of the response of the system will be estimated using the
traditional application of probability theory (Section 10.3.2) and evidence theory (Section 10.3.3). Com-
parisons will be made (Section 10.3.4) concerning the representation of uncertainty using each approach.
Third, in the solution procedure using evidence theory, the steps are described for converting the
information concerning the uncertain parameters into input structures usable by evidence theory. A
detailed discussion will be given for propagating input uncertainties represented by BPAs through the
system response function and computing belief and plausibility measures in the output space.

10.3.1 Problem Description

The following equation is a simple special case of the input/output mapping indicated in Equation 10.13:

y=fla,b)=(a+b)". (10.38)

The parameters a and b are the analysis inputs and are the only uncertain quantities affecting the system
response. Parameters a and b are independent; that is, knowledge about the value of one parameter
implies nothing about the value of the other. Multiple expert sources provide information concerning a
and b, but the precision of the information is relatively poor. Stated differently, there is scarce and
conflicting information concerning a and b, resulting in large epistemic uncertainty. All of the sources
for a and b are considered equally credible.
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FIGURE 10.2 Information from each source for parameters a (upper) and b (lower). (Originially published in
Investigation of Evidence Theory for Engineering Applications, Oberkampf, W.L. and Helton, J.C., 4th Nondeterministic
Approaches Forum, Denver, AIAA-2002-1569. Copyright © 2002 by the American Institute of Aeronautics and
Astronautics, Inc. Reprinted with permission.)

For parameter a, two sources provide information. Source 1 states that he believes that the actual, or
true, value lies in the interval [0.6, 0.9]. Source 2 states that, in her opinion, the actual value is in one
of two contiguous intervals: in the interval [0.1, 0.5] with a 20% level of subjective belief, or in the interval
[0.5, 1.0] with a 80% level of subjective belief. (Note: For clarity, an adjective such as “subjective” or
“graded” with the term “belief” is used to designate the common language meaning for “belief” When
“belief” is used without such adjectives, reference is being made to the belief function in evidence theory.)

For parameter b, three sources provide information. Source 1 states that the actual value could lie in
one of two disjoint intervals: in the interval [0.3, 0.5] with a 10% level of subjective belief, or in the
interval [0.6, 0.8] with a 90% level of subjective belief. Source 2 states that the actual value could be in
one of three contiguous intervals: [0.2, 0.4] with a 10% level of subjective belief, [0.4, 0.6] with a 70%
level of subjective belief, and [0.6, 1.0] with a 20% level of subjective belief. Source 3 states that he believes
that three experimental measurements he is familiar with should characterize the actual value of b. The
three experimental realizations yielded: 0.1 £ 0.1, 0.3 + 0.1, and 0.4 & 0.1. He chooses to characterize
these measurements, that is, his input to the uncertainty analysis, as three intervals: [0.0, 0.2], [0.2, 0.4]
and [0.3, 0.5], all with equal levels of subjective belief. (See [74] for a description of more complex
subjective belief statements.)

The input data for a and b for each source are shown graphically in Figure 10.2a and b, respectively.

To complete the statement of the mathematical model of the system, the system response y is considered
to be unsafe for values of y larger than 1.7. It is desired that both the traditional and evidence theory
approaches be used to assess what can be said about the occurrence of y > 1.7. Although the example
problem may appear quite simple to some, the solution is not simple, or even unique, because of the
poor information given for the parameters. It will be seen that both methods require additional assump-
tions to estimate the occurrence of y > 1.7. Some of these assumptions will be shown to dominate the
estimated safety of the system.

Figure 10.3 presents a three-dimensional representation of y = f(a, b) over the range of possible
values of a and b. Several level curves, or response contours, of y are shown (i.e., loci of [a, b] values
that produce equal y values). The rectangle defined by 0.1 <a <1 and 0 < b <1 is referred to as the
input product space.
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FIGURE 10.3 Three-dimensional representation of y = (a + b)* on the rectangle defined by 0.1 <a<1land0<b<1.
(Originially published in Investigation of evidence theory for engineering applications, Oberkampf, W.L. and Helton, J.C.,
4th Non-Deterministic Approaches Forum, Denver, AIAA-2002-1569. Copyright © 2002 by the American Institute of

Aeronautics and Astronautics, Inc. Reprinted with permission.)

10.3.2 Traditional Analysis Using Probability Theory

10.3.2.1 Combination of Evidence

The information concerning a from the two sources is written as

A ={a:0.6<a<0.9}

a:0.1<a<0.5 with 20% belief
A = a:0.5<a<1.0 with 80% belief "

Thus, the set

A=AUA ={a:01<a<]}

contains all specified values for a.
Similarly, the information for b from the three sources is written as

b:0.3<b<0.5 with 10% belief
b:0.6 <b<0.8 with 90% belief

b:0.2<b<0.4 with 10% belief
B, =<b:0.4<b<0.6 with 70% belief
b:0.6<b<1.0 with 20% belief

b:0.0<b<0.2 with 33% belief
B, =<b:0.2<b<0.4 with 33% belief ;.
b:0.3<b<0.5 with 33% belief

Copyright 2005 by CRC PressLLC

(10.39)

(10.40)

(10.41)

(10.42)

(10.43)

(10.44)



Thus, the set
B=BuB,uB ={b:0<b<1} (10.45)

contains all specified values for b.

Given that each of the sources of information specifies only intervals of values, the traditional prob-
abilistic analysis is implemented by assuming that a and b are uniformly distributed over each of their
specified intervals. This is a significant assumption beyond what was given for the state of knowledge
concerning a and b. The only claim from the expert sources is that the actual value is contained in
specified intervals, not that all values over each of the intervals are equally likely. Other specifications of
probability are possible, e.g., the intervals specified by each source could be divided into a finite number
of subintervals, and probability density distributions (PDFs) could be defined for each of the subintervals.
However, this is essentially never done. The specification of uniform distributions over each interval is
the most common technique used to convert intervals of possible values to PDFs.

Let [r;, 5], 1 =1, 2,... n, denote the specified intervals for a parameter from a given source. Let g; be
the graded level of belief associated with the interval [r;, s;], expressed as a decimal. Then the resultant
density function d is given by

dw) ="y 50g/s,—r), (10.46)
i=1
where
1 f s,
6.(v)={ Orve.[r’ s (10.47)
' 0 otherwise.

For parameter a, n has values of 1 and 2 for sources 1 and 2, respectively. For parameter b, n has values
of 2, 3, and 3 for sources 1, 2, and 3, respectively.

Because it is given that each source of information is equally credible, the resultant density functions
for each source are simply averaged. Thus, if d,,(a) and d,,(a) denote the density functions for sources
1 and 2 for variable g, the resultant combined density function is

d,(@= ) d,(a)2. (10.48)

Similarly, the resultant combined density function for b is

dy() =Y dy(b), (10.49)

where dp, (), dg,(b), and d;(b) denote the density functions from sources 1, 2, and 3, respectively. The
density functions d,(a) and dy(b) in Equation 10.48 and Equation 10.49 effectively define the probability
space used to characterize the uncertainty in a and b, respectively.
10.3.2.2 Construction of Probabilistic Response
Each possible value for y in Equation 10.38 derives from multiple vectors ¢ = [a, b] of possible values
for a and b. For example, each contour line in Figure 10.3 derives from multiple values of ¢ that produce
the same value of y. The set

C=AxB={c=[a,bl:ac A, beB} (10.50)
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contains all possible values for c. Because it is given that a and b are independent, the PDF for C is given by
d.(c)=d,(a)dy(b) (10.51)

for ¢ = [a, b] € C. For notational convenience, the probability space used to characterize the uncertainty
in ¢ = [a, b] will be represented by (C, C, p,).

Possible values for a and b give rise to possible values for y through the relationship in Equation 10.38.
In particular, the set ) of all possible values for y is given by

Y={y:y=fla,b)=(a+b)",[a,bleC}. (10.52)

With a probability-based approach, the uncertainty in y is represented by defining a probability distri-
bution over Y. Ultimately, the probability distribution associated with ) derives from the nature of the
mapping y = f(a, b) and the probability distributions over A and B.

The probability p,(€) of a subset £ of } can be formally represented by

2 (&)= [d,(0dy=pe(s ) (10.53)
¢
where dy, denotes the density function associated with the distribution of y, p.(f™(€)) denotes the proba-
bility of the set f~'(£) inC = A x B, and

(& ={c:c=[a,bleC=AxBand y = f(a, b) e &}. (10.54)

A closed-form representation for the density function d, can be derived from f, d, and d,. However, in
real analysis problems, this is rarely done due to the complexity of the function and distributions involved.
The relations in Equation 10.53 are presented to emphasize that probabilities for subsets of ) result from
probabilities for subsets of C.

An alternative representation for p,(£) is given by

2,6) =j6b-<y>dy<y>dy
Y

(10.55)
= I5E[f(a, b)ld ,(a)d,(b)da db,
c
where
1 if &
Oy = {0 (l)tli/e.rgwise. (10.56)

The preceding representation underlies the calculations carried out when a Monte Carlo or Latin Hyper-
cube sampling procedure is used to estimate p,(£) [78—80].

As indicated in Section 10.2.2, CCDFs provide a standard way to summarize probability distributions
and provide an answer to the following commonly asked question: “How likely is y to be this large or
larger?” The defining equation for a CCDF is analogous to Equation 10.25 and Equation 10.27 for CCBFs
and CCPFs, respectively, in evidence theory. Specifically, the CCDF for y is defined by the set of points

CCDF ={[v, p, O]y e M ={lv, pe(f N v e V) (10.57)

for Y, defined in Equation 10.28. The CCDF for the function y = f(a, b) defined in Equation 10.38 and
the probability space (C, C, p¢) introduced in this section is presented in Section 10.3.4.
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10.3.3 Analysis Using Evidence Theory

10.3.3.1 Construction of Basic Probability Assignments for Individual Inputs

The BPAs for A and B are obtained by first defining BPAs for .4, and .A,, and B,, BB,, and B,. This is done
using the information for a and b from each source (see Equation 10.39, 10.40 and Equation 10.42
through Equation 10.44). A convenient representational device for BPAs associated with interval data
can be obtained with the use of lower triangular matrices. This representation, an extension of that used
in [81], is constructed as follows. For each uncertain parameter, an interval is identified that contains
the range of the parameter when all of the sources of information for that parameter are combined. The
range of each parameter is divided into as many contiguous subintervals as needed to describe the interval
value information from each of the sources; that is, any specified interval of values for the parameter is
equal to the union of a subset of these contiguous intervals. The columns of the lower triangular matrix
are indexed by taking the lower value of each subinterval, and the rows are indexed by taking the upper
value of each subinterval.

To represent this lower triangular matrix of potential nonzero BPAs, let I, L, ... I, be the lower values
for the n subintervals, where [, <I,...<I .Let u,u,,...u, be the upper values of the subintervals, where
u, <u,...<u . Consistent with the contiguous assumption, the intervals can be expressed as [I}, L]
L], [, u,] with [ <u, , or equivalently as [L,u ], [u, u,],... [u,_,u,] with [ <u . Let m([l, u]) be
the BPA for the subinterval [/, 1]. The n xn lower triangular matrix can then be written as

1 1, l, l,
w m({l,u])
uz m([ll)uz]) m([lz)uz])
10.58
u,  m([l,w)]) m(l,u]) ml,u]) ( :
w,  m(llpu))  m(lu]) m(u]) o m(ll,u,]).

Specifically, m in the preceding matrix defines a BPA for S ={x: [ <x<u, } provided (i) the values for
m in the matrix are nonnegative and sum to 1, and (ii) m(€) = 0if £ < S and € does not correspond
to one of the intervals with a BPA in the matrix. In essence, this representation provides a way to define
a BPA over an interval when all noncontiguous subintervals are given a BPA of zero. When only the
diagonal elements of the matrix are nonzero, the resultant BPA assignment is equivalent to the specifi-
cation of a discrete probability space. For this space, the set S contains the null set and all sets that can
be generated by forming unions of the intervals [/, 1,),[L,,,),... [l , u,]. Note that half-open intervals are
assumed so that the intersection of any two intervals will be the null set. Conversely, from the structure
of the matrix it can be seen that the precision of the information decreases as the distance from the
diagonal increases. For example, the least precise statement of information appears in the lower-left
element of the matrix with the definition of the BPA m[l,, u,].

In the present example, the sets A and B correspond to the intervals [0.1, 1] and [0, 1], respectively.
The corresponding matrices for A and B are

0.1 0.5 0.6 0.9
05  m,([0.1,0.5])
0.6 m,([0.1,0.6]) m,([0.5,0.6]) (10.59)
09 m,([0.1,0.9]) m,([0.50.9]) m,([0.6,0.9])
[ ) )

1.0 m,([0.,1.0])  m,([0.51.0]) m,([0.61.0]) m,([0.9,1.0])
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and

0.0 0.2 0.3 0.4 0.5 0.6 0.8
0.2 m,([0.0,0.2])
0.3 m,([0.0,0.3]) my(] ]
0.4 m,([0.0,0.4]) m,([0.2,0.4]) m,([0.3,0.4])
0.5 m,([0.0,0.5]) m,([0.2,0.5]) m,([0.3,0.5]) m,([0.4,0.5]
0.6 m,([0.0,0.6]) 1,([0.2,0.6]) ,([0.3,0.6]) ,([0.4,0.6]
0.8 m,([0.0,0.8]) m,([0.2,0.8]) m,([0.3,0.8]) m,([0.4,0.8]
1.0 m,([0.0,1.0]) m,([0.2,1.0]) m,([0.3,1.0]) m,([0.4,1.0]

0.2,0.3])

B

m,([0.5,0.6])

m,([0.5,0.8]) m,([0.6,0.8])

m,([0.5,1.0]) m,([0.6,1.0]) m,([0.8,1.0]),
(10.60)

)
)
)
)

B B

respectively.
The information for a provided by the two sources (see Equation 10.39 and Equation 10.40) can be
summarized by the following matrices A, and A, of the form shown in Equation 10.59:

0 0.2
0 0 0

A= and A,= : (10.61)
00 1 0 0 0
0000 0 08 0 0

Similarly, the information for b provided by the three sources (see Equation 10.42 through Equation 10.44)
can be summarized by the following matrices B,, B,, and B, of the form shown in Equation 10.60:

0 0
0 0 0 0
0 0 0 0 01 0
B,=[0 0 01 0 , B,=[0 0 0 o0 ,
0 0 0 0 0 0 o0 07
0 0 0 0 09 0 0 0 0
00 0 0 0 0 0 0 0 0 0 02 0
i ) J : ] - (10.62)
0.333
0 0
0 033 0
and B,=| 0 0 0333 0
0 0 0 0
0 0 0 0
0 0 0 0 0]

The BPAs for all unspecified subsets of .4 and B are zero.

10.3.3.2 Combination of Evidence

Combining the BPAs for the .4s to obtain a BPA for A and combining the BPAs for the 5;’s to obtain
a BPA for B is now considered. The issue of combination of evidence, also referred to as aggregation of
evidence or data fusion, is a topic closely related to evidence theory itself. After the introduction of evidence
theory by Dempster in 1967 [61], many researchers believed evidence theory and the issue of combination
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of evidence were essentially the same topic. This view was reinforced by the close relationship between
evidence theory and Dempster’s rule of combination of evidence. In fact, much of the criticism of evidence
theory has actually been directed at Dempster’s rule of combination. It is now recognized that combination
of evidence is a separate topic of growing importance in many fields [50, 52, 64, 82—89]. Combination
of evidence takes on even more importance in newer theories of uncertainty, such as evidence theory,
because many of the newer theories can deal more directly with large epistemic uncertainty than the
traditional application of probability theory. The manner in which conflicting evidence is combined can
have a large impact on the results of an uncertainty analysis, particularly when evidence theory is used.

In this presentation, the emphasis is on comparing uncertainty estimation results from the traditional
application of probability theory and evidence theory. As a result, evidence from the various sources is
combined in the same manner as was done for the solution using probability theory. The equivalent
formulation to Equation 10.48 and Equation 10.49 for the matrices A; and B; is

2 3
A=Y AP and B=YBS. (10.63)
i=1 i=1

Applying these equations to Equation 10.61 and Equation 10.62, respectively, we have

0.1
A= 00 (10.64)
0 0 05
0 04 0 0
0.111 |
0 0
0 0.144 0
andB=| 0 0 0.144 0 5 (10.65)
0 0 0 0.233 0
0 0 0 0 0 03
| 0 0 0 0 0 0.067 0

with the additional specification that m,(E) = 0 if £ is a subset of A without an assigned BPA in A and
my(E) = 0 if £ is a subset of B without an assigned BPA in B.

10.3.3.3 Construction of Basic Probability Assignments for the Product Space

The variables a and b are specified as being independent. With the use of Equation 10.21, the BPA m(€)
defined on C = A x B is given by

& E) ifE, cAE cBandE=E, XE
mc(g)z mA( A)mB( B) 1 A C. B < an A B (10.66)
0 otherwise

for £ c C. The resultant nonzero BPAs and associated subsets of C are summarized in Table 10.1.
Subset 11 is used to illustrate the entries in Table 10.1. This subset corresponds to the interval [0.5,
1.0] for a, and the interval [0.4, 0.6] for b. From Equation 10.66,

m(€)=m,([0.5,1.0])m,([0.4,0.6]), (10.67)
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TABLE 10.1 Summary of the Nonzero Values of the BPA m for C = A x B

m,([0.1,0.5]) = 0.1

m4([0.5, 1.0]) = 0.4

m,4([0.6, 0.9]) = 0.5

my([0.,0.2]) = 0.111

my([0.2,0.4]) = 0.144
my([0.3,0.5]) = 0.144
my([0.4,0.6]) = 0.233
m,([0.6,0.8]) = 0.300
my([0.6,1.0]) = 0.067

0.0111 (subset 1)
0.0144 (subset 4)
0.0144 (subset 7)
0.0233 (subset 10)
0.0300 (subset 13)
0.0067 (subset 16)

0.0444 (subset 2)
0.0576 (subset 5)
0.0576 (subset 8)
0.0932 (subset 11)
0.1200 (subset 14)
0.0268 (subset 17)

0.0555 (subset 3)
0.0720 (subset 6)
0.0720 (subset 9)
0.1165 (subset 12)
0.1500 (subset 15)
0.0335 (subset 18)

where the values for 11, ([0.5, 1.0]) and m,([0.4, 0.6]) appear in the column and row designators associated
with subset 11 (i.e., £ = [0.5, 1.0] X [0.4, 0.6]) and are defined by entries in the matrices A and B in
Equation 10.64 and Equation 10.65, respectively. This yields

m(€)=(0.4)(0.233) = 0.0932. (10.68)

The magnitude of m shown for subsets of C in Table 10.1 indicates the likelihood that can be assigned
to a given set, but not to any proper subset of that set. As required in the definition of a BPA, the BPAs
in Table 10.1 sum to unity.

10.3.3.4 Construction of Belief and Plausibility for the System Response

The belief and plausibility measures for the system outcome y can now be computed. The goal is to
obtain an assessment of the likelihood, in the context of evidence theory, that y will be in the failure
region. As previously indicated, the threshold of the failure region is v = 1.7. Thus, the system failure
question is: “How likely is it that y will have a value in the set ), , defined in Equation 10.28?” As indicated
in Equation 10.35 and Equation 10.37,

Bel,0))= Y m(E) (10.69)
jeICCBE,
and
PLOY= D m(E), (10.70)
jeICCPF,

where &;,j =1, 2,... 18, are the subsets of C with nonzero BPAs given in Table 10.1. The sets ZCCBF,
and ZCCPF, are defined in Equation 10.31 and Equation 10.33. In turn, the sets

CCBF ={[v, Bel,()]:ve YV} (10.71)
and
CCPF ={[v, PL,(Y)]:v eV} (10.72)

define the CCBF and the CCPF for .

The quantities ZCCBF,, ZCCPF,, Bel(),), and PI,()),) for the example problem are summarized in
Table 10.2. The contour lines of y =(a+b)" are shown in Figure 10.4a to aid in understanding where the
jumps in the CCBF and CCPF occur. Along the edges of Figure 10.4a are the values of y at equal increments
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TABLE 10.2 Determination of the CCBF and CCPF for y = f(a, b) with Equation 10.67 and Equation 10.68
and the BPAs in Table 10.1.

v ICCBF, 1CCPF, Bel,(Y,)  PL(Y,)

0.69220 1,2,3,4,5,6,7,8,9,10,11, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 1.00000 1.00000
12,13,14,15,16,17,18

[0.69220,0.70711] 2,3,4,5,6,7,8,9,10,11,12, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.98889 1.00000
13,14,15,16,17,18

[0.70711,0.73602] 3,4,5,6,7,8,9,10,11,12, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.94444 1.00000
13,14,15,16,17,18

[0.73602,0.81096] 4,5,6,7,8,9,10,11,12,13, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.88889 1.00000
14,15,16,17,18

[0.81096, 0.83666] 5,6,7,8,9,10,11,12,13, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.87444 1.00000
14,15,16,17,18

[0.83666,0.85790] 6,7,8,9,10,11,12,13,14, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.81667 1.00000
15,16,17,18

[0.85790, 0.87469] 6,8,9,10,11,12,13,14, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.80222 1.00000
15,16,17,18

[0.87469, 0.88657] 8,9,10,11,12,13,14,15, 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.73000 1.00000
16,17,18

[0.88657,0.89443] 8,9,10,11,12,13,14,15, 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.73000 0.98889
16,17,18

[0.89443,0.89751] 9,10,11,12,13,14,15,16, 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.67222 0.98889
17,18

[0.89751,0.93874] 9,11,12,13,14,15,16,17, 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.64889 0.98889
18

[0.93874,0.94868] 11,12,13,14,15,16,17,18 2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.57667 0.98889

[0.94868,0.95620] 12,13,14,15,16,17,18 2,3,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.48333 0.97444

[0.95620, 1.00000] 12,14,15,17,18 2,3,5,6,7,8,9,10,11,12,13,14,15,16,17,18 0.44667 0.97444

[1.00000, 1.04881] 14,15,17,18 2,3,5,6,8,9,10,11,12,13,14,15,16,17,18 0.33000 0.96000

[1.04881,1.08957] 15,18 2,3,5,6,8,9,11,12,13,14,15,16,17,18 0.18333 0.93667

[1.08957,1.11560] 15,18 2,5,6,8,9,11,12,13,14,15,16,17,18 0.18333 0.88111

[1.11560, 1.14018] 2,5,6,8,9,11,12,13,14,15,16,17,18 0.00000 0.88111

[1.14018,1.20000] 2,5,6,8,9,11,12,14,15,16,17,18 0.00000 0.85111

[1.20000, 1.22474] 5,6,8,9,11,12,14,15,16,17,18 0.00000 0.80667

[1.22474,1.26634] 5,6,8,9,11,12,14,15,17,18 0.00000 0.80000

[1.26634,1.35368] 5,8,9,11,12,14,15,17,18 0.00000 0.72778

[1.35368, 1.40000] 5,8,11,12,14,15,17,18 0.00000 0.65556

[1.40000, 1.44040] 8,11,12,14,15,17,18 0.00000 0.59778

[1.44040, 1.50000] 8,11,14,15,17,18 0.00000 0.48111

[1.50000, 1.60000] 11,14,15,17,18 0.00000 0.42333

[1.60000, 1.61214] 14,15,17,18 0.00000 0.33000

[1.61214,1.78188] 14,17,18 0.00000 0.18000

[1.78188, 1.80000] 14,17 0.00000 0.14667

[1.80000, 2.00000] 17 0.00000 0.02667

2.00000 0.00000 0.00000

of a and b along the boundary of their domain. Also note that these y values are only given to two significant
figures. These contour lines approximately define the sets f™'())) for selected values of v. For example,
f7'(},,) is indicated in Figure 10.4b through Figure 10.4d. The sets ZCCBF, and ZCCPZF, are obtained
by determining the j for which & c f ()) and &Enf “())) # D, respectively. Thus, as an examination
of Figure 10.4b through Figure 10.4d shows,

ICCBF, ,, =1{14,15,17,18}

1.04 —

(10.73)
and
ICCP}I_M ={2,3,5,6,8,9,10,11,12,13,14,15,16,17,18}, (10.74)
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FIGURE 10.4 Contour lines of y = (a + b)® and subsets 1, 2,..., 18 of C = A X B with nonzero BPAs indicated in
Table 10.1: (a) contour lines of y = (a + b)7 (b) subsets 1, 2, 3, 7, 8, 9, 13, 14, and 15; (c) subsets 4, 5, 6, 16, 17, and
18; and (d) subsets 10, 11, and 12. (Originially published in Investigation of Evidence Theory for Engineering Appli-
cations, Oberkampf, W.L. and Helton, J.C., 4th Nondeterministic Approaches Forum, Denver, AIAA-2002-1569.
Copyright © 2002 by the American Institute of Aeronautics and Astronautics, Inc. Reprinted with permission.)
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which correspond to the values indicated in Table 10.2 for ZCCBF, ,, and ZCCPF, ,,. In turn,

Bel, ,,()]) = Zjezccmi o mec (5].)

= mc(‘c;m) +mc(‘c;15) +mc(‘c"17) +mc(‘c"18)

(10.75)
=0.1200+0.1500+0.0268+0.0335
=0.3303
and
PlL(Y,,) = Zjezccpfl N me (gj)
=m(E,)+m (&) +m (&) +m (&) +m (&) +...+m(E,) (10.76)

=0.9591.

The resultant CCBF and CCPF are provided by plots of the points contained in the sets CCBF and CCPF
defined in Equation 10.71 and Equation 10.72 and are shown in Figure 10.5. We stress that the jumps, or
discontinuities, in the CCBF and CCPF shown in Figure 10.5 are accurate and consistent with evidence
theory. Using Monte Carlo sampling for traditional probability theory, one occasionally sees jumps or stair-
steps in the CCDE. However, these jumps are typically numerical artifacts, that is, numerical approximations
due to use of a finite number of samples to compute the CCDFE In evidence theory, the jumps are not
numerical artifacts but are due to discontinuous assignments of BPAs across the boundaries of subsets.

Pl (>Y) or P (>Y) or Bel (>Y)

FIGURE 10.5 CCBF and CCPF for example problem y = (a + b)“. (Originially published in Investigation of Evidence
Theory for Engineering Applications, Oberkampf, W.L. and Helton, J.C., 4th Nondeterministic Approaches Forum,
Denver, ATAA-2002-1569. Copyright © 2002 by the American Institute of Aeronautics and Astronautics, Inc.
Reprinted with permission.)
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10.3.4 Comparison and Interpretation of Results

For the present example, the solution using probability theory is obtained by numerically evaluating
Equation 10.55 using Monte Carlo sampling. A random sample of size of one million was used so that
an accurate representation of the CCDF could be obtained for probabilities as low as 10~*. The CCDF
for y is shown in Figure 10.6. In essence, the CCDF is constructed by plotting the pairs [v, py(),)] for
an increasing sequence of values for v. The resultant CCDF indicates that the probability of the unsafe
region, y > 1.7, is 0.00646.

Also shown in Figure 10.6 is the CCPF and the CCBF from evidence theory for the example problem.
It can be seen in Figure 10.6, and also in Table 10.2, that the highest and lowest probabilities for the
unsafe region using evidence theory are 0.18 and 0.0, respectively. That is, the absolutely highest prob-
ability that is consistent with the interval data for a and b is 0.18, and the absolutely lowest probability
that is consistent with the interval data is 0.0. Stated differently, given the large epistemic uncertainty in
the values for a and b, the probability of the unsafe region can only be bounded by 0.0 and 0.18. By
comparing these interval valued probabilities with the traditional probabilistic result, it is seen that
evidence theory states that the likelihood of the unsafe region could be 28 times higher than that indicated
by the traditional analysis, or possibly as low as zero.

The key difference between the results obtained with probability theory and evidence theory is that
in the probability-based analysis, it was assumed that all values in each specified interval for a and b were
equally likely. Stated differently, the probability-based analysis assumed that the probability density
function (PDF) was given by a piecewise uniform distribution; whereas in the evidence theory analysis,
no additional assumptions were made beyond the uncertainty information supplied by the original
sources. In essence, evidence theory permits the specification of partial (i.e., not completely defined)

10° F— T TS
- Failgre ]
- Region E
<= 101 & -
» 1O PI(>Y) 3
g C N
5 B Bel (>Y)—"" i
'>; 5 i
g -
o 107F 3
5 C ]
s [ ]
L B i
o
108 F E
104 I | I | I | I
0.6 0.8 1.0 1.2 1.4 1.6 1.8 20 22

FIGURE 10.6 CCDF, CCPF, and CCBF for example problem y = (a + b)". (Originially published in Investigation
of Evidence Theory for Engineering Applications, Oberkampf, W.L. and Helton, J.C., 4th Nondeterministic Approaches
Forum, Denver, ATAA-2002-1569. Copyright © 2002 by the American Institute of Aeronautics and Astronautics, Inc.
Reprinted with permission.)

Copyright 2005 by CRC PressLLC



probability distributions for a and b. Thus, evidence theory can be viewed as allowing the propagation
of partially specified PDFs through the model of the system, in this case (a + b)4, resulting in a range of
likelihoods for y. The structure of evidence theory allows the incomplete specification of probability
distributions, or more precisely, the complete determination of all possible probability distributions
consistent with the input data.

As a final comment, both solution approaches relied on one additional common assumption: namely,
that the information from each of the sources of data for a and b could be combined by a simple averaging
procedure. As mentioned, a variety of methods have been developed for combining evidence. The results
of an uncertainty analysis can strongly depend on which combination method is chosen for use. The
selection of an appropriate combination method is an important open issue in uncertainty estimation.
Research is needed to provide guidance for the appropriate selection of a combination method given the
particular characteristics of a specific analysis and the type of information. Whatever method of combi-
nation is chosen in a given situation, the choice should primarily depend on the nature of the information
to be combined. For a recent review of methods for combination of evidence, see [89, 90].

10.4 Research Topics in the Application of Evidence Theory

Although evidence theory possesses some advantages compared to the traditional application of
probability theory, there are several prominent open issues that must be investigated and resolved
before evidence theory can be confidently and productively used in large-scale engineering analyses.
First, consider the use sampling techniques to propagate basic probability assignments (BPAs) through
“black-box” computational models. An important practical issue arises: what is the convergence rate
of approximations to belief and plausibility in the output space as a function of the number of samples?
Our preliminary experience using traditional sampling techniques, such as Monte Carlo or Latin
Hypercube, indicates that these techniques are reliable for evidence theory, but they are also expensive
from the standpoint of function evaluations. Possibly faster convergence techniques could be developed
for a wide range of black-box functions. Second, how can sensitivity analyses be conducted in the
context of evidence theory? Rarely is a nondeterministic analysis conducted simply for the purpose of
estimating the uncertainty in specified system response variables. A more common question is: what
are the primary contributors to the uncertainty in the system response? Thus, sensitivity analysis
procedures must be available for use in conjunction with uncertainty propagation procedures. Third,
for situations of pure epistemic uncertainty (i.e., no aleatory uncertainty) in input parameters, such
as the present example problem with interval data, how does one properly interpret belief and plau-
sibility in the output space as minimum and maximum probabilities, respectively? A closely related
question is: how does the averaging technique for aggregating conflicting expert opinion, which is the
common technique in classical probabilistic thinking, affect the interpretation of interval valued
probabilities in the output space?

The issue of combination of evidence from multiple sources is a separate issue from evidence theory
itself. Evidence theory has been criticized in the past because there is no unique method for combining
multiple sources of evidence. However, combination of evidence in probability theory is also nonunique
and open to question. Further research is needed into methods of combining different types of evidence,
particularly highly conflicting evidence from different sources. We believe that the method of combination
of evidence chosen in a given situation should be context dependent. Stated differently, there is no single
method appropriate for combining all types of evidence in all situations dealing with epistemic uncertainty.

Finally, evidence theory may have advantages over the traditional application of probability theory with
regard to representing model form uncertainty (i.e., uncertainty due to lack of knowledge of the physical
process being mathematically modeled). Because model form uncertainty is just a special case of epistemic
uncertainty, any benefits that evidence theory has in the representation of epistemic uncertainty in general
should also apply to model form uncertainty. Although this topic was not specifically addressed in this
presentation, evidence theory has the capability to leave unspecified the probability assigned to any given
mathematical model among alternative candidate models.
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