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ABSTRACT

The human factor is the weakest link in the security chain. Despite advances in the technolo-
gy and processes, many systems are exploited by first attacking the weakest link. Social engineer-
ing attacks, phishing emails, weak passwords, etc., are examples of such attacks. They introduce a
level of uncertainty in the system state: undesired in most systems and unacceptable in highly
critical information systems.

This dissertation proposes a new game theoretic paradigm for security, where users are ac-
tively involved and their characteristics are taken into account in the design and implementation
of security mechanisms. The goal is to build a system-independent framework to address the
threats introduced by the weak human factor from design time to runtime. The core of the frame-
work is a set of game theoretic formulations that lend themselves to a meaningful interpretation
of users’ actions in a system along with the environmental and contextual factors that affect them.

Towards modeling user intent and their characteristics, this dissertation proposes to leverage
various well studied problems in game theory. Standard two-party games are used in incentive
based frameworks to model user intentions. Global games with unknown payoffs are used to
model new and unknown threats that take advantage of the weak human factor. Probabilistic
learning algorithms along with domain specific knowledge derived from expert systems are used
to determine the unknown payoffs (and hence infer the unknown threats). Differential games are
used to model continuous systems where the mechanism design precludes equilibrium analysis.

Specifically, the following problems are addressed.

e Trust Modeling: To judge the level of users’ compliance to security requirements, a trust
monitoring engine called the Compensatory Trust Model (CTM) is proposed where users
trust levels are updated in accordance with the notion of compensatory transfers.

e Threat Modeling: Given the system events and user actions, a model based on global games
is proposed to infer unknown threats that rely on the weak human factor for their success.

e Risk Assessment and Mitigation: As a step ahead of security policies, a risk assessment and
mitigation mechanism is proposed where users’ actions are evaluated based on the CTM. The
potential risk to the system is rated and appropriate measures to mitigate the risk are taken.

e Eliciting User Cooperation: Since most security subsystems fail due to a lack of proper feed-
back to the user on the potential consequences of their actions, an incentive based mechanism
is proposed to elicit cooperation from users with appropriate context based feedback.

e Effects of incentive based systems on users: Finally, the effect of incentive based systems is
evaluated when the metric varied as an incentive is subject to unpredictable, possibly adver-
sarial controlled, fluctuations.

The manifestations of the weak human factor are investigated in two systems, viz. a Docu-
ment Management System and an Intrusion Detection Framework. The proposed models will be
implemented on these two systems and the effect on security and performance will be studied.



1. INTRODUCTION

The human factor is a critical aspect to the success of a security system in any architecture.
Any system, with its requirements and corresponding security schemes, is often besotted with its
own set of unique problems that, more often than not, require and rely on human intervention.
Right from the act of choosing strong passwords to the application of the latest security patches,
the human in the security loop is often the determining component in the success of the security
system. However, it has been observed that the human factor is the weakest link in the chain.
Normal users, unaware of the implications of their actions, often attempt to bypass or relax the
security mechanisms in place, seeking instead increased performance or ease of use. Using inef-
fective passwords, disabling critical security features, and not applying security patches in a time-
ly manner are a few instances of user level lapses that impede security. This shortcoming adds a
level of uncertainty that is undesirable in most systems and unacceptable in highly critical infor-
mation systems.

In this dissertation, the core weakness of security in almost all systems is addressed and a sys-
tem independent technical model is proposed to inculcate a culture of security in users. For an in-
teractive system, an abstract model of the events affecting the users and the actions taken by users
in response is first modeled. The primary intention is to capture at an abstract level the workflow
process for a specific job role/function. A trust model called the Compensatory Trust Model
(CTM) is also developed that is geared towards evaluating the trust level of users’ actions, i.e.,
measuring if user actions are in conformance with the security subsystems requirements, as op-
posed to trusting the user herself, as is the objective in most trust based systems. With the CTM
and the workflow process model as a basis, threat modeling, risk assessment and mitigation ana-
lyses are performed for the threats introduces by the weak human factor. Keeping in mind the
idiosyncrasies of the human psychology, a novel model that manipulates application level quality
of service (QoS) is presented that elicits user cooperation with the security subsystem. Finally,
these analyses are extended from a host based system to the network; the effects of adversarial
network control on end user perceptions of QoS are investigated. In particular, the effect of the
application specific QoS manipulation on the end user parallel with the QoS reduction due to
network characteristics is investigated. Finally, the models and processes proposed by this disser-
tation are tested on two real world applications. The first application domain is an in-house Intru-
sion Detection system (IDS) called DRUID. The models involving (a) workflow process abstrac-
tion and (b) application specific QoS manipulation to elicit user cooperation are tested in this do-
main. The second application domain is a Document Management System (DMS); this is a new

and well established commercial area of interest and offers an excellent testbed for the variety of
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models developed in this dissertation. The CTM and the risk assessment and mitigation models

are implemented in this domain through analyses relating to information flow. Since the final

goal of this dissertation is to inculcate a culture of security in users, these application domains
will be tested on virtual/simulated users to evaluate the final user experience, which will validate
the models presented in the dissertation.

1.1 PROBLEM DEFINITION
The goals of the system are split broadly as follows.

(a) Classification of Users based on Behavior/Actions: The first step is to classify users into
three distinct groups: (a) legitimate and cooperative users, (b) non-cooperative users and (c)
potentially malicious. All system responses (towards addressing the weak human factor) are
directed towards the non-cooperative groups; these are the users who eventually turn out to
be malicious or are the starting point of an exploit that eventually leads to a system compro-
mise.

(b) Threat Modeling and Risk Assessment and Mitigation: Having classified users on the ba-
sis of their actions, the next step is to model the threat vector that can arise due to the non-
cooperative user. Depending on the workflow process and the importance of the role of the
non-cooperative user, a risk assessment and mitigation framework must evaluate the benefit
of allowing a non-cooperative user to proceed with his work as opposed to some interruption
to his workflow.

(c) Eliciting User Cooperation through Reactive System Processes: Having classified the us-
ers based on their actions, the core of the problem may be stated as: How can user coopera-
tion with the security subsystem be elicited? How can it be ensured that user actions do not
lower the security state of the system? Towards this goal, the dissertation proposes to:

1. Model an array of issues such as user behavior, actions, etc., based on various para-
meters like the role, skill level, etc.

2. Extend the current notion of security design principles (like security policies) to ac-
tively involve users and make them accountable for the system security.

3. Employ measures that directly interrupt the user when an inefficient action is per-
formed (also called interruptive interfaces) and in the face of a non-cooperative user,
investigate the usage of incentives in the form of increased application level QoS
when the degree of non-cooperation decreases.

(d) Feedback to Security Subsystems: By identifying the non-cooperative (and hence potential-
ly malicious users) a feedback to different mechanisms in the system can be provided so that

appropriate actions may be taken.
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1. Trust reports may be generated for users that state their trust level and the actions that
lead to (the low) trust level. Periodic reviews based on these trust reports may be
more meaningful for educating users on specifics of their actions rather than a gener-
al approach with standard operations being defined. Our recent work on trusting user
actions [46] to counteract the weak human factor is a step in this direction.

2. Feedback can be provided to the intrusion detection/prevention systems so that they
may concentrate their efforts on this class of users rather than the entire set of users
in the system. In this manner, the computational load on security systems in terms of
monitoring, evaluating, etc. can be substantially lowered. Distributed systems will
benefit from such lowered computational strain so that more resources may be di-
rected towards the ‘real” work.

A high level view of the technical approach with illustrations for its evaluation is depicted in Fig-
ure 1.

Problem Formulation | securing the Environment by 1
addressing the weakest link in J

the chain

A 4 A 4

Identification of Classifying Users: Cooperative,
security scenarios Non-Cooperative and Malicious

Game Theoretic Modeling

Interruptive Interfac- Reactive System Dynamic
es/ QoS Incentives Process Policies
Evaluationv v
DRUID: In-House IDS Document Management
System

for Critical Systems

Figure 1. Overview of Goals and Proposed Solutions
1.2 LIST OF CONTRIBUTIONS

The primary contribution of this dissertation lies in the application of various models to ad-
dress the human factor component in systems in a technically meaningful manner. Game theoretic
formulations are used to model user actions and elicit their cooperation or detect their malicious
intent. The contributions can be broken down based on the components of the framework:

(@) Dynamic Trust Assignment: Develop a dynamic trust assignment model for users based on

their actions. The trust assignment model is used to classify the user into different classes,
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(b)

(©)

(d)

(€)

viz. a legitimate and cooperative, non-cooperative and potentially malicious. Users actions
are evaluated by means of this trust mechanism and their trust levels are updated dynamically
based on their actions and the level of permissions they have on the resources in the system.
This trust metric is used for providing a feedback on the conformance of the users’ actions to
the best practices instituted in the system.
User Characteristics Modeling: A model for detecting time-variant characteristics of a user
based on the role; i.e., detecting the equivalence of apparently disparate role structures across
different departments in an organization or across different organizations.
Risk Assessment and Mitigation Framework for the weak human factor: A model for
risk assessment and mitigation is presented, where users’ actions and their trust levels are
used in combination with the application domain specifics to decide if (a) a non-cooperative
user must be allowed to continue with the current status or an interruptive action must be in-
itiated (mitigation).
Eliciting User Cooperation: A model for eliciting user cooperating with the security subsys-
tem based on the security state of the system and users’ classification, viz. legitimate and co-
operative, non-cooperative and potentially malicious

1. Quantifying the security state of two specific systems viz. a document management

system and an intrusion detection framework

This goal logically follows (a) and (b) since a user classification and role based characteris-
tics are necessary before attempting to elicit cooperation.

3.
Proof-of-Concept Implementation: The above models will be tested on different systems to
show both qualitatively and quantitatively the security gains in a system. These concepts will
be tested on

1. DRUID (Dynamic Reasoning driven User Intent query based user level intrusion De-

tection system) [44], [43], [4] that was developed in-house for a critical environment.
2. A Document Management System, which is representative of a corporate environ-

ment where information loss is disastrous to the organization.

2. BACKGROUND AND RELATED WORK

The major drift is that work on mitigating the weak human factor has led to investigating

the promising role of game theory in solving problems that closely resemble the human characte-

ristic: viz., selfishness in promoting individual gains over social performance.

2.1 HUMAN CENTERED SECURITY
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Recently Human-Computer Interaction (HCI) researchers have invested much effort into
investigating the “human factor in security.” Researchers in [1], [11], [41] all arrive at the general
conclusion that users may be careless and unmotivated when it comes to system security; howev-
er they argue that the fault lies ultimately with the design and implementation of these security
mechanisms. Anne and Angela [1] discuss “Users’ Perceptions on Security” and the importance
of accounting for these perceptions. For example, it is important to impress on users the need to
maintain the security of a system and specifically what their role is towards this goal. Dourish et
al. [11] argue the importance of creating degrees of security as opposed to the traditional “all-or-
nothing” black-box approach. In this way, users naturally distinguish between highly sensitive
versus less-sensitive information systems and this manifests itself through different behavior in
these different environments. Anne [1] and Sasse [41] emphasize the importance of removing the
transparency from security tools, particularly in highly critical systems, and actively involving
users in the security cycle.

One of the approaches to address the weak human factor is to investigate a model to elicit
user cooperation with the security subsystem. The basic concept behind the model is to translate
variable security levels directly into variable QoS levels returned to the user. In this way, there is
a tangible motivation for the user not to circumvent the security mechanism. With these criteria in
mind, a graded QoS model has been developed in this dissertation to make users personally ac-
countable for the state of the system. The graded QoS model is similar to the per-message quali-
ty-of-protection parameter introduced by Linn [27] to manage the level of protection provided by
a security mechanism. In [6], Irvine and Levin define security as a constructive dimension of QoS
rather than an obstacle. Frameworks like [15] rely on modeling user dynamics in terms of socio-
logical issues, but ultimately rely on effective tools and policies to educate users and elevate risk
perception. This concept of consciously elevating risk perception, thereby highlighting the posi-
tive effects of accidents has been suggested by Gonzalez [15], but has not been further investi-
gated or brought into the technical realm. Thus addressing the weak human factor involves inves-
tigation of the daily transactions of users and modeling them appropriately, thereby bringing them
into the purview of the technical realm. In this dissertation, the basic theory behind the models is
game theory. In the next section, an overview of game theoretic modeling and its relevance to
human factor problems is presented.

2.2 GAME THEORETIC MODELING

The purpose of game theoretic models is to derive a measurable quantity out of the user’s

actions that can be given as a feedback to the security mechanism. The most interesting question

from a scientific perspective, given the irrational and selfish human nature, is to model a system
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so that this expected selfish human behavior is turned around to the advantage of the system.
Again, game theory comes as a natural solution to this scenario. Game theoretic approaches have
been used in modeling security problems [35]. Stochastic games have been used in [42] for rea-
soning and analysis about nodes in a network. In [2], the author investigates the usage of repeated
games with incomplete information for modeling information warfare. In [19] the authors model
a zero-sum game for investigating malicious packet injection. In [21], the authors analyze the per-
formance of their DDoS defense system using a game-theoretical framework. Their operation of
tuning the performance accordingly could be viewed as a learning process.

The common denominator for all game-theoretic modeling involves the process of me-
chanism design — viz. translating the semantics of the game to the situation under consideration.
The works [5, 45, 17] describe the processes of economic mechanism design that prove to be
helpful in solving computing problems. The advantage of modeling user actions/responses as a
game is that it allows for a flexible definition of the actions of the user like “a user accesses a re-
source.” While such definitions are abstract at the level at which the models are described, they
can be properly interpreted and applied on the specific security domain where the application is
relevant. Also, game theoretic models are self enforcing, in that the target application domain
needs to be designed and implemented with the model in mind; no restricting or hypothetical as-
sumptions about the players of the game are required. Users in a system need not be aware of the
model, nor are they required to consciously participate in any ‘game.” Game theory also encom-
passes a variety of types of games, each suited for specific application domains. Differential
game-theory, for example, also has the notion of ‘continuous’ play, which makes it conducive to
apply in situations where a continuous time factor is involved (like QoS). Furthermore, no unwar-
ranted assumptions of rationality need be made other than obvious facts like “users want the best
quality of service.’

The other point of focus in game theoretic models is the notion of payoff, and whether the
participants are cooperative (and hence work towards a common goal) or non-cooperative (and
hence compete for a shared resource). This dissertation explores the possibility of encouraging
users to cooperate with the security subsystem by offering enhanced application level QoS as an
incentive. This approach is not new; encouraging cooperation has also been investigated for ad-
hoc networks where incentives in terms of currency [23], [24] and reputation [33], [20] are of-
fered. On the other hand, the works [29], [30] and [28] investigate cooperation in ad-hoc net-
works without incentives. Other works such as [40] predict node behavior in a group setting
where the setting maybe cooperative or non-cooperative. The notion of a negative payoff has

been recently investigated in [8] where free-riders in a wireless network are actively punished by
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channel jamming. This is similar to the approach of reducing application level QoS for users who
are stubbornly non-cooperative. In general, there have been numerous works that model coopera-
tion from a game theoretic angle that validates the choice of game theory as a basis for modeling
the weak human factor problem. However, the application of game theory to practical systems in-
volves addressing a variety of domain specific issues. Some experiences in game theoretic system
design have been documented in [37]. Finally, there is an issue of subtle cooperation which can-
not necessarily be explained by models. The work [26] details a theory on why humans might
cooperate despite the existence of free-riders.

This dissertation leverages on the lessons learned by such works to address the human-
factor problem. The work completed thus far is indicative of the feasibility, both from a theoreti-
cal and practical perspective, of the application of incentive based systems and game theoretic
approaches towards this problem.

3. WORK COMPLETED

Security policies are a first step towards defining the set of permissible actions by the us-
er in a given role. Among these permissible actions, there is an efficient mode of execution and
an easy mode, e.g., choosing a strong password that is difficult to remember vs. choosing a weak
password that is easy to remember [39]. If the user adheres to the best practices stipulated by the
organization, (and even adapts them depending on the situation), there is a higher probability of
the system remaining secure and resistant against most attacks. However, determining if the ac-
tions of the user are in conformance with the systems overall functioning is a difficult task, par-
ticularly since not all user actions over time are black-and-white as choosing a strong password
vs. a weak one. Towards this goal, a trust model, called the Compensatory Trust Model (CTM) is
first presented that assigns a trust value to each user based on their actions. The purpose of this
trust model is to trust the users’ actions, as opposed to the users themselves. Using the CTM as a
starting point, two methodologies are described that address the weak human factor. The first me-
thodology presents a game theoretic approach to modeling the events in a system (and the res-
ponses of users to the events). The second methodology addresses the problem of eliciting user
cooperation with the security subsystem. A simple exponential Backoff model and a comprehen-
sive game theoretic model are presented to address the issue of user cooperation.

3.1 COMPENSATORY TRUST MODEL

Traditionally, trust metrics [3],[25],[14] have been developed for systems where the delega-
tion of certain rights on a system to an (un)known third-party is thought necessary for proper
functioning or in situations where certain actions need to be taken based on a unverifiable state-

ment by a third party. These models have found great utility in architectures like Recommender
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Systems (RS) where the trust of a subject is evaluated based on past history [34]. Still other ap-
proaches to trust assignment involve public-key certification chains [9] with provisions for incor-
porating revocation status [22] in the trust metrics. Most of the systems where these trust assign-
ment models are applied are distributed systems or virtual organizations [38], where some form
of extranet can be said to exist. These models are not appropriate for situations (nor were they de-
signed to be) where trust assignments are based on user actions and need to be dynamic. The
Compensatory Trust Model is significantly different from all these aforementioned works in that
the primary utility of the model is to evaluate and judge the efficacy of the human factor in the
security system. The intuition for the trust-assignment framework is derived from a game-
theoretic formulation by Green [16] where the user and the system are modeled as playing a vir-
tual game. Each user is assigned an initial trust score which is updated dynamically on every ac-
tion. The initial trust scores are assigned depending on the context of the application domain.
Trust updates are performed through a model called “compensatory transfer” where for each effi-
cient action by a user, a trust value equal to the “best claim for compensation” [16] is assigned to
the user. A claim of compensation is the difference between the benefits of the alternate action
and the selected efficient action by the user. The users’ initial trust and his recent actions are both
taken into consideration and the user is appropriately rewarded or penalized. Some general terms

and symbols that are required for the development of the model are defined.

U . The set of all users u; in a system

A . The set of all actions a in the system

R . The set of all resources r; in the system

ui—(a,r) - Useru; performs an action a, on the resource r;

a(u;) . Theinitial trust level of the user u;

7(u;) . The current trust level of the user u; ; 7(u;) represents the value of z(u;) for the

k™ iteration
t . A Trust update parameter; t' represents the value of t for the i" iteration
A(rj,u;) . The set of permissible actions on the resource r; by the user u;. Permissible
actions imply those actions that are allowed by the security policy that is in
place.
Pu(aw.1) : The payoff for user u performing action a on resource r; : &, € A(r;,u)
The payoff is representative of the efficiency level of the users’ action. Note that the defini-
tion of A(r;,u;) is set to implicitly cover the security policies in the system, thereby eliminating the

need to factor in security policies in the model. The notion of security policies and their satisfia-
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bility in the model can be explicitly included if the system is expected to derive a feedback from
this model to change the policies themselves. The trust update process for this model functions as
follows. For a given system state, a user u is assigned an initial trust level given by «(u). The user
performs some action a, on a resource rj, i.e., uU—(ay,r;), where a, € A(rj,u). This action ay has a
payoff that is given by Py(ayr;). Now for all possible actions in A(rj,u), compute the maximum
payoff difference between each action in A(rj,u) and the selected action, normalize the difference
and update the trust level according to the parameter t. The intuition behind this model is that this
updated trust value is the ‘compensation’ that the user receives (or pays) for choosing the action.
The model proposed by Green [16] involves a notion of a combined payoff for two players which
is ignored in this context, since the other player (the system in this case) is completely trusted.
The model is described in Figure 2. The compensatory trust model, when implemented, needs the

payoff values for the actions (on different resources) as input.

1. Fix a(u) and Start the Session

2. Assign t°(u)=a(u)

3. /* t'(u) is t(u) for the i™ iteration */

4. Start Actions by user u

5. Let the user choose an action ay for some re-
source rj; € R: ax € A(rj,u)

6. u—=>(ax, ry)

7 For all a, € A(r;,u): a, # ax compute the user’s

compensation c:

. Ri(ag.r)-Ri(ay. )
c = S@ﬂﬁﬂak’ﬁ) - P(a 4447%@%:?7447

> (@, nﬂnmx

8. Update the current trust value
if (%Y () < 1) Il (c <0))
then 7' (u)= " (u)+ct
9. Perform User Action - GOTO Step 4
10. End Session

Figure 2. Compensatory Trust Model Algorithm

Typically, 7(u;) € [0,1]. The trust update parameter t should also be dynamically updated so that
7(u;) approaches 1 slowly. The updates increment will stop if z(u;) = 1. Lastly there is an issue of
updating t. Trust models follow different paradigms while assigning and updating trust. They
adopt either a pessimistic approach where trust is assigned slowly and dropped at a faster rate or
an optimistic approach where every subject is assigned complete trust to start with, and a corres-
ponding (negative) update rate. Hence the parameter t can be constant, or decreasing slowly as
7(u;) increases, or updated according to the system update policy. A sample update policy for the
CTM is illustrated in Appendix A.
3.2 MODELING EVENTS AND USER ACTIONS

Having arrived at the conclusion that transparent user interface design ideology of HCI

has the unintended effect of numbing users to the security needs of the system, this dissertation
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proposes to change this paradigm so that user perception of the security subsystem and its goals
are aligned together. But this does not imply that the user is required to consciously change all se-
curity parameters in the system, thereby making the interface completely opaque. Instead, user
cooperation with the system is sought after in terms of adherence to the expectations of the sys-
tem, which are often, but not always, expressed as best practices. Given a system and a user role,
the actions that are deemed necessary for the job role are first defined. Towards these actions
which contribute only towards the workflow, there shall be no interruption from the system. An-
cillary actions also receive almost zero interruption, but may occasionally be interrupted depend-
ing on the action type and the evaluated effect it may have on the system. Towards all other ac-
tions, the system shall maintain a strict monitoring status and may even deny the users permission
to execute those actions. The belief here is that these unknown actions are the ones that may con-
stitute a threat that tries to exploit the weak human factor.

Towards this goal, the notion of unknown factors is modeled based on a type of game in
Game Theory called “Global Games” [32]. Appendix B presents an overview of global games.
This is an example of an approach that can model the unknown factors in the weak human factor.
But there are a number of issues that require investigation. For example, determining if the ac-
tions of the user are in conformance with the systems overall functioning is a difficult task, par-
ticularly since not all user actions are black-and-white as choosing a strong password vs. a weak
one. Additionally, actions initiated by users can be evaluated differently depending on the current
security state of the system. Since each system has its own problems, user actions are usually va-
ried and as a result, it is not always possible for a monitoring mechanism to decide if the action
taken by the user is in the interests of the system. How can users’ actions be evaluated? How can
the classes of threats from external events be learnt and inferred? This knowledge should con-
verge to a known probability distribution of the unknown payoffs.

3.3 ELICITING USER COOPERATION THROUGH GRADUAL QOS DEGRADATION

In this model, the dissertation proposes to provide incentives to users to cooperate with the securi-
ty subsystem by changing the rendered QoS of the system (application/service level user-
perceived QoS) so as to encourage the user to behave appropriately. The user is given an active
feedback on the QoS status (and an indication of what actions are not recommended for the sys-
tem). This system is thus a tradeoff between user perceived performance and security of the sys-
tem. The terminology ‘user perceived performance’ is used since the overall performance of the
system will still remain as intended, i.e., the system spends lesser time servicing the user tasks
and instead schedules resources towards background tasks like monitoring the user, setting

checkpoints on the system thereby increasing the reliability and availability of the system in case

Page 13 of 28



of a failure (caused in part by the users non-cooperativeness) and finally even helping other sys-
tems (like an intrusion detection and response engine, by giving it more time to detect and re-
spond to the potential attacks). Thus apart from encouraging the user to cooperate with the sys-
tem, the model also helps other subsystems directly or indirectly, depending on the system. There
are two parts to the QoS model; the first part in concerned with trusting a user with the current ac-
tion. The compensatory trust model, presented in section 3.1 is activated and updated for every
action of the user. The second part, presented below, relates to the modeling of the application
specific service with respect to the current workflow of the user. An intuitive throttling down of
the QoS is presented in the Exponential Backoff model, where the workflow process is not expli-
citly considered. A more comprehensive model that takes into account the workflow process and
the user characteristics (whether the user is cooperative, non-cooperative or malicious) is pre-
sented in the game theoretic approach.

AN EXPONENTIAL BACKOFF MODEL

During the early days of TCP design, it was found that initiating data transfer at peak network ca-
pacity affected the network adversely. It was (and is) common practice in electrical circuit design
to limit the inflow of current in a device and slowly (exponentially) increase it till the desired
maximum. The designers of TCP (notably Jacobson) derived their intuition from this practice and
created a slow-start mode for TCP where the size of the congestion window was increased expo-
nentially till maximum throughput was attained. In a similar manner, we can define the QoS de-
gradation through a simple exponential equation:

A =(1x)e™  jxel0]] ()
where x is the quantitative input that grades the users classification and f(x) the time delay (in
some appropriate time units) that is imposed by the system. The value x may also be the trust lev-
el of the user in the system, a real number between 0 and 1, where O represents a untrustworthy
user and 1 a trustworthy user. The CTM is used as an input to this value. For those systems that
have a mechanism to detect their security level (or trust level of users), the exponential back-off
model may be used. It has the advantage of extreme simplicity, clear intuition and an easy transla-
tion to an implementation. Also, the intuition behind it may be changed depending on the system
(and the users) to derive other ancillary models (different distributions) that may perform better
for particular systems. For example, if it is found that the system experiences a background load
with a Poisson distribution, then the rendered application level QoS can be varied as Poisson
process so that not only is the QoS reduced when the user is non-cooperative, but the system gets
more time to service the background load, and hence increase effective performance.

GAME THEORETIC QOS MODEL

Page 14 of 28



Given a workflow process with multiple sub-processes, two games are presented that can be used
in conjunction with each other to gradually reduce the QoS of a sub process and tag the user as
gradually proceeding from a non-cooperative user to a malicious user during the workflow
process. The model leverages on two well-studied problems of game theory — the two player dif-
ferential game of “Guarding a Territory” [13] and the “Dolichobrachistochrone” [12]. Appendix
C describes these two games in detail. The entire timeline of the users’ actions in a session is split
into many fragments. Each fragment represents some sub-process in the workflow (e.g. the ex-
ecution of a process/application). The process of changing the QoS is equivalent to varying the
rate/difficulty with which the user can access the resource or complete execution of the process.
The Dolichobrachistochrone game models each fragments of the timeline, i.e., the resource-
access event. After every resource access, the security state of the system is determined (or in
other words, the user is classified and hence the security state of the system is inferred). The
second differential game of “Guarding the territory” models the security state of the system. This
game also models the point where the noncompliant user becomes a malicious user. These two
games are chained to provide proper feedback so that the output of the Dolichobrachistochrone
game is the input to “Guarding the territory.” This process is shown in Figure 4. The game-
theoretic model is more involved, with a greater emphasis on system specifics and an inbuilt me-

chanism for user classification.
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Figure 3. Modeling the Workflow and constituent Sub-Processes

_________________________________________________________________

The final step in the model is to chain the two games so that the output of the Dolichobrachistoch-
rone is the input of the “Guarding the territory” game. The payoff of the Dolichobrachistochrone
is x(T), which is the distance traveled by the particle P. The player u in the “Guarding the territo-

ry” game can now travel a distance x(T) towards the region Q by a predetermined angle. If the
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player were to reach the region before the session was over, the security state of the system can
be changed and appropriate action can be initiated.

Every specialized system will have its own manifestation of the weak human factor. For
specific human factor threat models (like weak passwords, phishing, social engineering, etc.),
there are specific solutions. But the greater problem of involving the users in the security loop has
remained unaddressed so far. The reason for this lies in the misconception that QoS and security
are orthogonally achievable goals. In highly-critical information systems the need to appeal to us-
ers and elicit their cooperation is paramount. Trading application level QoS in terms of transpa-
rency/ease of usage for user involvement with the security mechanisms in place is justified and in
fact, necessary. Every mission critical system serves a purpose of its own and hence the imple-
mentation of this model in these areas will need to take into account domain specific issues and
address them appropriately. However their common underlying weakness is the lack of user
awareness and/or cooperation with the security subsystem. The solution advocated in this model
is a graceful degradation of the rendered application specific QoS that the user perceives in the
face of a conspicuous lack of cooperation. Although it is debatable if such a model will really en-
sure user cooperation, it is hoped that in the same manner a user types his password carefully the
second time to avoid typographical mistakes (and hence additional delays in password systems),
the implementation of this model will encourage the user to cooperate and actively participate
with the security subsystem.

4. REMAINING WORK

Lastly, the dissertation proposes to extends the notion of a user affected by local host based
events to a networked system, with the end user expecting a meaningful response from back end
systems. This part of the proposal explores the nature of the end user response when the QoS in
mission critical systems drops due to adversarial conditions or due to the fact that the system is
operating under less than optimal operating conditions; conditions which the system was not de-
signed to handle. In particular, the effect of such external conditions on the model presented in
section 4.3 is investigated.

4.1 EFFECT OF ADVERSARIAL NETWORK CONTROL ON END USER QOS PERCEPTION

The reliability of back-end support systems has been the focus of DARPA’s initiative on Self Re-
generative Systems (SRS) [7]. A number of important and crucial areas ranging from security
policies to heterogeneous software and hardware platforms have been studied. However, with the
exception of mobile networks, a standard assumption across all areas has been the existence of an
enterprise level network capable of providing the bandwidth required for the application area un-

der consideration. In this part of the dissertation, the application of a self regenerative system
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over a disadvantaged link is considered and the effect of significantly reduced network connectiv-
ity on the quality of service is investigated. Within this context, the aim is to investigate the effect
of a sophisticated and complex back-end system viz. a self regenerative system that is forced to
operate under less than desirable conditions, such as reduced network speeds or an attack on the
system or on the SRS. In particular, the perceptions of the end user are investigated when a SRS
delivers performance when operating under normal operating conditions and when operating un-
der attack. The effect of such reduced QoS is investigated in conjunction with the model in sec-
tion 3.3 where the application level QoS is purposely degraded in the face of a non-cooperative
user. Given that the SRS performs as designed, the unique problem of communicating to the end
user considered where the reduced performance is due to:
e aproblem on the host platform, or
e aproblem with QoS issues with the network, or
e an adversarial manipulation of the network, or
o the SRS is operating under hostile conditions, or
e acombination of the above factors
All the above scenarios are equally important, and in a time constrained operational mode, it is
crucial for the end user to not, for example, terminate the local application on the host machine
assuming a localized problem, when in fact, the SRS was operating under hostile conditions. This
problem is compounded by the fact that a direct communication of a situation cannot always be
made on account of the network being disadvantaged.

Consider this scenario: A back-end system provides certain services to an end user located at
a significantly distant geographic location. The end user consumes these services by means of an
application on a local host machine. There are three distinct components involved: the complex
back-end system, the network, and the application on the local host. Under desirable operating
conditions, the end user becomes accustomed to a certain level of QoS and expects the same level
to continue. When the operating conditions are not optimal, a problem with either the back-end
system or the network or the application on the local host (or a combination of them) may cause
the user to experience a lower and intolerable level of QoS. In such a situation, the user is likely
to initiate some action over the only component he can exercise control over: the application on
the local host. If there were a fault at either the network or at the back-end system, not only would
the user’s action be incorrect, but also adverse to the delivery of the services and content on a
timely basis. The biggest payoff for this problem would be a determination on the network condi-
tions: is it a benign problem like message loss or is the network under adversarial control? The

practical relevance of this problem lies in situations where networks have been built with a heavy

Page 17 of 28



investment in the underlying communications infrastructure. In such networks, it may be feasible

to update the end nodes with higher processing power, but changing the communications infra-

structure is not feasible.

Towards addressing this problem, some initial progress has been made in a game theoretic
model that can be used to infer the status of the network from an end user perspective. The model
is based on a game called the Multi Armed K bandit problem.

4.2 MULTI ARMED K BANDIT PROBLEM
In the multi-armed k-bandit problem [18], [31], a gambler in a casino must decide which arm

of K slot machines to play in order to maximize his reward. This classical problem provides a

simplified, yet illustrative tradeoff between the notion of exploration and exploitation. On the one

hand, the player may try out each arm to find out the one with the best payoff (exploration). On
the other hand, the player may choose to repeatedly play a particular slot machine believed to
give the highest payoff (exploitation) at the cost of missing out on a higher payoff machine.

The practical relevance of this problem is related to networking in the context of choosing a
network path among k different paths to optimize the flow of data and ensure a minimal level of
QoS (or alternatively, compute the minimal level of QoS that can be assured). The optimal path
decision algorithm has an upper bound on the time taken to find such a path. Together with the
network specifics, this measure can directly be translated to an expected QoS level for the end us-
er. In the present setting, since the network specifics and the algorithm are initially known to both
the back-end self regenerative system and to the end application, a feedback can be given to the
user based on the QoS loss, if any. The analysis also takes into account the following states of the
network (or the k slot machines, in the games parlance):

e All the K slot machines are assumed non-identical.

e The payoffs from each of the machines are assumed to be independent stochastic processes,
i.e. their distribution may be assumed to independent (and known or unknown depending on
the scenario).

e Within the context of the problem domain, it may be that the network is under adversarial
control [36], in addition to being disadvantaged. In this case, no stochastic assumptions are
made on the distributions of the payoffs of the slot machines.

e In certain situations, there might be an external agent that is able to offer ‘expert’ advice on
the states of the network paths, based on past history [36]. The network analysis can also in-

corporate these inputs to provide an inference on the expected time delay.
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The result of a set of strategies is measured by a metric termed “regret” [10] which is the differ-
ence between the best possible payoff and current payoff. The model has to be completely devel-

oped and validated through appropriate simulations.
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APPENDIX A: A SAMPLE UPDATE PoLIicYy FOR CTM

A sample update policy for t is illustrated where for every action (n = 1), there is a trust level up-
date. This update policy relies heavily on the first few actions performed by the user, but can be
modified depending on the system under consideration. The policy, while simple, has two desired
characteristics: First, this strategy ensures that the trust update rate is self limiting. Secondly, it
ensures that users gain trust slowly and also lose it slowly. While this may run contrary to the
maxim “Trust is hard to gain and easy to lose”, this approach is appropriate in this case, since this
model is intended to measure the users’ conformance to the best practices of the organization
(which can also be interpreted as the extent of user cooperation with the security mechanism), not
whether the user is malicious or not (in which case the user is untrusted even if a single malicious
action was observed). The update policy may also be changed if the system requirements are dif-
ferent. The parameter t is initializes and updated as follows:

e t'=01
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o t=]U) -1y |Vix2

Note that 7°(u) = e(u) and 7'(u) is evaluated from t* and c. The graph in Figure 3 shows the trend

of the trust levels in the face of consistent and random actions that are efficient (and inefficient

respectively). a(u) is arbitrarily chosen to be 0.5 and ¢ = 0.8 for consistently efficient actions (and

negative 0.4 for consistently inefficient actions). As seen in Figure 3, a user with consistently ef-

ficient actions slowly approaches a trust level of 1 (0.9 in the graph), whereas a user with ran-

domly efficient actions (c = 0.9 to 0.1), although above the initial trust level, is stagnant at a level

below 0.6. Similar trends are observed for inefficient actions. For this particular update policy,

the trust levels are heavily dependent on the initial values and actions and will stabilize very soon.

17 A Sample Trust Update Policy
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Figure 4. A Sample Update Policy for t

After a peer-review session, the core trust evaluation engine must be started again with o(u) =

z(u) and t' = 0.1. Users with a higher gradient/value of z(u) (as the action number goes high) must

be suitably rewarded with a greater t* value. Having fixed initial values of the model and the up-

date policy, an organization can correlate the trust levels to the types of users it represents. As an

illustration, Table 1 lists the effective actions allowed for a user with a given range of z(u).

Qu)
Between 0.8 — 1

Effective Actions Allowed

Trustworthy — allow user to perform any action

Between 0.7 — 0.8

Trustworthy — allow user to perform any action; Reduce z(u) in next iteration if
action is not efficient

Between 0.6 — 0.7

Trustworthy — allow user to perform certain actions; Reduce z(u) in next iteration
if action is not efficient and reset t = 0.1

Between 0.5 - 0.6

Allow only efficient actions

Below 0.5

Depends on system. Can either disallow all actions until peer-review or allow on-
ly efficient and safe actions with some restrictions

Table 1. Effective actions allowed for a user based on ({u)

Over a period of time, peer-review sessions could be held for users with a low trust level, while

users with a high trust level can be safely expected (and allowed) to perform actions in the inter-

Page 24 of 28




est of the systems security. More details on the implementation and utility of this model can be
found in [26]. With this trust model as an input, user actions and events are modeled.
APPENDIX B: GLOBAL GAMES

First a simple game with 2 players is presented; then the concept of incomplete informa-
tion is incorporated. Consider a simple form of a Global Game with two players P; and P,. In an
organization, this corresponds to two users. Each of them has to decide whether to Invest(risky)
or Not Invest(safe) in some action. If one of them decides to Investin an action, he or she is re-
warded with a payoff specified in Table 2.

Table 2. Payoff Matrix

Invest Not Invest

This is a simple and standard 2-player game with symmetric payoffs. There are three possible
variations on the payoff value 6.

e > 1= both players will choose to Invest(also called a dominant strategy)
e 0<60<1= hoth players either Investor Not Invest(called a Nash Equilibrium)
e <0 = both players will choose to Not Invest(also called a dominant strategy)

Hence the actions of the users are very clearly defined when the value of & is well known. How-
ever, when related to the security domain, the user does not know what the payoff value 9 is.
Thus there is incomplete information regarding the value of 8. This notion is formalized into the
notion of incomplete information as follows. Each user observes a signal about the payoff. This is
called a private signal for user i, denoted as:

Xi=0+¢ 2
where ¢; is a random variable following some (unknown) distribution. For the sake of conveni-
ence, ¢ can be assumed to follow a normal distribution without sacrificing technical accuracy of
the model or its relevance to real world scenarios. The strategies of the users can be depicted as:

_ 1 or Invest ifxi >k
s(xi) = 0 or Not Invest if x; < k )
for some k. Such a strategy is called a switching strategy around the value k. Each player will in-

dulge in a risky action only if the observed private signal is above the specified threshold k. Note
that the payoff (P) is 8 from Table 1 in the normal 2 player game. In a networked scenario, the

two player game shown in Table 1 can be extended to a continuum of players who must decide
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whether to Investor Not Invest The payoff for not investing remains 0. The payoff for investing

is defined as in Eq. 3 for all users u € U.

P=6-1+1(u) where z(u) is the trust level of user s.t. z(u) € {0,1} (4)
Thus a user with a greater trust level has more to lose through an inefficient action, i.e., if his es-

timate of the private signal is incorrect. All the actions taken by the users (Investor Not Inves}
are combined to produce a security policy (allow/disallow the said action). This combination can

follow a simple majority rule such as:

Allowed Action A= X s(x) (5)

Vui eU

Such a combination scheme completely ignores the trust level of users. If there were complete re-
liance on the accuracy of the trust levels, a better combination scheme could be a weighted sum.

Allowed Action A= > s(x) - z(w) (6)
YUieu
The decision rule for the allowed action can be:
.. Invest ifA>m
Decision Rule: Not Invest FA<m (7)

APPENDIX C

GUARDING THE TERRITORY: This game represents a model in which a player v is guarding a
territory Q against an invasion by the player u, as shown in Figure 6. The motion of u and v are
described by differential equations [13]. The initial conditions are set as x(0) = A and y(0) = B.
As illustrated in Figure 4, player v, the Security mechanism, is located at B, while player u, the
user, is located at A. In Figure 4, the players are initially separated by a distance AB. C is the
mid-point of segment AB. CY" is perpendicular to AB, with Y” being the nearest point to the re-
gion © such that Y'Z" is perpendicular to Y'C. Z" is the point on the region Q that is nearest to

the line segment CY*. The distance of any point x on the plane to the territory Q is denoted as:

d(x,Q) €S))
Each cooperative action by the user symbolically takes him farther away from the region Q. The
model expects the security mechanism to provide a feedback on the nature of the user’s action
and a quantitative measure of the same (which is obtained, in this case, from the Dolichobrachis-

tochrone game). This measure effectively takes the user towards the region Q or away from it.
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Q = Territo-

ry b eing
guarded

Figure 5. Guarding the territory

The region Q is the “intrusive” region which the security mechanism can be thought of as try-
ing to protect. The payoff function of the differential game is given as:

dx(r),Q) ift<T
P(u,v) = { N if 1 =T and x(7) lies on the same side of CY as A 9
0 if t =T and x(7) lies on the same side of CY" as B

where N > d(Y", Q). In atypical equilibrium strategy, every motion of u towards the region Q is
matched by v by a similar mirror image move across CY " as indicated by the dotted lines in Fig-
ure 4. For instance, the move AA" is matched by BB™, A'"A™" by B'B™". The objective of the play-
er u is to minimize the payoff P(u,v) in Eg. (6) whereas player v tries to maximize it. Hence, in
the original game, if player u chose not to come near the territory Q, he is penalized by a payoff
N. If v did not guard the territory “very well”, he is penalized by a payoff of 0. The control va-
riables of the two games are chosen depending on the system under consideration and the security
mechanism.

DOLICHOBRACHISTOCHRONE: The Dolichobrachistochrone game is a two player differential
game where a point mass P in a uniform gravitational field is constrained to move without friction
along a given curve y. This is illustrated in Figure 5. For equation convenience, the gravitational
field is in the direction of the positive y axis. The objective of P is to choose a curve so that it
reaches the line x = 0 (the y-axis) in minimum time. The other player E has an objective of trying
to slow P as much as possible. E has a force y that can be applied to slow P from reaching x = 0.
The conditions of the game dictate that the particle P will definitely reach the y axis in a finite
time. P’s objective is to minimize its arrival time to x = 0. E’s objective is to maximize the time
for P to reach x = 0. In the model, P represents the user and E the security mechanism. For every
access to a resource, the user attempts to minimize his time of access. This translates to P mini-
mizing its arrival time to x = 0. The security mechanism (E in the game) attempts to vary the ren-

dered QoS according to the force . Figure 5.a shows the particle P falling through the curve y
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towards the y axis (x = 0). Figure 5.b shows the player E with an opposing force y. The equations
of motion for the particle P are described in [12]. The payoff of the game is the distance traveled

by the particle P.

P(y) =x(T) (10
where T is the time for P to reach x = 0 and v is a positive constant (y = EB = EC in Figure 5.b).
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Figure 6. Dolichobrachistochrone Game
The optimal trajectory for the particle P is given by:
y(T) (T-1)
y(t) =——(1+cos ) (11
2 Vy(™)
Sy ym . Tt y@M. T
x(t) =x_ — t+ ot + sin - sin 3V = (0 12
0T 2 2 w2 M m 42

where -1 < @ < 1. The reader is referred to [12] for more details. The Value of the game (which is
the payoff under optimal conditions) is x(T) that is evaluated from Eq. (4). Hence the security
mechanism can choose T (which is the time (delay) taken by the user to access the resource) or
equivalently, the force y based on the system parameters like the value of the resource being pur-

sued, the trustworthiness of the user, etc.
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