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ABSTRACT

The human factor is the weakest link in the security chain. Despite advances in theotechnol
gy and processes, many systems are exploited by first attacking the weak&sidiakenginee
ing attacksphishing emails, weak passwords, etc., are examples of such attacks. Tduecena
level of uncertainty in the system state: undesired in most systems and unacceptable in highly
critical information systems.

This dissertation proposes a new game rtgo paradigm for security, where users ate a
tively involved and their characteristics are taken into account in the design and implementation
of security mechanisms. The goal istoild a systerindependent framework to address the
threats introducedybthe weak human factor frodesign time tountime. The core of the fraan
work is a set of game theoretic formulations that lend themselves to a meaningful interpretation
of usersé actions in a system al ontgffestthenh t he

Towards modeling serintentandtheir characteristics, this dissertation proposes to leverage
various well studied problems in game thedstandard tweparty games are used in incentive
based frameworks to model user intentioBtbal games with unknown payoffare used to
model new and unknown threats that take advantage of the weak human factor. Probabilistic
learning algorithms along with domain specific knowledge derived from expert systems are used
to determine the unknown payofiand hence infer the unknown threaB)fferential games are
used to model continuous systems where the mechanism design precludes equilibrium analysis.

Specifically, the flowing problems are addressed.

9 Trust Modeling To judgethe level ofuser® conpliance to security requirements, trust
monitoring engine called th€Eompensatory Trust Mod€CTM) is proposed where users
trust levels are updated in accordance with the notionropensatory transfers.

1 Threat Modeling Given the system events anceusactions, a model based on global games
is proposed to infer unknown threats that rely on the weak human factor for their success.

1 Risk Assessment and Mitigatioks a step ahead of security policiastisk assessment and
mitigation mechanism is propas&here usefsctionsare evaluatebased on the CTMIhe
potential risk to the system is rated and appropriate measures to mitigate the risk are taken.

i Eliciting User CooperationSince most security subsystems fail due to a lack of propér fee
back to tle user on the potential consequences of their actions, an incentive based mechanism
is proposed to elicit cooperation from users with appropriate context based feedback.

i Effects of incentive based systems on ugénally, the effect ofncentive based syems is
evaluated when the metric varied asirrentive is subject to unpredictable, possibly adve
sarial controlledfluctuations.

The manifestations of the weak human factor are investigated in two systems, viai-a Doc
ment Management System and anusion Detection Framework. Throposednodels will be
implemented on these two systems and the effect on security and performance wilieoe stu
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1.INTRODUCTION

The human factor is a critical aspect to the success of a security system in any arehitect
Any system, with its requirements and corresponding security schemégnidbesotted with its
own set of unique problems that, more often than not, require and rely on human intervention.
Right from the act of ch@mng strong passwords to the apglion of the latest security patches,
the human in the security loop is often the determining component in the success of the security
system.However, it has been observed that the human factor is the weakest link in the chain.
Normal users, unaware dig implications of their actions, often attempt to bypass or relax the
security mechanisms in place, seeking instead increased performance or ease of use.fUsing ine
fective passwords, disabling critical security features, and not applying security patatase-
ly manner are a fewnstances of user level lapses that impede security. This shortcoming adds a
level of uncertaintythat is undesirable in most systems andcceptable in highly critical info
mation systems.

In this dissertationthecore weakess okecurity inalmost all systemis addressednd a sg-
tem independent technical modelproposedo inculcate a culture of security in usdesr an in-
teractive system, an abstract model of the ewaffeéstingthe users and the actions taken begrss
in response is first modeled. The primariention is to capture at an abstract level the workflow
process for a specific job role/functioA. trust model called the Compensatory Trust Model
(CTM) is also developed that is geared towards evaluateg th r ust | ev el of user s
measuring if user actions are in conformance with the security subsystems requirememts, as o
posed to trusting the user herself, as is the objective in most trust based syétantitze CTM
and the workflow processiodel as a basis, threat modeling, risk assessment and mitigaéion an
lyses are performed for the threats introduces by the weak human factor. Keeping in mind the
idiosyncrasies of the human psychology, a novel model that manipytplesaton level qualig
of service (QoS) is presented that elicits user cooperation with the security subskstatty,
these analyses are extended from a host based system to the network; the effects of adversarial
network control on end user perceptions of QoS are instlg In particular, the effect of the
application specific QoS manipulatian the end useparallel with the QoS reduction due to
network characteristids investigatedFinally, the models and processes proposed by thisrdisse
tation are tested on tweal world applications. The first application domain is ahaanse Intuo-
sion Detection system (IDS) called DRUIDhe models involving (a) workflow process abstra
tion and (b) application specific QoS manipulation to elicit user cooperation are tetexdldn
main. The second application domain is a Document Management System (DMS); this is a new

and well established commercial area of irdesnd offers an excellent tbet for the variety of

Page4 of 28



models developed in this dissertation. The CTM and theadskssment and mitigatiomodels

are implementedn this domain through analyses relating to information fl®mce the final

goal of this dissertation is to inculcate a culture of security in ugerse application domains

will be tested orvirtual/simulatedusers to evaluate the final user experience, whichvaditiate

the modelgpresentedh the dissertation.

1.1 PROBLEM DEFINITION
Thegoals ofthe systemare splitbroadly as follows.

(a) Classification of Users based on Behavior/ActionsFhe first st@ is to classify users into
three distinct groups: (a) legitimate and cooperative users, (byauperative users and (c)
potentially malicious. All system resposggowards addressing the weak human facioe)
directed towards the nesooperative groug) these are the users who eventually turn out to
be malicious or are the starting point of an exploit that eventually leads to a system-compr
mise.

(b) Threat Modeling and Risk Assessment and MitigationHaving classified users on tha-b
sis of their actionsthe next step is to model the threat vector that can arise due to the non
cooperative user. Depending on the workflow process and the importance of the role of the
norrcooperative user, a risk assessment and mitigation framework must evaluate the benefit
of allowing a noncooperative user to proceed with his work as opposed to some interruption
to his wokflow.

(c) Eliciting User Cooperation through Reactive System Processedaving classified the s
ers based on their actions, the corg¢hefproblemmay be sited asHow canuser coopea-
tion with the security subsystdme elicited® How canit be ensure thatuser actions do not
lower the security state of the system? Towards this tmatissertation pposes to

1. Model an array of issues such as user belhasiiions, etc., based on variousgar
meters like the role, skill level, etc.

2. Extend the current notion of security design principles (like security policieg) to a
tively involve users and make them accountable for the system security

3. Employ measures #h directly interrupt the user when an inefficient action is pe
formed (also calleéhterruptive interfacesand in the face of a necboperative user,
investigate the usage of incentives in the form of increased application level QoS
when the degree of necooperation decreases

(d) Feedback to Security Subsystem®y identifying the norcooperative (and hence potefitia
ly malicious users) a feedback to different mechanisms in the systetne providedo that

appropriate etions may be taken.
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1. Trust reportsnay be generated for users that state their trust level andtithesahat
lead to (the low) trust level. Periodic reviews based on these trust reports may be
more meaningful for educating users on specifics of their actions rather tharra gene
al approah with standard operations being defined. Our recent work on trusting user
actiong[46] to counteract the weak human factor is a step in thésibn.

2. Feedback can be provided to the intrusion detection/prevention systems so that they
may concentrate their efforts on this class of users rather than the entire set of users
in the system. In this manner, the computational load on security systéensisof
monitoring, evaluating, etc. can be substantially lowered. Distributed systems will
benefit from such lowered computational strain so that more resources may be d
rected towards the o6real 6 work.

A high level view of the technical approach withigtrations for its evaluation is depicted irg+i

ure 1.

Problem Formulation | securing th&nvironmentby 1
addressing the weakest link irJ

the chain

A 4 A 4

Identification of Classifying UsersCoaqperative,
security scenarios Non-Cooperative andlalicious

Game Theoretic Modeling

Interruptive Interfa- Reactive System Dynamic
es/ QoS Incetives Process Policies
Evaluationv v
DRUID: In-House DS Document Management
System

for Critical Systems

Figure 1. Overview of Goals and Proposed Solutions
1.2L1ST OF CONTRIBUTIONS

The primary contribution of this dissertation lies in the applicatbvarious models toda
dress the human factor component in systems in a technically meaningful n&zamertheoretic
formulationsare usedo model user actions and elicit their cogtien or detect their malicious
intent. The contribtions can be bran down based on the components of the framework:

(a) Dynamic Trust Assignment Develop a dynamic trust assignment model for users based on

their actions. The trust assignment model is used to classify the user into different classes,
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viz. a legitimate and c@erative, norcooperative and potentially malicious. Users actions

are evaluated by means of this trust mechanism and their trust levetglatedudynamically

based on their actions and the level of permissions they have casdleces in the system.

This trust metric is used for providing a feed
the best practices instituted in the system.

(b) User Characteristics Modeling A model for atecting timevariant characteristics of a user
based on the role; i.aedetecting the equivalence gbmarently disparate role structures across
different departments in an organization or across different izafgons

(c) Risk Assessment and Mitigation Framework for the weak human factorA model for
risk assessmerdand mitigaton is presented, where usémctions andheir trust levels are
used in combination with the application domain specifics todeééf (a) a noncooperative
user must be allowed to continugh the current status or an interruptive actiuast be m-
itiated (mitigation).

(d) Eliciting User Cooperation: A model for eliciting user cooperating with the security ssbsy
tem based on the security st at égitinhteandboe sy st em
operative non-cooperativeandpotentially mailcious

1. Quantifying the security state of two specific systems viz. a document management
system and an intrusion detien framework
This goal logically follows (a) and (b) since a user classification and role based chswacteri
tics are necessary before attemgtio elicit cooperation.
3.

(e) Proof-of-Concept Implementation: The above models will be tested on different systems to
show both qualitatively and quantitatively the security gains in a sy3teese concepts will
be testedn

1. DRUID (DynamicReasoning drivetyserintent query based user level intrusioe-
tection systempd4], [43], [4] that was developed-imouse for a critical environent

2. A Document Management System, which is representative of a corporatenenviro
ment where information loss is disastrous to the organization

2.BACKGROUND AND RELATED WORK

Themajor drift isthatwork on mitigating the weak human factbas led to investigating

the promising role of game theory in solving problems that closely resemble the humanezharact

ristic: viz., selfishness in promoting individual gains over social performance

2.1HUMAN CENTERED SECURITY
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Recently HumarComputer Interaction (HCI) researchers have invested much effort into
investigdi ng t he A human Béseacchersifl], j11], [4§] allawuive iattthg general
conclusion that users may be careless and unmotivated when it comes to system lseaayity
er they argue that the fault lies ultimately with the design and implementation of these security
mechanismsAnne and Angeldl] discussi Us er s ® Per cepti onsrtamag Secur it
of accounting for these perceptions. Forrepke, it is important to impress on users the need to
maintain the security of a system and specifically what their role is towards thigoakhet
al. [11] arguethe importance of creating degreesafsir i t y as opposed-to the
not hi neox afpioacie. kn this way, users naturally distinguish between highly sensitive
versus lessensitive information systems and this manifests itself thraliifgrent behavior in
these differentmvironments Anne[1] and Sassptl] emphasize the importance of removing the
transparency from security tools, particularly in highly critical systems, and actively involving
users in the security cycle.

One of the approaches to addrése weak timan factor is to investigate a model to elicit
user cooperation with the security subsystem. The basgepbbehind the model is tanslate
variable security lesls directly into variable QoS levels returned to the user. In this way, ithere
a tangible motivation for the user not to circumvent the security aneth. With these criteria in
mind, a graded QoS modehs been developed this dissertatioio make users personallg-a
countable for the state of the systérhe graded QoS modid similar to thepermessage quial
ty-of-protection parameténtroduced byLinn [27] to manage the level of protectioropided by
a security mechanisrn [6], Irvine and Levin define security as anstructive dimension of QoS
rather than an obstaclerameworks likg15] rely on modeling user dynamics in terms of seci
logical issues, but ultimately rely on effective tools and policies to educate users and elevate risk
percepion. This concept of consciously elevating risk perception, thereby highlighting the pos
tive effects of accidents has been suggested by Gond&lgzut has not been further inviest
gated or brought into the technicehlm Thus addressing the weak human factor involuees-
tigation of thedaily transactionsf users and modeling them appropriately, thereby bringing them
into the purview of the technical realm. In this dissertation, the basic thebiyd the models is
game heory. In the next section, an overvieivgame theoretic modeling and its relevance to
human factor problems is presented.

2.2 GAME THEORETIC M ODELING

The purpose of game theoretic madslto deriveameasa bl e quanti ty out of

actions thatan be given as a feedback to the security mechaifisenmost interesting question

from a scientific perspmtive, given the irrational and selfish human nature, is to model a system
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so that this expected selfish human behavior is turned around to thetcaydvaf the system.
Again, gameheory comes as a natural solution to this scenario. Game theoretic approaches have
been used in modeling security proble@s]. Stochastic games have been used2j for rea-
soning and analysis about nodes in a networR]inthe author investigates the usageeptated
games with incomplete information for modeling information warfar¢1®j the authors model
a zeresum game for investigating meilbus packet injection. If21], the authors analyze therpe
formance of their DDoS defense system using a ghewretical framework. Their opation of
tuning the performance acclimgly could be viewed as a learning process.
The common denominator for all gastieeoretic modeling involves the process af-m
chanism dsigni viz. translating the semantics of the game to the situation under ceatisialer
The works|[5, 45, 17]describe the processes of economic mechanism design that prove to be
helpful in solving computing problem$he advantage of meting user actions/responses as a
game is that it allows for a flexible @efinitio
source. o0 While such definitions are abstract at
can be properly interpted and applied on the specific security domain where the application is
relevant. Also, game theoretic models are self enforcing, in that the target application domain
needs to be designed and implemented with the model in mir@stricting or hypotétical as-
sumptions about the players of the game are required. Users in a system need not be aware of the
model , nor are they requir ed Gameteayatsecenmus|l y par
passes a variety of types of games, each suited forfispapplication domains. Differential
gamet heory, for exampl e, al so has the udvetbi on of 6
apply in situations where a continuous time factor is involved (like QoS). Furthermore, ne unwa
ranted assumptions of ratiality need be made otherthawo ous facts | i ke dbdusers
guality of service 0
The other point of focus in game theoretic models is thi@m of payoff and whéher the
participants are cooperative (and hence work towards a common gaoai-cooperative (and
hence compete for a shared resourté)s dissertation explores the possibility of encouraging
users to cooperate with the security subsystem by offering enhancedtapplievel QoS as an
incentive. This approach is not new; en@mging ®operation has also been investigated for ad
hoc networks where incentives in terms of curref&3], [24] and reputatiori33], [20] are d-
fered. On the other hand, the work29], [30] and [28] investigate cooperation in dwc né-
works without incentivesOther works such ag40] predict node behavior in a group setting
where the setting maybe cooperative or-nooperative.The notion of anegative payoffhas

been recently investigated [8] where freeriders in a wireless network are actively punished by
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channel jamming. This is similar to the approach of reducing application level QoS for users who
are stubbornly nogooperativeln general, there have beeamerous works that model cooper
tion from a game theoretic angle that validates the choice of game theory as a basis for modeling
the weak human factor problefowever, the application of game theory to practical systams i
volves aldressing a variety ofainain specific issues. Some experierineggame theoretic system
designhave been documented|[®7]. Finally, there is an issue of subtle cooperation which ca
not necessarily be explained by models. The Wa6§ details a theory on why humansght
cooperate despite the sbance of freeiders.

This dissertation leverages on the lessons learned by such works to address the human
factor problemThe workcompleted thus far is indicative of the feasibility, both from a theoret
cal and practical perspective, of the application of incentive based systems and game theoretic
approaches towards this problem.
3.WoORK COMPLETED

Security policies are a first stépwards defining the set of permissible actions by #ie u
er in a given role. Among these permissible actions, there is an efficient mode of execution and
an easy mode, e.g., choosing a strong password that is difficult to remember vs. choosing a weak
passvord that is easy to rememb@&9]. If the user adheres to the bestaices stipulated by the
organization, (and even adapteni depending on the situation), there is a higher probability of
the system remaining secure and resistant against most attacks. However, determining if the a
tions of the user are in conformance with the systems overall functioning is a difficult task, pa
ticularly since not all user actions over time are blas#white as choosing a strong password
vs. a weak on€lowards this goal, a trust modehlled the Compensatory Trust Model (CTM) is
first presented that assigns a trust value to each user bagbdiactions. The purpose of this
trust model i actionsoas dpposed to the Users themselves. dtbie@CTM as a
starting pointfwo methodologiesre describethat address the weak human facidre first ne-
thodologypresents a gaentheoretic approach to modeling the events in a system (andsthe re
ponses of users to the eveniBje second methodology addresses the problem of eliciting user
cooperation with the security subsysteinsimple exponential Backoff model and a comprehe
sive game theoretic model are presented to address the issue of user cooperation.
3.1 COMPENSATORY TRUST M ODEL

Traditionally, trust metric$3],[25],[14] have been developedrfeystems where the dekeg

tion of certain rights on a system to an (un)known tpady is thought necessary for proper
functioning or in situations where certain actions need to be taken based on a unverifiable stat

ment by a third party. These modelsséddound great utility in architectures like Recommender
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Systems (RS) where the trust of a subject is evaluated based on past[Bgtasyill other -
proaches to trust assignment involve pukby certification chainfd] with provisions for inco
porating revocation statig22] in the trust metrics. Most of the systems where these trushassig
ment models are afpd are distributed systems or virtual organizatif8®&, wheresome form

of extranet can be said to exist. These models are not appropriate for situations (nor wexe they d
signed to be) where trust assignments are based on user actions and need to be dynamic. The
Compensatory Trust Model is sigitiéntly different fom all these aforementioned works in that

the primary utility of the model is to evaluate and judge the efficacy of the human factor in the
security systemThe intuition for the trustassignment frameworks derivedfrom a game
theoretic formulation by &en[16] where the user and the system are modeled as playimg a vi
tual game. Each user is assigned an initial trust score which is updateciahityaon every e-

tion. The initial trust scores are assigned depending on the context of the application domain.
Trust wupdates are performed through a nmodel

cient action by a user, atrustvalueequdltoe fibest ¢ | ai [h6]is assigneddbompens at i

the user A claim of compensation is the difference between the benefits of the altactiate
and the selected efficient action by the wuse
taken into consideration and the user is appropriately rewarded dizpdn8ome general terms

and symbols that are required for the depelert of the modehre defined

U . The set of all useng in a system

A . The set of all actiong, in the sytem

R . The set of all resourcesin the system

u- (a.r) - Useru performs an actiog, on the resourcg

a(u) . The initial trustlevel of the useu,

Qu) . The current trust level of the usgr, (J(u)) represents the value i) for the
K" iteration

t . A Trust update parametetrepresents the value ofor thei™ iteration

Arj,u) :  The set opermissible actionsn the resourcg by the usen;. Permissible

actionsimply those actions that are allowed by the security policy thatis i

place.
Pu(arj) . The payoff for useu performing actiora, on resourcer; : al A(rj,u)
The payoff is representative of the efficiency levetoi e user s6 actiion. Not e

tion of A(r;,u;) is set to implicitly cover the security policies in the system, thereby eliminating the

need to factor in security policies in the moddie notion of security policies and their satisfi
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bility in the modelcan be explicitly included the system is expected terdre a feedback from

this model to change the paks themselvedThe trust update process for this mofdgictionsas
follows. For a given system state, a usés assigned an initial ast level given bya(u). The user
performs some actioa on a resource, i.e.,u- (ar;), whereay | A(rj,u). This actiona, has a
payoff that is given byP,(ar;). Now for all possible actions iA(rj,u), compute the maximum
payoff difference betweesach action irA(r;,u) and the selected action, normalize the difference
and update the trust level acdioig to the parametér The intuition behind this model is that this
updated tr usrmpewalade oinsd tthheato d ch e oosmgthe actienc ei v es
The model proposed by GreEl6] involves a notion of a combined payoff for two players which
is ignored in this contextsince the other player (the systemthis case) is completely trusted.
The model is described in Figu2eThe compensatory trust model, when implemented, needs the

payoff values for the actions (on different resources) as input.

1. Fix a(u)and Start the Session
2. Assign (P(u)=a(u)
3. /* "Qu) is U(u) f% iteration*d i
4. Start Actions by user u
5. Let the user choose an ac tion ax for some r e-
source r; I R ax i A(rj,u)
6. u- (ax, rj)
7. For all am | A(rj,u) amwl ax compute the
compensation  c:
_ . Pu(ak’rj)'Pu(qn’rj)
c = signP(g , ﬁ) - R(a,, rJ)] maXW
8. Update the current trust va | ue
if( 0P (w<1)i( ¢ <0))
then U(u)= 8 Y(u)+ct
9. Perform User Actio n i GOTO Step 4
10. End Session

Figure 2. Compensatory Trust Model Algorithm

Typically, Qu;) i [0,1]. The trust update parameteshould also be dynamically updated so that
{u;) approaches 1 slowly. Thedatesincrementwill stop if (qu) = 1. Lastly there is an issue of
updatingt. Trust models follow different paradigms while assignamgl updating trust. They
adopt either a peBnistic approach where trust is assigned slowly and dropped at a faster rate or
an optimistic approach where every subject is assigned complete trust to start with, anska corre
ponding (negative) update rate. lerthe parametdrcan be constant, or decreasing slowly as
Wu) increases, or updated according to the system upditg. o sample update policy for the
CTM is illustrated in Appendix A.
3.2MODELING EVENTS AND USERACTIONS

Having arrived at the conclusion that transparent user interface design ideold@y of

has the unintended effect of numbing users to the security needs of the systalissertation
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proposes ta@hange this paradigm so that user perception of the security subsystem and its goals
are aligned together. But this does not imply that tieeisgequired taonsciously change ales

curity parameters in the system, thereby making the interface completely opvesteiad,user
cooperation with the systeim sought aftein terms of adherence to the expectations of tise sy
tem, which are ofterjut not dways, expressed as best practi€&gen a system and a user role,

the actions that are deemed necessary for the jobareldirst defined Towards these actions
which contribute only towards the workflow, there shall be no interruption froraystem. A-

cillary actions also receive almost zero interruption, but may occasionally be interrupted-depen
ing on the action type and the evaluated effect it may have on the system. Towards ad-other a
tions, the system shall maintain a strict morng status and may even deny the users permission
to execute those actions. The belief here is that th@lggown actionare the ones that mayrco
stitute a threat that tries to exploit the weak human factor.

Towards this goal, the notion of unknown factasmodeledbased ora type of game in
Game Theory cal |[&} AppeBdixdBlpredentsGa avergiedv of global games.
This is an example of an approach that can model the unknown factors in thewveakfactor.

But there are a numbef issues that require investigation. For example, determining ifdhe a
tions of the user are in conformance with the systems overall functioning is a difficult task, pa
ticularly since not all user actions are blaaidwhite as choosing a strong passwes. a weak

one. Additionally, actions initiated by users can be evaluated differently depending orréimé cu
security state of the system. Since each system has its own problems, user actions ar@usually v
ried and as a result, it is not always possiior a monitoring mechanism to decide if the action
taken by the user is in the interests of the system. ¢éow s e r s 6 be @\@ltiate® How can

the classes of threats from external evemslearnt and inferrédThis knowledge should ne

verge to a kown probability distibution ofthe unknown payofts

3.3ELICITING USER COOPERATION THROUGH G RADUAL QOS DEGRADATION

In thismodel, the dissertatigoropossto provide incentives to users to cooperate with the secur

ty subsystem by changing the renderedSQof the system (application/service level user
perceived Qo0S) so as to encourage the user to behave appropriately. The user is given an active
feedback on the QoS status (and an indication of what actions are not recommended &r the sy
tem). This systens thus a tradeoff betwearser perceived performanesd security of the sy

tem. The terminologyduser perceived péormancéis usedsince the overall performance of the
system will still remain as intended, i.e., the system spends lesser time settvicimger tasks

and instead schedules resources towards background tasks like monitoring the user, setting

checkpoints on the system thereby increasing the reliability ankhbnify of the system in case
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of a failure (caused in part by the users-gongerativeness) and finally even helping othes-sy
tems (like an intrusion detection and response engine, by giving it more time to deteet and r
spond to the potential attacks). Thus apart from encouraging the user to cooperate wih the sy
tem,the modehlsohelps other subsystemsrectly or indirectly, depending on the systérhere
are twoparts to the QoS model; the first part in concerned tnittinga user with the currenta
tion. The compensatory trust modgbresented in section13is activated andipdated for every
action of the user. The second pgmesented belowglates to the modeling of the application
specific service with respect to the current workflow of the userintuitive throttlingdown of
the QoS is presented in tBgponential Bakoff model, where the workflow process is not éxpl
citly considered. A more comprehensive model that takes into account the workflow @nodess
the user baracteristicswhether the user is cooperative, ramoperative or malicioyds pre-
sented in the@me theoretic approach.
AN EXPONENTIAL BACKOFF M ODEL
During the early days of TCP design, it was found that initiating data transfer at peak network c
pacity affected the network adversely. It was (and ig)raon practice in electrical circuit design
to limit the inflow of current in a device and slowly (exponentially) increase it till the desired
maximum. The designers of TCP (notably Jacobson) derived thédtidntfrom this practice and
created a slowstart mode for TCP where the size of the congestimdow was increased exp
nentially till maximum throughput was attained. In a similar manner, we can define theeQoS d
gradation through a simple exponential @tpn:

f(x) = (1A  ;xi [0,1] (1)
wherex is the quantitative input that grades the users classificatiori(g@nthe time delay (in
some appropriate time units) that is imposed by the system. Thexvaae also be the trustie
el of the usern the system, a real number between 0 and 1, where 0 represents a untrustworthy
user and 1 a trustworthy usdhe CTM is used as an input to this valker those systems that
have a mechanism to detect their security level (or trust level of usergkpbeential bacloff
model may be used. It has the advantage of extreme simplicity, clear intuition and an easy transl
tion to an implementation. Also, the intuitioehind it may be changed depending on the system
(and the users) to derive other ancillanpdels (different distributions) that may perform better
for particular systems. For example, if it is found that the system experiences a background load
with a Poisson distribution, then the rendered application level QoS can be varied as Poisson
proces so that not only is the QoS reduedaen the user is netooperative but the system gets
more time to service the background load, and hence increase effedirenpace.

GAME THEORETIC QOSMODEL
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Given a workflow process with multiple syivocessedwo gamesare presentethat can be used

in conjunction with each other to gradually reduce the QoS of a sub process and tag the user as

gradually proceeding from a nawoperative user to a malicious user during the workflow

processThe modeleverags on two weltstudied problems of game thedryhe two player di

ferenti

al

game

C describes these two games in detdilh e

ent i

re

ti

me |

ne

of

t he

into many fragments. Each fragment represents somgrsubss in the workflow (e.g. the-e

users

eaution of a process/application). The process of changing the QoS is equivalent to varying the

rate/difficulty with which the user can access the resource or cargletution of the process.

The Doliclobrachistochrone game models each fragments of the timeline, i.e., the resource

access event. After every resource accigssecurity state of the systeis determineddr in

other words, the usés classifiedand fence the security state of the systamnferred. The

second

di

fferent.i

al game of fAGuardi

ng

t he

game also models the point where tlmcompliant user becomes a malicious u3érese two

terri

games arehained to provide proper feedback so that the output of the Dolichobrachistochrone

game i

S

t he

nput

theoretic model is more involved, with a greater emphasis on system specifens iafdilt ne-

chanism for user clasgiftion.
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Figure 3. Modeling the Workflow and constituent SubProcesses

The final step in the model is to chain the two games so that the output of the Doliclsbdachi
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playerwere to reach the region before the session was over, the security state of the system can
be changed and appropriate action can beaied.

Every specialized system will have its own manifestation of thekweiman factor. For
specific human factor threat models (like weak passwords, phishing, social engineering, etc.),
there are specific solutions. But the greater problem of involving the users in the security loop has
remained unaddressed so far. The redeo this lies in the misconception that QoS and security
are orthogonally achievable goals. In highhtical information systems the need to appealsto u
ers and elicit their cooperation is paramount. Trading application level QoS in terms odtransp
rercy/ease of usage for user involvement with the security mechanisms in place is justified and in
fact, necessary. Every mission critical system serves a purpose of its own and henceethe impl
mentation ofthis model in these areas will need to take into aot@omain specific issues and
address them appropriately. However their common underlying weakness is the lack of user
awareness and/or cooperation with the security subsystem. The sotivtmatedin this model
is a graceful degradation of the rendeaglication specific QoS that the user perceives in the
face of a conspicuous lack of cooperation. Although it is debatable if such a model will neally e
sure user cooperatioit,is hopel that in the same manner a user types his password carefully the
second time to avoid typographical mistakes (and hence additional delays in password systems),
the implementation of this model will encourage the user to cooperate and actively participate
with the security subsiem.
4.REMAINING WORK
Lastly, the dissertain proposes taextends the notion of a user affected by local host based
events to a networked system, with the end user expecting a meaningful response from back end
systems. This part of the proposal explores the nature of the end user response Woshithe
mission critical systems drops due to adversarial conditions or due to the fact that the system is
operating under less than optimal operating conditions; conditions which the system was not d
signed to handldn particular, the effect of such exhal conditions on the model presented in
section 43 is investigated.

4.1 EFFECT OF ADVERSARIAL NETWORK CONTROL ON END USER QOS PERCEPTION

The reliability of back nd support systems has been &he focus
generative Systems$SRS)[7]. A number of important and crucial areas ranging from security

policies to heteogeneous software and hardware platforms have been studied. However, with the
exception of mobile nevorks, a standard assumption across all areas has been the existence of an
enterprise level network capable of providing the bandwidth required for pieajon area o-

der consideration. In thipart of the dissertatiorthe application of a self regenerative system
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over a disadvantaged lirik considereénd theeffect of significantly reduced network conngeti
ity on the quality of service isivestigaeéd Within this contextthe aim isto investigate theféect
of a sophisticated and complex bamkd system viz. a self regenerative system that is forced to
operate under less than desirable conditions, such as reduced network speeds or an attack on the
system or on the SRS. Imgicular, the perceptions of tlemd uselareinvestigatedvhen a SRS
delivers performance when operating under normal operating conditions and when operating u
der attackThe effect of such reduced QoS is investigated in catipm with the model in se
tion 3.3 where the application level QoS is purposely degraded in the face of@operative
user.Given that the SRS performs as designed, the unique problem of comtimgniogthe end
userconsidered where threduced perfanance is due to:
1 a problem on the host platform, or
9 aproblem with QoS issues with the network, or
9 an adversarial manipulation of the network, or
1 the SRS is operating under hostile conditions, or
9 a combination of the above factors
All the above scenarioare equally important, and in a time constrained operational mode, it is
crucial for the end user to not, for example, terminate the local application on the host machine
assuming a localized problem, when in fact, the SRS was operating under hositiercanT his
problem is compounded by the fact that a direct communication of a situation cannot always be
made on account of the networdirig disadvantaged.

Consider this scenario: A baekd system mvides certain services to an end user located at
a significantly distant geographic location. The end user consumes these services by means of an
application on a local host machine. There are three distinct components involved: the complex
backend system, the network, and the application on the locl bmder desirable operating
conditions, the end user becomes accustomed to a certain level of QoS and expects the same level
to continue. When the operating conditions are not optimal, a problem with either thenack
system or the network or the amation on the local host (or a combination of them) may cause
the user to experience a lower and intolerable level of QoS. In such a situation, the user is likely
to initiate some action over the only component he can exercise control over: the appication
the local host. If there were a fault at either the network or at thedmatkystem, not only would
the userods action be incorrect, but al so advers
timely basis.The biggest payofbr this problemwould be a determination on the network cend
tions: is it a benign problem like message loss or is the network under adversarial cdineol?

practical relevance of this problem lies in situations where networks have been built with a heavy
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investment in theinderlying communications irdstructure. In such networks, it may be feasible

to update the end nodes with higher processing power, but changing the communicatens infr

structure is not fedgle.

Towards addressing this problesgmeinitial progresshasbeen madén a game theoretic
model that can be used to infer the status of the network from an end user perspective. The model
is based on a game called the Multi Armed K bandit problem.

4.2 MULTI ARMED K BANDIT PROBLEM
In the multrarmed kbandit probém[18], [31], a gambler in a casino must decide which arm

of K slot machines to play in order to maximize his reward. This classical problem provides a

simplified, yet illustrative tradeoffdtiween the notion oéxplorationandexploitation On the one

hand the player may try out each arm to find out the one with the best payptbfatior). On

the other hand, the player may choose to repeatedly play a particular slot machine believed to

give the highest payofekploitatior) at the cost of missing out @nhigher payoff machine.

The practical relevance of this problem is related to networking in the context of choosing a
network path among k different paths to optimize the flow of data and ensure a minimal level of
QoS (or alternatively, compute the nmmal level of QoS that can be assured). The optimal path
decision algorithm has an upper bound on the time taken to find such a path. Together with the
network specifics, this measure can directly be translated to an expected QoS level for the end u
er. Inthe presensetting, since the network specifics and the algorithm are initially known to both
the backend self regenerative system and to the end application, a feedback can be given to the
user based on the QoS loss, if any. The analysis also takesdutant the following states of the
network (or the k slot machines, in the gameatapae):

1 All the K slot machines are assumed-entical.

1 The payoffs from each of the machines are assumed to be independent stochastic processes,
i.e. their distribtion may be assumed to independent (and known or unknown depending on
the senario).

1 Within the context of the problem domaiih may be that the network is under adversarial
control [36], in addition to being disadvantaged. In this case, no stochastic assumptions are
made on the distributions of the payoffs of the slot machines.

91 In certain situations, there might bearx t er n a | agent that is able tc
the states of the network paths, based on past hi@6fyThe network analysis can also i

corporate these inputs to provide an inference on the expecteddtaye d
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The result of a set of strate¢@lDelichisthedifeeasur ed b
ence between the best possible payoff and current pdyafmodel has to be completely deve

oped and vatlated through appropriate simulations.
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APPENDIX A: A SAMPLE UPDATE PoLicy FOR CTM

A sample update policy fars illustrated vinerefor every actionif = 1), there is a trust levelpd

date This update policy relies heavily on the first few actions performed by the user, but can be
modified depending on the system under consideration. The policy, while simple, hasited d
charateristics: First, this strategy ensures that the trust update rate is self limiting. Secondly, it
ensures that users gain trust slowly and also lose it slowly. While this may run contrary to the
maxim ATrust i s hard t o biadpnopriatardthiscasssycethis | os e 0,
mo d e | is intended to measure the usersé conforr
(which can also be interpreted as the extent of user cooperation with the securdgisme;hot

whether the user isalicious or not(in which case the us& untrustedeven if a sigle malicious

action was observed). The update policy may also be changed if the system requiremefats are di
ferent.The parameteris initializes and updéed as fdlows:

T t'=01
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