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ABSTRACT
We propose a new technique called API virtualization to enable
open innovation in mobile platforms. API virtualization allows
third-party developers to statically inject custom code that replaces
the original implementation of a platform API class. By inject-
ing custom code into a binary of an Android app, the app uses the
custom code instead of the original API implementation without
requiring any platform modification. This allows open innovation
in the mobile platforms.

1. INTRODUCTION
Our API virtualization is motivated by the lack of openness in

mobile systems at the platform level. Currently, Android platform
is known to be open software platform for mobile systems since
Android source code is released under open source licenses. Third-
party developers easily access and modify the source. However,
when it comes to deploying the platform-level modifications, there
is a stiff barrier. Only Google, and other mobile venders such as
Samsung, LG, etc. have the privilege to distribute platform modifi-
cations at a large scale. In other words, there are only a select few
players who can control the innovation on Android.

Our primary goal is to mitigate this lack of openness in mobile
systems. In order to achieve this goal, we propose a new technique
called API virtualization that allows third-party developers to mod-
ify the behavior of platform APIs without modifying the platform
itself. API virtualization injects custom code for an API into an
app, forces the app to use the custom implementation rather than
the original implementation of the API. We demonstrate the power
of this technique by implementing a API virtualization prototype
called Reptor on Android.

Our contributions are the following.

• We demonstrate that app-layer only approach to platform
openness is feasible by presenting Reptor, an implementa-
tion on Android.

• We demonstrate that Reptor is useful and powerful by dis-
cussing some possible use cases in Section 3.
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Figure 1: API Virtualization

• We demonstrate that our approach is practical by showing
that Reptor does not incur too much overhead with initial
results in Section 4.

2. API VIRTUALIZATION
API virtualization is a set of wrapper classes that replace plat-

form API classes used in an app. These wrapper classes act as
proxies for their corresponding platform API classes, and form a
shim layer injected between the Android platform layer and the
app layer as shown in Figure 1.

This thin shim layer can intercept any and every platform API
call made by an app. In addition, API virtualization allows third-
party developers to inject custom code into the wrapper classes, so
that they can modify, reimplement, or customize existing Android
platform APIs. This can be achieved by (i) generating a wrapper
class for each platform API class that a third-party developer wants
to replace, (ii) injecting the wrappers into an app, and (iii) rewrit-
ing the existing code in the app to use wrapper classes instead of
platform API classes. We use Soot [7] to inject wrapper classes and
rewrite an app bytecode.

There are several challenges in realizing API virtualization cor-
rectly. These challenges mainly come from Android’s event-driven
programming model and its development language, Java. Java has a
wide range of language features such as polymorphism, which me-
ans that a child class object can be cast to a parent class anywhere in
an app. Also, the child class can define its own functionality or use
some of the parent class’s functionality. Therefore, simple search-
and-replace approach is not suitable for API virtualization due to
the feature. To precisely address all language features, our strat-
egy is to examine each feature, contemplate how it affects our class
replacement approach, and devise a solution that makes complete
replacement possible.
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3. USE CASES
Reptor can be useful in improving existing apps by reimplement-

ing the Android mechanisms. For example, Android supports new
runtime permissions for improved security in Android 6.0, Marsh-
mallow. This means that an app needs to request a user for a per-
mission as needed at runtime. However, only 2.3% of apps are us-
ing Android 6.0 features as of March 7, 2016 [1]. By using Reptor,
legacy apps that do not use runtime permissions can easily incor-
porate them; Reptor can replace each and every sensitive API call
with a call that requests a runtime permission first before making
an actual call to the API. Moreover, Reptor can be powerful for
practical use cases. One example is API migration. Google pro-
vides Google Play Services through Google Play to offer a variety
of features such as Google Maps, Google+, etc. The services is an
application that is closely linked to the Android system [2]. It me-
ans that a user who uses a Samsung device or an Amazon device
does not use the features. To support alternative features, Samsung
and Amazon provide compatible APIs. Reptor can achieve API
migration by replacing Google API calls with Amazon API calls
or Samsung API calls. For example, a user who uses an Amazon
device can download an app that uses Google Maps from Google
Play and change the app behavior that uses Amazon Maps instead
of Google Maps by using Reptor without efforts from the original
app developer.

4. INITIAL RESULTS
We have developed a prototype of API virtualization called Rep-

tor on Android to show the feasibility and practicality of our tech-
nique. We have written a micro-benchmark app that measures the
minimum latency of platform method calls. Since API virtualiza-
tion introduces additional levels of indirection in method invoca-
tion, it is important to understand how much latency overhead it
incurs. For this purpose, the micro-benchmark app calls eleven
platform methods from four categories: device information, net-
work, storage, and sensing (GPS). Eleven platform methods are fre-
quently used by Android app developers. All name of the methods
are fairly self-explanatory on Figure 2. Since the time consumed by
an individual call is too small to measure, we make 1,000 invoca-
tions of each method, and consider this an atomic unit of measure-
ment. Our call latency micro-benchmark app performs 1,000 such
measurements for a total of 1,000,000 invocations of each method.

Figure 2 shows the call latency when invoking platform methods
with and without our API virtualization. The latency is measured
in microseconds, and the y-axis is broken up since only one call
(SQLite write) experiences greater than 5 µs latency. As can be
seen, the incurred overhead is negligible with a maximum overhead
of about 3% for the putValueInSQLite call.

The results were obtained on Samsung Galaxy Nexus devices
(1GB RAM, 64MB per-app heap size unless otherwise mentioned)
running Android 4.4. During experiments, we enable stay-awake
mode and set the CPU governor to ‘performance’. For each run in
our experiments, we clean-install our workload app for measure-
ment consistency.

5. RELATED WORK
Previous systems such as Existing tools such as SIF [4], and Ret-

roSkeleton [3] have focused on specific app instrumentation mech-
anisms for Android, but our research focuses on exploring and ad-
dressing a unique set of challenges that API virtualization brings
in order to correctly and completely handle all features of Android
and Java.
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Figure 2: Call Latency to Invoke Android Platform Methods

Many previous systems leverage app instrumentation as a tool to
achieve different goals, such as performance monitoring [6], and
fault injection [5]. These systems further prove the applicability
of app instrumentation, and Reptor provides a general way of cus-
tomizing API calls on Android.

6. CONCLUSIONS
In this abstract, we have proposed a new technique called API

virtualization to enable practical openness in mobile platforms. API
virtualization allows third-party developers to inject custom code
that replaces the original implementation of a platform API class
as needed without modifying the underlying platform.
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